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i Preface 
Security of Organisations: A Practical Introduction is designed as a course companion for 

students in higher education who are attending the Security of Organisations course. Its 
primary purpose is to provide structured, coherent, and academically grounded support for 
lectures, seminars, discussion, case-based teaching, and independent preparation. 

In this course companion, we do not treat security as a purely technical matter. Instead, we 
approach it as a field located at the intersection of technology, governance, decision-making, 
communication, ethics, and professional responsibility. In practice, security problems rarely 
emerge from a single flaw. More often, they arise from interactions between systems, 
procedures, unclear roles, institutional pressures, and imperfect judgment. For that reason, 
this course companion moves beyond narrow technical definitions and presents security as an 
organisational and socio-technical practice. 

The course companion’s structure follows the broad logic of the course. We begin by 
defining the field and establishing its conceptual and ethical foundations. We then turn to 
threats, vulnerabilities, incidents, crisis coordination, privacy, communication, organisational 
culture, and security assessment. In the later Chapters, we bring these themes together 
through case studies and a broader discussion of resilience. Throughout, the aim is not only to 
define concepts, but to show how they function in real organisations and why they matter in 
practice. 

This material is written primarily for students enrolled in the course. It may also be useful 
to readers with a professional or general interest in organisational security, but it is not 
intended to replace lectures, discussions, case-based exercises, or supervised teaching. 
Rather, it serves as supporting study material that helps students move systematically 
between concepts, cases, and practical judgement. 

Ultimately, the purpose of this course companion is not to present security as a finished 
checklist or a closed professional doctrine. Its purpose is to help the reader think more clearly 
about how security operates in organisations, why it frequently fails, and what it means to 
build institutions that can respond to disruption without losing coherence, legitimacy, or 
judgement. 

i.i.i How to Use This Course Companion 

This course companion is organised to support both structured coursework and 
independent preparation. It follows the course Security of Organisations' logic, but it can also 
be read as a supporting introduction to the organisational dimensions of security. 

The present course companion's overall progression is deliberate. We begin with 
foundational questions: what organisational security is, why it cannot be reduced to technical 
defence alone, and which concepts structure the field. We then move to threats, incidents, 
crisis management, privacy, communication, culture, and assessment. The final Chapters 
bring these issues together through case studies and a broader reflection on resilience. 
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Each Chapter focuses on one major theme, but the Chapters are designed to connect. 
Concepts introduced early in the present course companion reappear later in more applied 
settings. For that reason, the course companion is best read in sequence, especially by 
students following the course. At the same time, individual Chapters can also be used as 
focused reading on specific topics. 

Short highlighted boxes appear throughout the text. These boxes do not function as tests. 
Instead, they highlight key insights, practical lessons, common mistakes, and ethical tensions. 
Their purpose is to make important points more visible and to help the reader pause at 
moments where organisational security becomes especially easy to oversimplify. 

This course companion is best used actively. It works most effectively when read 
alongside lectures, class discussion, practical examples, and independent reflection. Some 
sections introduce core terminology, while others invite interpretation and judgement. 
Organisational security is not a field in which memorising definitions is enough. It requires 
the reader to understand how concepts operate in real institutional environments, where 
uncertainty, competing priorities, and imperfect information are the norm rather than the 
exception. 

i.ii Note on References and Endnotes 
References are provided in endnotes at the end of each Chapter. This allows the main text 

to remain readable while still giving the reader access to the sources that support key claims, 
concepts, and interpretive choices. 

The endnotes serve two purposes. First, they document the scholarly and professional 
literature relevant to the subject. Second, they offer guidance for further reading to readers 
who wish to explore particular themes in more depth. 

Because this course companion combines conceptual discussion, case-based interpretation, 
and course-oriented structure, the endnotes should be read not only as formal references but 
also as part of the present course companion’s academic apparatus. 

i.iii Overview of the Chapters 

i.iii.i Chapter 1. Introduction to Security of Organisations 

In Chapter 1, we define the scope of Organisational Security and explain why we cannot 
reduce it to technical protection alone. We introduce the idea that organisational security 
depends on the interaction among systems, rules, people, responsibilities, and the institutional 
context. We also establish the broader perspective that guides the rest of the present course 
companion. 

i.iii.ii Chapter 2. Ethics and Responsibility in Security Practice 

In Chapter 2, we examine the ethical dimensions of security work. We address the 
responsibilities of security professionals, the limits of acceptable intervention, and the 
tensions that arise when protective goals conflict with privacy, autonomy, or fairness. We 
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argue that Organisational Security always involves normative judgement, not only technical 
expertise. 

i.iii.iii Chapter 3. Core Concepts in Information and Organisational Security 

In Chapter 3, we introduce the key concepts that underpin the field, including 
confidentiality, integrity, availability, risk, vulnerability, and governance. Rather than treating 
them as isolated definitions, we show how they function within organisational practice and 
how they shape decision-making and policy. 

i.iii.iv Chapter 4. Threats, Vulnerabilities, and Organisational Exposure 

In Chapter 4, we explore how organisations become exposed to harm. We discuss different 
forms of threat, the meaning of vulnerability, and how technical weaknesses, organisational 
complexity, and poor coordination can combine to increase risk. We emphasise that a single 
factor rarely causes exposure. 

i.iii.v Chapter 5. Incident Response and Organisational Preparedness 

In Chapter 5, we focus on what organisations do when something goes wrong. We outline 
the incident response process, from detection and escalation to containment, communication, 
and recovery. We also address the importance of preparation, planning, and clearly assigned 
responsibilities before an incident occurs. 

i.iii.vi Chapter 6. Crisis Management and the Role of Coordination Teams 

In Chapter 6, we turn to the management of larger security events that require coordinated 
organisational response. We examine crisis decision-making, the role of coordination 
structures such as silver teams, and the difficulties that arise when information is incomplete 
and time pressure is great. We highlight how crises test both processes and leadership. 

i.iii.vii Chapter 7. Privacy, Data Protection, and Organisational 
Responsibility 

In Chapter 7, we consider privacy as a central organisational issue rather than a purely 
legal afterthought. We discuss the handling of personal data, institutional responsibilities, and 
the tension between control, visibility, and individual rights. We argue that privacy questions 
are integral to responsible security practice. 

i.iii.viii Chapter 8. Communicating Security Within and Beyond the 
Organisation 

In Chapter 8, we address security communication in its internal and external forms. We 
examine how organisations communicate expectations, incidents, risks, and responses to 
employees, partners, regulators, and the public. We also show how poor communication can 
amplify harm even when the technical response is adequate. 

i.iii.ix Chapter 9. Security Culture, Awareness, and Organisational Behaviour 

In Chapter 9, we explore how organisational culture shapes security outcomes. We discuss 
awareness efforts, behavioural expectations, and the limits of simplistic approaches that place 
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the entire responsibility on individual users. We situate awareness within the broader 
organisational environment, where security behaviour becomes possible, difficult, or 
unsustainable. 

i.iii.x Chapter 10. Penetration Testing and Organisational Security Assessment 

In Chapter 10, we introduce penetration testing and related security assessments in 
organisational settings. We explain their purpose, value, and limitations, while also 
emphasising the ethical and procedural conditions under which such assessments should take 
place. We frame testing as one tool within a broader security strategy. 

i.iii.xi Chapter 11. Case Studies in Organisational Security 

In Chapter 11, we bring together the present course companion's themes through selected 
case studies. We analyse incidents and organisational responses to show how technical, 
communicative, ethical, and institutional elements interact in practice. Our aim is not only to 
review examples, but also to show the reader how to interpret them. 

i.iii.xii Chapter 12. Conclusion: Building Resilient organisations 

In Chapter 12, we synthesise the present course companion's main arguments. We return to 
the question of what it means to build resilient organisations and argue that resilience 
depends not on perfect prevention, but on realistic preparation, responsible judgement, 
institutional learning, and the capacity to respond under pressure. 

We hope you will enjoy reading! 
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1  Introduction to Security of Organisations 
Security is usually discussed as if it were mainly a technical matter. In many public and 

professional discussions, the term immediately brings to mind firewalls, passwords, 
encryption, malware, servers, and intrusions. These elements are certainly important, and no 
serious account of security can ignore them. Yet in organisations, security is never only a 
matter of technical controls. It is also a matter of structure, coordination, responsibility, 
communication, judgment, and institutional fit.¹ A technically strong control can fail in a 
badly organised environment, while a technically modest control may prove effective in an 
organisation that understands risks, communicates clearly, and responds coherently. 

In this Chapter, we introduce the field of Organisational Security and explain why we 
cannot reduce it to technical protection alone. We argue that security in organisations emerges 
from the interaction of technologies, institutional structures, formal rules, professional roles, 
and decisions made under uncertainty.² We also establish the broader perspective that guides 
the rest of this course companion: security is not simply a matter of defending assets, but of 
organising protection in ways that are workable, responsible, and resilient.³ 

1.1  What do we mean by the Security of Organisations? 
When we speak of the Security of Organisations, we refer to the protection of the 

conditions that enable them to function. These conditions include information, physical 
infrastructure, digital systems, personnel, operational processes, legal standing, reputation, 
and service continuity.⁴ Security, in this sense, is not limited to preventing unauthorised 
access or blocking malicious activity. It also includes an organisation's capacity to anticipate 
disruption, absorb pressure, respond effectively, and recover from failure. 

This wider understanding is important because organisations do not exist as isolated 
technical containers. They operate in environments shaped by dependency, regulation, public 
expectations, financial constraints, competition, uncertainty, and interconnection with other 
actors.⁵ A university, hospital, a Company, ministry, bank, or charity may differ in mission 
and structure, but all rely on systems, people, routines, and decisions that can be disrupted. 
Each must therefore think of security not only as a defensive posture but also as a condition 
for continued functioning. 

We should also note that organisations protect more than “assets” in the narrow sense. The 
language of assets is useful, but it can be too static if used carelessly. Organisations must also 
protect relationships, authority, institutional legitimacy, and the ability to make and 
implement decisions. A breach, outage, fraud, leak, or public failure may not destroy 
hardware or erase all data. Yet, it can still inflict serious damage by undermining trust, 
disrupting coordination, or making the organisation appear incompetent, negligent, or unsafe. 

For that reason, Organisational Security is best understood as a practical and strategic field 
concerned with preserving organisations' ability to function under conditions of strain. It 
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includes prevention, but it does not end there. It also includes preparedness, adaptation, 
communication, and recovery. 

Key Insight 

Security in organisations is not only about defending systems. It is also about preserving the 
organisation's ability to function, decide, communicate, and recover. 

1.2  Why security is an organisational problem, not only a technical 
one 

It is tempting to treat security failures as technical failures. When a database is exposed, a 
device is compromised, or a service becomes unavailable, we often search immediately for 
the broken component, the missing patch, the weak password, or the misconfigured system. 
Sometimes that search is justified. Technical weaknesses do matter, and some incidents do 
indeed begin with a clear technical flaw. However, in organisational settings, the technical 
flaw is usually only one part of a larger picture. 

A security incident may occur because an organisation has unclear reporting lines, no 
escalation protocol, poor internal communication, insufficient training, contradictory 
expectations, or a culture that hides problems rather than reports them. A technically secure 
environment can still become operationally insecure if no one knows who is responsible for a 
decision, if warnings do not reach the right person, or if the compliance burden is so 
unrealistic that staff learn to work around the controls. In such cases, the problem is not 
simply that a system failed. The problem is that the organisation did not organise its security 
practices in a way that could function in real conditions.⁶ 

This point is easy to miss because organisations often like the appearance of control. 
Policies exist, procedures are documented, systems are purchased, and compliance boxes are 
ticked. Yet formal compliance is not the same as effective security.⁷ A policy that nobody 
reads, a procedure that nobody can carry out under pressure, or a control that prevents work 
from getting done will not create real protection merely because it exists on paper. 

We therefore need to understand security as an organisational problem in at least three 
senses. First, organisations must decide what they are protecting and why. Second, they must 
coordinate people, systems, and responsibilities around that goal. Third, they must sustain 
security over time, not only in calm conditions but also during disruption. All three tasks are 
organisational before they become technical in any narrow sense. 

Common Mistake 

When organisations treat security as a purely technical matter, they usually overlook the 
routines, assumptions, and structural weaknesses that increase the likelihood of technical 
failure. 
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1.3  Organisations as socio-technical systems 
To understand Organisational Security properly, we need a framework that captures the 

interaction between technical and non-technical elements. One useful way of doing this is to 
think of organisations as socio-technical systems. By this, we mean that technologies, 
procedures, professional roles, expectations, institutional culture, and patterns of decision-
making are interconnected. None of these elements operates in a vacuum, and none can fully 
explain security outcomes on its own.⁸ 

In practice, this means that a tool does not simply “work” because it was correctly 
designed. It works within a workflow, under a chain of authority, in relation to deadlines, 
habits, competing incentives, and human interpretations. A reporting mechanism is only 
useful if people trust it, understand it, and know when to use it. A control may look strong in 
theory, but remain ineffective if it conflicts with routine work or if staff treat it as an obstacle 
to be bypassed. Conversely, a relatively simple control may prove effective if it fits 
institutional reality and supports the way work is actually done. 

This socio-technical perspective also helps us avoid a common, unhelpful habit of treating 
users as the primary source of error in otherwise well-designed systems. People do make 
mistakes, but many so-called user errors are better understood as organisational mismatches. 
If staff must remember too many steps, navigate too many exceptions, or resolve 
contradictions between policy and practice, then the resulting failure is not just individual 
carelessness. It is also a sign that the surrounding system may have been designed without 
sufficient regard for how work happens. 

We do not need to turn this Chapter into a theory of organisations, nor do we need to 
pretend that every security problem is evenly shared between technical and social factors. 
Some are clearly more technical, others more procedural, others more strategic. Still, the 
socio-technical lens remains useful because it reminds us that security controls succeed or fail 
inside living institutional arrangements rather than inside abstract diagrams. 

Practical Lesson 

A security control that works well in theory may fail in practice if it does not fit the 
organisation's workflow, authority structure, or constraints. 

1.4  What organisations try to protect 
If security is broader than technical defence, then we must ask a basic question: what 

exactly are organisations trying to protect? The answer is necessarily plural. Organisations 
protect different things at once, and these things are often connected. 

A first category includes information assets: records, research data, financial data, personal 
data, plans, credentials, intellectual property, internal communications, and other forms of 
knowledge that support operations or create value. A second category includes infrastructure, 
both physical and digital. Buildings, networks, devices, platforms, storage, access systems, 
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and communication channels all require protection because they enable work and 
coordination. A third category includes people. Staff, students, customers, patients, partners, 
contractors, and leadership all form part of the organisational environment, and threats to 
them can become threats to the organisation as a whole.⁹ 

However, organisations also protect less tangible but equally important conditions. One 
such condition is operational continuity. An organisation that cannot continue functioning, 
even temporarily, may suffer damage regardless of whether its systems remain technically 
intact. Another condition is legal and regulatory standing. A failure to handle information 
lawfully, respond appropriately, or document decisions properly can expose the organisation 
to sanctions and loss of legitimacy. Another is reputation and public trust. In some settings, 
especially those that depend on public confidence, reputational harm can outlast the technical 
event that triggered it. 

Finally, organisations must protect their own decision-making capacity. During a serious 
incident, the ability to gather information, allocate responsibility, choose priorities, and 
communicate clearly may matter as much as any individual technical defence. A crisis usually 
reveals not only whether an organisation has controls in place, but whether it could think and 
act coherently under pressure. 

These different objects of protection do not always align neatly. A measure that protects 
one dimension may complicate another. Tightening control may improve accountability but 
slow down operations. Expanding monitoring may support detection but raise privacy 
concerns. Restricting communication may reduce immediate confusion, but damage trust 
later. Organisational Security requires judgement about priorities, trade-offs, and 
interdependence. 

Key Insight 

An organisation may survive the loss of a device or a dataset more easily than the loss of 
trust, coordination, or decision-making capacity. 

1.5  Security, risk, and uncertainty 
At this point, we should address a misconception that often appears in discussions of 

security: the idea that security can eliminate uncertainty. It cannot. Organisations operate in 
changing environments, face incomplete information, and depend on assumptions that may 
later prove false. New threats emerge, familiar threats evolve, and internal conditions shift 
over time. Security cannot abolish this uncertainty. What it can do is reduce exposure, 
strengthen preparedness, and improve the organisation’s ability to respond when events do 
not unfold as planned.¹⁰ 

This is why the language of risk is important. Risk is not identical to danger, nor is it 
identical to fear. Instead, it gives organisations a way to think about potential harm in terms 
of likelihood, impact, vulnerability, and priorities. That way of thinking is imperfect and often 



Security of organisations: A Practical Introduction 

5 
 

contested, but it remains useful because organisations cannot protect everything equally at all 
times. They must choose where to invest, what to monitor, what to rehearse, and what to 
accept as residual exposure. 

We should be careful here. Risk language can create a false sense of precision. Numbers, 
matrices, and categories can be helpful, but they do not remove the need for interpretation. A 
risk score is not a substitute for judgment, especially in environments where the most 
important harms are difficult to quantify or where the consequences of failure depend on 
timing, public reaction, or institutional fragility. For that reason, risk management should 
support thinking, not replace it.¹¹ 

Uncertainty also means that security must include adaptation. An organisation may prepare 
well for one type of incident and still struggle with another. It may respond effectively to a 
technical event but poorly to the communication crisis that follows. It may invest heavily in 
prevention while neglecting recovery. Security involves not only barriers and controls but 
also the capacity to notice change, revise assumptions, and learn from disruption. 

Practical Lesson 

The goal of Organisational Security is rarely to create perfect safety. More often, it is to 
reduce exposure, improve preparedness, and make failure less damaging. 

1.6  The costs and limits of security 
Because security is valuable, organisations sometimes fall into the habit of treating more 

security as automatically better security. This is a mistake. Security measures always have 
costs, and those costs are not only financial. They can also be procedural, organisational, 
ethical, psychological, and political.¹² 

A control may require time, training, maintenance, documentation, and enforcement. It 
may slow workflows, complicate access, frustrate staff, or create pressure to find 
workarounds. A monitoring system may improve visibility while also creating unease or 
resentment. A heavily centralised approval process may reduce some risks but introduce 
delays, bottlenecks, and overdependence on a few decision-makers. In each case, the question 
is not simply whether a measure increases control, but whether it does so proportionately and 
sustainably. 

This is one reason why the relationship between security and usability is so important. If a 
control is too burdensome, too confusing, or too detached from everyday work, people may 
comply only superficially or ignore it under pressure. In such situations, the problem is not 
that users are irrational. The problem is that the control has not been integrated into the 
organisation's real operating conditions. 

We should also acknowledge that some security measures generate normative tension. 
Surveillance may support accountability and detection, but it can also erode trust or chill 
legitimate activity. Strict restrictions may reduce some exposures while limiting autonomy or 
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flexibility. Measures aimed at internal discipline may create a climate of suspicion if poorly 
designed or badly communicated. Security, then, is not an unquestionable good in every 
form. It is a domain in which organisations must make choices about proportionality, 
legitimacy, and acceptable burden.¹³ 

Recognising the costs and limits of security does not weaken the case for taking it 
seriously. On the contrary, it helps organisations take it seriously in a realistic way. Security 
works best when it is designed with an awareness of trade-offs rather than as a fantasy of 
total control. 

Ethical Tension 

A measure that increases control may also increase resentment, reduce trust, or create new 
forms of vulnerability. 

1.7  Security as coordination, not only defence 
Many facets of security focus on barriers: walls, locks, filters, checkpoints, shields, and 

access controls. These images are not useless, but they are incomplete. In organisations, 
security depends not only on barriers but also on coordination. Even the best technical and 
physical measures lose value if the organisation cannot connect information, roles, decisions, 
and responses.¹⁴ 

Coordination is relevant before, during, and after incidents. Before an incident, 
organisations must assign responsibilities, establish reporting pathways, clarify escalation 
thresholds, and ensure that relevant actors understand their role. During an incident, they 
must coordinate across technical and non-technical units, often under time pressure and with 
incomplete information. After an incident, they must communicate findings, restore 
operations, learn from what happened, and decide which changes are actually necessary. 

This means that security belongs not only to specialist teams. Technical experts remain 
indispensable, but so do managers, communicators, legal advisers, administrators, and others 
whose decisions shape the institutional response. An organisation that isolates security into a 
single department may gain expertise but lose coherence if other units assume security is 
“someone else’s problem”. At the same time, an organisation that diffuses responsibility too 
widely may struggle to act because no one has clear authority. 

The challenge, then, is not to choose between centralisation and distribution in the 
abstract. The challenge is to create arrangements in which responsibility is both assigned and 
connected. Security requires people who know what to do, when to escalate, how to 
communicate, and where their role fits within a larger response structure. 

This point becomes particularly important during crises, when fragmented organisations 
often discover that each unit acted according to its own local logic but without a shared 
picture of the problem. In such situations, insecurity emerges not from total inaction, but 
from uncoordinated action. 
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Key Insight 

Security usually fails not because nobody acted, but because too many actors acted without 
coordination. 

1.8  Why security failures in organisations are rarely simple 
After a security incident, organisations often look for a single cause. This instinct is 

understandable. Single-cause explanations are easier to communicate, easier to blame, and 
easier to fix in a symbolic sense. If one person made a mistake, then we can retrain that 
person. If one system failed, then we can replace that system. If a rule is missing, we can 
write a new one. Yet serious failures are rarely that simple. 

In many cases, incidents arise from the accumulation of small weaknesses that interact 
with one another. A warning may be noticed but not escalated. A control may exist but be 
applied inconsistently. A decision may be delayed because responsibility is ambiguous. A 
team may rely on assumptions that were once reasonable but no longer fit the situation. A 
communication channel may exist formally but fail in practice because the wrong people are 
included, the message is unclear, or the urgency is misunderstood. Each weakness may 
appear manageable in isolation, but together they can create conditions for substantial harm.¹⁵ 

This layered character of failure is important for two reasons. First, it means that 
prevention cannot focus only on dramatic threats while ignoring ordinary frictions, 
ambiguities, and routine workarounds. Second, it means that post-incident learning must go 
beyond blame. If organisations respond to failure only by identifying a person to discipline or 
a system to patch, they may leave the broader conditions intact. 

We should also be wary of hindsight. Once an incident has occurred, the path toward 
failure often appears obvious. Signals that were ambiguous at the time begin to look clear, 
and alternative interpretations fade from view. This hindsight effect can distort learning by 
making complex situations seem simpler than they were. A good security analysis resists that 
temptation. It asks not only what went wrong, but also why reasonable actors under real 
conditions understood the situation as they did. 

Common Mistake 

After an incident, organisations often search for one person, one error, or one system to 
blame. This can hide the deeper conditions that enabled the incident. 

1.9  The scope of this course companion 
Now that we have established a broad view of Organisational Security, we should also 

clarify what this course companion sets out to do. We do not attempt to provide an exhaustive 
technical manual, nor do we try to cover every specialist domain in depth. Instead, we offer a 
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practical introduction to the concepts, tensions, and recurring patterns that shape security in 
organisations.  

This course companion accompanies the lectures and does not replace them. Most of 
the concepts explained here are further developed, contextualised, and illustrated 
through practical examples in the lectures. It can be read independently as supporting 
study material, but it is designed to work best alongside lectures, seminars, case 
discussion, and supervised teaching. 

This means that we move between conceptual clarity and applied discussion. We define 
key ideas and show how they matter in institutional settings. We discuss incidents, but we 
also examine the structures that shape response. We consider privacy, communication, 
coordination, and assessment not as isolated themes, but as connected dimensions of 
Organisational Security practice.¹⁶ 

The present course companion follows a deliberate logic. We begin with foundational 
questions, including the nature of Organisational Security, the ethical dimensions of security 
work, and the core concepts that structure the field. We then turn to exposure, incidents, crisis 
coordination, privacy, and communication. Later, we address organisational culture and 
awareness, as well as penetration testing and security assessment. Finally, we bring these 
themes together through case studies and a concluding discussion of resilience. 

This scope is intentionally selective. A useful introduction does not attempt to explain 
everything at once. It provides a framework that helps you understand why later details 
matter and how apparently separate topics connect in practice. We therefore ask the reader to 
treat this course companion not as a complete map of all security knowledge, but as a 
structured guide to one important part of that landscape: the security of organisations as lived, 
managed, contested, and implemented in real institutional environments. 

Practical Lesson 

A useful introduction does not try to explain everything at once. It provides a framework that 
allows the reader to understand why later details matter. 

1.10  Conclusion 
In this Chapter, we have argued that Organisational Security is broader than technical 

defence and more demanding than procedural compliance. Organisations must protect not 
only systems and information, but also continuity, trust, legitimacy, coordination, and the 
capacity to act under pressure. To do that, they must understand security as a socio-technical 
and institutional practice rather than as a narrow collection of tools. 

We have also seen that security unfolds under conditions of uncertainty. Organisations 
cannot eliminate risk entirely, and they cannot prevent every failure. What they can do is 
reduce exposure, prepare for disruption, coordinate effectively, and learn from what goes 
wrong. This requires judgement as well as control, and design as well as defence.¹⁷ 
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Finally, we have established the perspective that guides the rest of this course companion. 
We will treat security not as a finished checklist, but as an ongoing organisational activity 
shaped by competing priorities, imperfect information, and real-world constraints. In the next 
Chapter, we build on this foundation by turning to ethics and responsibility in security 
practice. If security is always embedded in decisions, authority, and institutional power, then 
it is also unavoidably a normative field. We therefore need to ask not only how security 
works, but how it ought to be practised. 
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2 Ethics and Responsibility in Security Practice 
In discussions of security, ethics is sometimes treated as an optional layer added after the 

real work has already been done. First, the technical problem is solved, the system is secured, 
the incident is contained, or the assessment is completed. Only then, so the story goes, do we 
ask whether the methods were acceptable, proportionate, or fair. In practice, however, this 
separation rarely holds. Ethics is not an after-the-fact decoration added to security work. It is 
already present in how we define threats, allocate attention, assign responsibility, justify 
intervention, and decide whose interests count.¹ 

In this Chapter, we examine the ethical dimensions of security practice and explain why 
organisational security always involves normative judgement. Ethics, in the broad sense, 
concerns the principles that govern conduct, while morality concerns the rules by which 
proper and improper behaviour are distinguished.² But even these apparently simple 
definitions open a deeper problem: who defines what counts as proper conduct, and under 
what social, legal, or cultural conditions? In security practice, that question matters 
immediately, because organisations do not operate in a moral vacuum. They make choices 
that affect privacy, autonomy, trust, fairness, accountability, and the distribution of risk.³ 

Our aim in this Chapter is not to construct an abstract moral theory detached from 
practice. Instead, we want to show that ethical questions arise directly from ordinary security 
work. They appear when organisations monitor staff activity, investigate incidents, restrict 
access, collect and process personal data, conduct penetration tests, enforce compliance, or 
communicate breaches. They also appear in quieter ways, when organisations decide how 
much friction to impose, how much trust to extend, what forms of surveillance to normalise, 
and what burdens to shift onto users. Ethics, then, is not a specialist concern reserved for 
unusual dilemmas. It is part of the daily grammar of security practice. 

2.1 Why ethics belongs at the centre of security practice 
We should begin with a simple point: security always involves intervention. It changes 

what people may do, what they must do, what is visible, what is monitored, what is allowed, 
and what is prevented. Because security measures affect conduct and shape institutional life, 
they always carry normative implications. A security rule does not merely describe the world. 
It directs behaviour. A monitoring system does not merely record activity. It alters the 
relationship between the organisation and those being observed. An access control does not 
merely block unauthorised entry. It expresses a judgement about who should be trusted, under 
what conditions, and for what purposes. 

Once we recognise this, it becomes difficult to maintain the idea that security is ethically 
neutral. Even a seemingly technical decision may contain assumptions about legitimacy and 
power. When we decide how long to retain logs, what kinds of data to collect, how to 
structure authentication, or when to escalate a concern, we are making judgments about 
proportionality, necessity, and acceptable burden. These judgements may be more or less 
explicit, but they are there nonetheless. 
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Ethics also belongs at the centre of security practice because security often claims urgency. 
When harm seems imminent or plausible, organisations can become tempted to treat ethical 
reflection as an obstacle. The argument is familiar: the threat is real, so action must come first 
and ethical nuance can wait. Yet urgency is precisely the condition under which ethical 
shortcuts become most dangerous. Under pressure, organisations may normalise intrusive 
measures, overreach in investigation, assign blame too quickly, or justify disproportionate 
controls in the name of safety. For that reason, ethics should not be introduced into security 
practice only after a crisis. It should already shape the assumptions, principles, and habits that 
guide action before pressure rises. 

Key Insight 
Ethics does not arrive after security work is complete. It is already present in the way 
organisations define problems, justify interventions, and distribute burdens. 

2.2 Responsibility in organisational settings 
Ethical reflection in security practice is closely tied to responsibility. In organisations, 

responsibility is rarely simple. It is distributed across roles, departments, procedures, and 
decision chains. This can be helpful because security usually requires specialised knowledge 
and coordinated action. Yet it can also create ambiguity. If responsibility is diffused too 
broadly, everyone may assume that someone else is handling the problem. If it is 
concentrated too narrowly, security may become detached from the rest of organisational life 
and treated as the exclusive concern of specialists. 

We thus need to distinguish several senses of responsibility. One sense concerns formal 
responsibility: who is officially tasked with a role, decision, or process. Another concern is 
practical responsibility: who is actually in a position to notice a problem, raise an alarm, or 
act effectively. A third concerns moral responsibility: who ought to act, who ought to have 
prevented harm, or who ought to answer for a decision once its consequences become clear. 
These senses do not always align. 

Consider a simple example. A staff member notices suspicious behaviour in a system but 
is unsure whether it is significant. A manager receives incomplete information and delays 
escalation. A technical team identifies the problem but lacks the authority to implement a 
disruptive fix without approval. Later, the organisation suffers a serious incident. Who was 
responsible? Formally, the answer may point to one office or function. Practically, the answer 
may involve several actors. Morally, the answer may depend on what each person could 
reasonably have known and done at the time. This complexity does not mean responsibility 
disappears. It means that organisations must carefully structure it if they want security 
practices to remain both effective and fair. 

This is one reason why security responsibility cannot be reduced to blame. Blame has a 
role, especially when negligence, recklessness, or deliberate abuse is involved. But if 
organisations approach every failure by hunting for an individual culprit, they may obscure 
the structural conditions that shaped the outcome. Ethical responsibility in security includes 
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both individual accountability and institutional design. We must ask not only who acted 
badly, but also how the organisation distributed authority, expectations, and information. 

Practical Lesson 
In security practice, responsibility should be clear enough to guide action but connected 
enough to support coordination. 

2.3 Security professionals and the limits of their role 
Security professionals often occupy a distinctive position in organisations. They are 

expected to anticipate harm, identify weakness, advise leadership, impose controls, 
investigate incidents, and sometimes challenge ordinary routines in the name of protection. 
This role can create moral pressure from several directions at once. On the one hand, security 
professionals may be criticised for not doing enough when something goes wrong. On the 
other hand, they may be criticised for doing too much when controls become intrusive, 
burdensome, or poorly justified. 

This tension is important because it reveals that the role of the security professional is not 
simply to maximise control. A serious professional ethic in security cannot be built on the 
idea that more visibility, more restriction, and more intervention are always better. Instead, 
security professionals must exercise judgment about necessity, proportionality, legitimacy, 
and consequence. They must ask not only whether a measure is possible, but whether it is 
justified, whether it fits the organisational context, and whether it creates secondary harms 
that may outweigh its benefits. 

We should also resist the comforting fiction that professional expertise removes moral 
uncertainty. Expertise helps people understand systems, threats, and likely consequences. It 
does not automatically determine what ought to be done. In fact, expertise can sometimes 
intensify ethical responsibility because it gives the professional greater power to shape action 
and greater awareness of what may happen if choices are made badly. The better one 
understands the consequences of surveillance, weak disclosure, poorly scoped testing, or 
excessive data retention, the harder it becomes to pretend that such choices are ethically 
empty.⁴ 

A good professional ethic in security includes both restraint and action. It involves 
knowing when not to overreach, when to escalate concerns, when to seek wider institutional 
input, and when to recognise that a technically elegant solution may still be ethically 
inappropriate. In organisational settings, professionalism is not only a matter of competence. 
It is also a matter of disciplined judgement. 

Common Mistake 
Security professionals do not serve the organisation well by maximising control at all costs. 
They serve it by exercising justified, proportionate, and accountable judgment. 
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2.4 Protection, autonomy, and paternalism 
Security usually presents itself as protective, and in many cases, it is. Organisations 

introduce controls because they want to reduce exposure, prevent harm, and preserve 
continuity. Yet protection can easily slide into paternalism if those subject to the measures are 
treated merely as risks to be managed rather than as participants in organisational life. 

This issue becomes visible when organisations impose burdensome rules with little 
explanation, monitor behaviour without meaningful justification, or design systems on the 
assumption that users are careless by default and must therefore be tightly constrained. Some 
constraints are necessary. Not every security decision can be negotiated individually, and 
organisations cannot function if every rule is optional. Still, the presence of legitimate 
authority does not cancel the ethical importance of autonomy, transparency, and respect. 

We should therefore ask a recurring ethical question in security practice: when does 
protection become overreach? There is no single formula that answers this in every case, but 
several considerations help. A measure is more defensible when the threat is plausible, the 
intervention is necessary, the burden is proportionate, the rationale is clear, and the impact on 
ordinary activity is taken seriously. A measure is less defensible when it is excessive, vague 
in purpose, disconnected from evidence, or normalised without reflection simply because it 
increases organisational visibility or managerial comfort. 

This tension also reminds us that trust is important. Organisations that rely entirely on 
suspicion may damage the very conditions that make secure behaviour sustainable. If staff 
feel permanently watched, assumed to be irresponsible, or excluded from the reasons behind 
security measures, they may comply only minimally or may come to view security as hostile 
to their work. Ethical security practice includes an understanding that people are not merely 
objects of control. They are also members of an organisation whose cooperation, trust, and 
judgement matter. 

Ethical Tension 
A measure can be introduced in the name of protection and still be excessive, disrespectful, or 
corrosive to trust. 

2.5 Privacy as an ethical issue, not only a legal one 
Privacy is often discussed in organisational settings through the language of law, 

regulation, and compliance. These are important dimensions, and organisations must 
understand their formal obligations. But privacy is not only a legal constraint placed on 
security from the outside. It is also an ethical concern internal to responsible security practice. 

One useful working definition treats information privacy as a relationship between the 
collection and dissemination of data, technology, public expectations of privacy, contextual 
information norms, and the legal and political issues surrounding them.⁵ This is helpful 
because it shows that privacy is not just about hiding information. It is about boundaries, 
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appropriate access, and the conditions under which observation becomes justified or 
excessive. 

When organisations collect logs, monitor activity, retain access records, inspect 
communications, or correlate data across systems, they shape the informational environment 
in which people live and work. These practices may be justified, necessary, and even 
indispensable in some settings. Yet they also raise questions about visibility, power, dignity, 
and the limits of legitimate observation. Even when a measure is lawful, it may still demand 
ethical scrutiny. Lawfulness does not guarantee that a practice is proportionate, respectful, or 
institutionally wise. 

This is especially important because security measures often accumulate. An organisation 
may introduce one monitoring practice for a specific reason, then add another for 
convenience, then retain data longer than originally intended because deletion seems 
inconvenient, then broaden access because multiple units claim operational need. None of 
these steps may look dramatic in isolation, but together they can create an environment of 
unnecessary visibility. Ethical reflection helps organisations notice this drift before it 
becomes normal. 

We should also remember that privacy supports trust, professionalism, and legitimacy. A 
security culture that treats privacy only as an obstacle may end up weakening its own moral 
and institutional foundations. 

Key Insight 
Privacy is not the enemy of security. In responsible practice, it helps define the limits within 
which security remains legitimate. 

2.6 Fairness, discrimination, and unequal burdens 
Security measures do not affect everyone in the same way. A rule that appears neutral at 

first glance may impose greater burdens on some groups than on others. A monitoring 
practice may be applied unevenly. An investigation may rely on assumptions that unfairly 
target certain staff, contractors, departments, or user categories. An access regime may seem 
efficient while quietly excluding people whose workflows, responsibilities, or needs differ 
from the majority. For these reasons, fairness is an essential ethical concern in security 
practice. 

We should not treat discrimination as relevant only in extreme cases. Ethical unevenness 
can appear in mundane forms. A procedure may assume a standard work pattern that does not 
fit all roles. A control may be easy to satisfy for senior staff but burdensome for junior staff. A 
reporting mechanism may exist formally but be trusted less by those who have more to lose 
from being perceived as troublesome. A response to suspicious behaviour may be shaped by 
stereotypes about who looks competent, risky, difficult, or disposable. 

This matters because security can easily become a site where pre-existing power 
imbalances are reinforced. Under the language of risk, organisations may justify practices 
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that would look questionable in another register. An ethical approach thus requires attention 
not only to whether a measure works, but also to how its burdens and protections are 
distributed. Who is being monitored most closely? Who absorbs the inconvenience? Who 
gets the benefit of discretion, and who gets the burden of proof? 

Fairness is also crucial after incidents. When organisations investigate failure, they should 
be careful not to confuse visible vulnerability with actual responsibility. Those with less 
institutional power are frequently easier to scrutinise, while deeper structural contributors 
remain out of view. A fair security practice resists this distortion by looking beyond 
convenience and asking how authority, exposure, and accountability are actually arranged. 

Practical Lesson 
A security measure that appears neutral in policy may still operate unfairly in practice if its 
burdens fall unevenly across the organisation. 

2.7 Transparency, secrecy, and justified opacity 
Security practice involves a recurring tension between transparency and secrecy. On the 

one hand, organisations need confidentiality. They cannot disclose every detail of every 
control, every vulnerability, every investigative method, or every internal concern. On the 
other hand, too much secrecy can undermine accountability, trust, and informed cooperation. 
If people are expected to comply with measures they cannot understand, or if decisions 
affecting them are hidden behind vague claims of security necessity, ethical problems quickly 
emerge. 

We should therefore avoid two extremes. The first extreme assumes that transparency is 
always preferable and that secrecy is itself suspicious. The second assumes that once security 
is invoked, opacity becomes automatically justified. Neither position is adequate. In practice, 
organisations need a more careful standard: they should disclose as much as they reasonably 
can while protecting what must genuinely remain restricted for the measure to function or to 
avoid harm. 

This means that not every detail needs to be public, but the rationale, governance, and 
limits of security measures should not be lost in institutional darkness. People may not need 
to know the inner workings of every detection mechanism. Still, they do need to know what 
kinds of practices exist, what general purposes they serve, who oversees them, what rights 
and protections apply, and how misuse can be challenged. Ethical legitimacy grows stronger 
when opacity is limited, purposeful, and accountable rather than broad, habitual, or self-
protective. 

The same applies during incidents. Organisations cannot always disclose everything 
immediately, but they should be careful not to use uncertainty as a blanket excuse for silence, 
evasion, or manipulation. Ethical communication in security is rarely a matter of telling all or 
telling nothing. More often, it is a matter of telling enough, honestly and responsibly, while 
uncertainty remains. 



Security of organisations: A Practical Introduction 

18 
 

Common Mistake 
Not all secrecy is abuse, but “security reasons” should never become a universal solvent that 
dissolves accountability. 

2.8 Ethical judgement under uncertainty 
Security decisions are frequently made under imperfect conditions. Information may be 

incomplete, events may be unfolding quickly, legal implications may be unclear, and 
institutional leaders may demand immediate answers. In such environments, ethical judgment 
cannot depend on ideal clarity. It must function under uncertainty. 

This is important because organisations sometimes postpone ethical reflection until all 
facts are known. Yet in real incidents, waiting for perfect certainty may itself be a decision 
with consequences. The challenge is therefore not to choose between ethics and action, but to 
act in ways that remain ethically disciplined even when certainty is unavailable. 

Several habits are useful here. We should ask whether the proposed action is necessary, 
whether its scope is proportionate, whether less intrusive alternatives exist, whether the 
decision can later be explained and defended, and whether the measure creates harms that 
have not been fully considered. We should also ask who has been included in the decision and 
whose perspective may be missing. Ethical judgment frequently improves when the circle of 
interpretation is widened, especially in matters involving privacy, communication, or 
institutional impact. 

At the same time, uncertainty should not become a rhetorical shield for whatever choice is 
most convenient. The fact that a decision was difficult does not automatically make it 
acceptable. Ethical review after the fact remains important precisely because urgent contexts 
can distort perception and narrow attention. Organisations should therefore build habits of 
reflection into their post-incident learning, not only to assess outcomes but to improve 
decision quality under future uncertainty. 

Key Insight 
In security practice, uncertainty does not remove ethical responsibility. It makes disciplined 
judgment more necessary. 

2.9 Means, ends, and the temptation of exceptionalism 
One of the oldest ethical temptations in security is exceptionalism: the belief that because 

the goal is protection, ordinary constraints should be relaxed. If the threat is serious enough, 
the reasoning goes, then unusual measures become justified. Sometimes this reasoning is 
partly correct. Exceptional situations may require unusual actions. But exceptionalism 
becomes dangerous when it turns into a habit of self-exemption. 

In organisational settings, this temptation appears in many forms. A team may decide that 
a certain approval process is too slow and therefore bypass it routinely. An investigator may 
over-collect data because it might prove useful later. A manager may demand broad access 
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“just in case”. A communication lead may shade the truth to avoid reputational harm. A tester 
may stretch the agreed scope of an engagement on the assumption that the organisation will 
benefit in the long run. In each case, the end is presented as protective, while the means drift 
away from their original constraints. 

We should be careful here. Good ends do not automatically purify questionable means. A 
security practice that undermines trust, violates proportionality, or normalises overreach may 
damage the institution it claims to protect. This does not mean that every hard measure is 
unethical. It means only that security professionals should resist the comforting story that 
necessity always speaks for itself. 

A mature ethical stance includes suspicion toward one’s own justificatory habits. When 
organisations claim that something had to be done, they should be able to explain why it had 
to be done, why this form of action was chosen, what alternatives were considered, and what 
safeguards were in place. Without such discipline, exceptional measures tend to become 
ordinary ones, and temporary departures from restraint quietly become policy. 

Ethical Tension 
The claim that a measure is necessary may be true, exaggerated, or merely convenient. 
Ethical practice requires us to tell the difference. 

2.10 Building an ethical security culture 
If ethics is part of ordinary security practice, organisations should not rely solely on 

individual virtue to bear the burden. They should also create institutional conditions that 
support good judgment. This is what we mean by an ethical security culture. Such a culture 
does not guarantee perfect conduct, nor does it eliminate disagreement. What it does is make 
ethical reflection normal, expected, and operationally relevant. 

An ethical security culture has several features. It clarifies responsibility without reducing 
everything to blame. It encourages escalation of concerns without punishing people for 
raising inconvenient questions. It treats privacy, fairness, and proportionality as design 
concerns rather than external obstacles. It allows specialists to advise candidly while also 
recognising that security decisions may need broader institutional input. It documents 
significant decisions and enables them to be reviewed afterwards. Most importantly, it resists 
the idea that successful security is measured only by the visible absence of incidents. 

This kind of culture also requires tone from leadership. If senior actors reward only speed, 
visibility, and control, ethical nuance will quickly be perceived as weakness. If they treat 
criticism as disloyalty, people will stop surfacing concerns. If they speak about security only 
in heroic or militarised terms, ordinary prudence may lose status. By contrast, when 
leadership models accountability, restraint, and openness to review, organisations are better 
able to integrate ethical reflection into routine practice. 

We should not imagine this as a soft alternative to real security. It is part of real security. 
Organisations that ignore ethics may gain short-term latitude, but they often accumulate long-
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term fragility in the form of distrust, overreach, procedural confusion, and reputational risk. 
Ethical culture is therefore not a luxury. It is one of the conditions under which security 
remains sustainable and legitimate. 

Practical Lesson 
An ethical security culture does not weaken protective measures. It helps organisations act in 
ways that remain defensible, trusted, and sustainable over time. 

2.11 Conclusion 
In this Chapter, we have argued that ethics is not external to security practice. It is built 

into the ways organisations define threats, assign responsibility, justify intervention, and 
manage uncertainty. Security professionals and institutions alike make choices that affect 
privacy, autonomy, fairness, trust, and accountability. For that reason, organisational security 
always involves normative judgement, not only technical expertise. 

We have also seen that responsibility in security is complex but unavoidable. It must be 
structured clearly enough to support action and broadly enough to support coordination. We 
have examined the ethical tensions that arise around protection, paternalism, privacy, 
fairness, secrecy, and exceptional claims of necessity. In each case, the central lesson is 
similar: good security practice depends not on maximising control at all costs, but on 
exercising power in ways that are proportionate, accountable, and legitimate. 

This ethical perspective will remain important throughout the rest of the present course 
companion. In the next Chapter, we move from normative to conceptual questions and 
examine the core ideas that structure the work in Security of Organisations. If this Chapter 
asks how security ought to be practised, the next Chapter asks what concepts we rely on 
when we try to describe, analyse, and organise it. 

2.12 Notes 
1. Oxford English Dictionary definition of ethics. 

2. Oxford English Dictionary definition of ethics; see also the distinction between ethics 
and morality used in the chapter’s framing. 

3. Fiske, A. P., & Tetlock, P. E. (1997). Taboo trade-offs: Reactions to transactions that 
transgress the spheres of justice. Political Psychology, 18(2), 255-297. 

4. Privacy, visibility, and disclosure are not merely legal matters but also shape trust and 
legitimacy; see Metzger, M. J. (2004). Privacy, trust, and disclosure: Exploring 
barriers to electronic commerce. Journal of Computer-Mediated Communication, 
9(4); and Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons, p. 14. 

5. Questions of informational boundaries, organisational observation, and appropriate 
access are also reflected in Metzger, M. J. (2004). Privacy, trust, and disclosure: 
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Exploring barriers to electronic commerce. Journal of Computer-Mediated 
Communication, 9(4); and Anderson, R. (2021). Security Engineering: A Guide to 
Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons, p. 14. 

6. Fiske, A. P., & Tetlock, P. E. (1997). Taboo trade-offs: Reactions to transactions that 
transgress the spheres of justice. Political Psychology, 18(2), 255-297. 

7. Kohlberg, L. (1958). The development of modes of moral thinking and choice in the 
years 10 to 16 [Doctoral dissertation, University of Chicago]. 

8. International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; Murphy, K. (2004). 
The role of trust in nurturing compliance: A study of accused tax avoiders. Law and 
Human Behavior. 

9. Anderson, R., Barton, C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., 
& Savage, S. (2012). Measuring the Cost of Cybercrime. 11th Annual Workshop on 
the Economics of Information Security WEIS 2012, Berlin, Germany. 

10. Ethical judgment in security frequently operates under uncertainty rather than 
complete information; see Tversky, A., & Kahneman, D. (1974). Judgment under 
uncertainty: Heuristics and biases. Science, 185(4157), 1124-1131. 

11. Privacy in organisational settings is also shaped by rationality, disclosure, and 
perceived trade-offs; see Acquisti, A., & Grossklags, J. (2005). Privacy and rationality 
in individual decision making. IEEE Security & Privacy; and Metzger, M. J. (2004). 
Privacy, trust, and disclosure: Exploring barriers to electronic commerce. Journal of 
Computer-Mediated Communication, 9(4). 

12. Compliance and ethical legitimacy depend partly on whether institutional 
expectations are perceived as fair and justified; see Murphy, K. (2004). The role of 
trust in nurturing compliance: A study of accused tax avoiders. Law and Human 
Behavior. 
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3 Core Concepts in Information and Organisational 
Security 

Security work is full of concepts that are used constantly and often carelessly. Terms such 
as risk, vulnerability, threat, security policy, incident, or even information security itself are 
treated as if their meaning were obvious. In practice, however, these concepts do much of the 
work. They shape how organisations define problems, assign responsibility, justify 
interventions, and evaluate success. If we use them loosely, we risk building security 
practices on unstable foundations. If we use them carefully, they can help us think more 
clearly about what organisations are protecting, what they are exposed to, and what forms of 
response are realistic.¹ 

In this Chapter, we introduce the core concepts that structure work in the Security of 
Organisations. We begin with information security and explain why it should not be 
understood too narrowly. We then turn to the classic triad of confidentiality, integrity, and 
availability, followed by discussions of risk, vulnerability, threats, incidents, security policies, 
and standards. Throughout, we treat these concepts not as isolated definitions to memorise, 
but as practical tools for interpreting organisational situations. Our aim is not to produce a 
glossary for its own sake. We aim to show how these ideas shape security practice in real 
organisations. 

3.1 Information security and organisational security 
We should begin with information security because it frequently provides the vocabulary 

for discussing broader organisational security. At its simplest, information security concerns 
the protection of information and the systems through which it is stored, processed, and 
transmitted. In practice, however, the term frequently expands far beyond data in the narrow 
sense. Once organisations depend on digital infrastructure, interconnected systems, 
communication channels, and data-driven decision-making, information security begins to 
overlap with operational continuity, institutional trust, and organisational resilience.² 

This is one reason why we should be careful with the term INFOSEC. It is generally 
treated as a clear, self-contained field, but in practice, it carries several layers of meaning. 
Sometimes it refers to the technical protection of digital assets. Sometimes it refers to a 
regulatory or compliance domain. Sometimes it functions as a broad umbrella for 
organisational security concerns that happen to involve information systems. In the course, 
we deliberately use the term in a broad but practical sense. We do not treat information 
security as a purely technical enclave. We treat it as one of the central dimensions of the 
Security of Organisations. 

This broader use is relevant because organisations do not experience security problems in 
neatly separated boxes. A leak of information is not only an informational problem. It may 
also be a legal problem, a reputational problem, a leadership problem, and a continuity 
problem. A ransomware incident is not only a technical failure. It becomes a problem of 
decision-making, communication, coordination, and recovery. A weak authentication practice 
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is not only a design flaw. It may also reflect unclear authority, poor training, unrealistic 
workflow assumptions, or a lack of institutional discipline. When we speak about information 
security in organisational settings, we are referring to more than isolated data objects. We 
speak about the conditions under which an organisation can function safely and coherently in 
a digital environment. 

Key Insight 
In organisations, information security is rarely just about information. It is about what 
information enables, exposes, and disrupts. 

3.2 Confidentiality, integrity, and availability 
No discussion of information security can avoid the classic triad of confidentiality, 

integrity, and availability, frequently abbreviated as CIA. These three concepts remain 
foundational because they identify three basic dimensions along which information and 
systems can be harmed.³ Although simple in appearance, they are useful precisely because 
they force us to ask what kind of protection is at stake in a given situation. 

Confidentiality concerns access. Information is confidential when it is available only to 
those who are authorised to see it. A breach of confidentiality occurs when data, 
communications, or knowledge become visible to those who should not have access to them. 
Examples include data leaks, unauthorised disclosure, espionage, careless sharing, or 
oversharing through badly configured systems. In organisational terms, confidentiality is 
important not only because secrets may be valuable, but because control over access often 
determines trust, legal compliance, and strategic position. 

Integrity concerns correctness and reliability. Information has integrity when it remains 
accurate, complete, and unaltered except through legitimate and authorised processes. A 
breach of integrity occurs when data are modified, falsified, corrupted, or manipulated in 
ways that undermine their reliability. This matters because organisations depend on 
trustworthy information for decision-making, coordination, finance, law, safety, and public 
communication. A system can remain confidential and available while still becoming 
dangerous if its contents are no longer trustworthy. 

Availability concerns access in time. Information and systems are available when 
authorised users can reach them when needed and in a form that supports their intended use. 
A breach of availability occurs when systems go down, data cannot be retrieved, services 
become inaccessible, or dependencies fail, thereby interrupting work. Denial-of-service 
attacks are one example, but availability failures may also arise from poor design, inadequate 
backups, misconfiguration, supply disruptions, or human error. In many organisational 
settings, availability is the most visible dimension of failure because interruptions are 
immediate and operational. 

We should also note that these three dimensions frequently interact. A confidentiality 
failure may create later integrity problems. An integrity failure may force a service offline, 
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thereby damaging availability. An attempt to maximise confidentiality through restrictive 
controls may reduce availability or make work more cumbersome than the organisation can 
sustain. The CIA triad is therefore not a checklist of isolated properties. It is a framework for 
thinking about competing and overlapping forms of protection. 

Practical Lesson 
A system can remain secure in one sense and fail in another. Confidentiality, integrity, and 
availability must be considered together rather than separately. 

3.3 Assets, value, and what organisations are actually protecting 
Security language frequently speaks about assets. This is useful because it reminds us that 

organisations protect what is important to them. Yet the concept of an asset can easily become 
too narrow if we imagine only devices, servers, or databases. In practice, assets include 
information, infrastructure, credentials, software, networks, buildings, processes, contractual 
relationships, legal standing, institutional memory, staff expertise, and public credibility.⁴ 

The question of value is equally important. An object does not become an asset only 
because it exists. It becomes an asset because its loss, exposure, degradation, or corruption 
would matter to the organisation. This means that value is contextual rather than intrinsic. 
The same dataset may yield different values across organisational settings. A contact list, an 
internal memo, or a system diagram may appear mundane until we ask who could use it, 
under what conditions, and for what purposes. In organisational security, the significance of 
an asset frequently depends on context, interdependence, and timing rather than on any single 
material property. 

This also explains why organisations sometimes fail to protect the right things. They may 
focus on the most visibly technical assets while neglecting supporting processes, 
dependencies, or communication channels. They may protect information at rest while 
ignoring the people and routines through which it is handled. They may invest heavily in 
perimeter defences while underestimating the value of trust, internal reporting, or continuity 
of decision-making. A mature security practice asks not only what exists, but what is relevant, 
to whom, and in what chain of consequence. 

Key Insight 
An asset is not simply something an organisation owns. It is something whose compromise 
would matter to the organisation’s functioning, obligations, or legitimacy. 

3.4 Threats, threat actors, and threat modelling 
A threat is the possibility that some actor, event, or condition may cause harm to an asset 

or to the organisation more broadly. This harm may be deliberate, accidental, internal, 
external, technical, social, physical, or institutional. A threat is therefore not identical to an 
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attack. It is a broader category that includes hostile intention, system failure, procedural 
breakdown, natural disruption, and cascading dependency effects.⁵ 

When we speak of threat actors, we refer specifically to agents capable of causing or 
attempting to cause harm. In the lectures, we introduce the standard abstract names used in 
threat modelling, such as Alice, Bob, Eve, Mallory, or Trudy, partly as a convention and 
partly as a reminder that security reasoning often begins with structured simplification.⁶ 
These figures help us think clearly about roles, trust, interception, intrusion, and malicious 
intent before we move to the more complex reality of organisations. 

Threat modelling, in turn, is the practice of asking who might act, what they might target, 
how they might proceed, and what the organisation assumes about capability, motivation, and 
opportunity. This matters because organisations do not defend against threats in the abstract. 
They defend against plausible patterns of harm. A poorly resourced organisation will not 
model a nation-state adversary as effectively as a defence contractor. A small business will 
not confront the same threat landscape as a hospital, a government ministry, or a university 
research laboratory. Good threat modelling is therefore contextual and proportionate. 

We should also avoid naive assumptions about attackers. In the course, we emphasise that 
serious attackers do not usually proceed blindly. They gather information, observe routines, 
exploit misdirection, and tailor their approach when the target justifies the effort.⁷ This is 
important because defenders frequently respond to incidents as if the problem began at the 
moment of visible compromise. In reality, the visible event is generally only the final 
expression of a longer process of reconnaissance, preparation, and exploitation. 

Common Mistake 
Organisations frequently defend against a fantasy attacker of their own invention rather than 
against the kinds of adversaries and failure modes they are actually likely to face. 

3.5 Vulnerabilities and exposure 
If threats describe possible sources of harm, vulnerabilities describe the weaknesses 

through which harm becomes possible or more likely. A vulnerability may be technical, such 
as an unpatched system or a badly configured service. It may also be procedural, 
organisational, contractual, physical, or communicative. A weak escalation pathway can be a 
vulnerability. So can overdependence on one person, absence of logging, poor staff turnover 
procedures, or an unrealistic policy that encourages workarounds. 

This broader understanding is important because organisations generally reduce 
vulnerability to the language of software flaws. That is too narrow. In organisational settings, 
vulnerabilities arise wherever a weakness can be exploited, triggered, or magnified. A strong 
technical control may sit inside a weak organisational environment. A secure system may 
depend on insecure habits. A critical service may rely on informal knowledge held by a single 
staff member. A crisis protocol may exist formally but fail in practice because nobody knows 
where it is or who may invoke it. 
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Exposure refers to how these vulnerabilities interact with threats, dependencies, and 
context to create real organisational risk. An organisation may possess a vulnerability without 
being heavily exposed if the system is isolated, the asset is low-value, or the threat is 
implausible. Conversely, a moderate weakness may create major exposure if it sits at the 
junction of critical systems, poor monitoring, and attractive targets. Security practice requires 
more than listing weaknesses. It requires judging which weaknesses matter most in context. 

Practical Lesson 
A vulnerability becomes organisationally important not only because it exists, but because of 
where it sits, what depends on it, and who may exploit it. 

3.6 Risk and risk management 
Risk is one of the most commonly used and least carefully handled concepts in security 

practice. At its most basic, risk concerns the possibility of harm arising from the interaction 
of threats, vulnerabilities, likelihood, and impact. That definition is useful, but only if we 
remember that risk is not a thing waiting to be discovered in pure form. It is also a way of 
organising judgment under uncertainty.⁸ 

This is relevant because organisations cannot protect everything equally. They must decide 
what deserves priority, what forms of harm are tolerable, which exposures demand 
mitigation, and which residual risks must be accepted. Risk management is the process 
through which they make those decisions. It may involve registers, matrices, scenarios, 
thresholds, and formal reporting lines. It may also involve professional judgement, 
discussion, and disagreement about what matters most. In healthy settings, these formal and 
informal elements support one another. In unhealthy settings, risk language becomes a 
bureaucratic ritual that gives the appearance of control while hiding uncertainty, politics, or 
inertia. 

In the lectures, we also stress that the severity of a breach depends heavily on preparation 
and on post-event handling.⁹ That point is central to a realistic understanding of risk. Risk is 
not only about preventing a breach. It is also about shaping how damaging the breach will 
become once prevention fails. This is one reason why incident response, recovery capacity, 
and communication discipline belong inside any serious discussion of risk management. 

We should also resist the temptation to treat risk scores as objective truth. Numerical 
models can help structure attention, but they do not remove the need for judgment. Some 
harms are hard to quantify. Some impacts depend on public reaction, legal escalation, or 
timing. Some vulnerabilities matter only when combined with others - a useful risk practice, 
therefore, disciplines interpretation without pretending to eliminate it. 

Key Insight 
Risk management does not eliminate uncertainty. It helps organisations make structured 
decisions about exposure, priority, and acceptable loss. 
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3.7 Incidents, breaches, and what counts as a security failure 
A security incident is an event that compromises, threatens, or is reasonably suspected to 

compromise the security of an organisation’s assets, systems, operations, or obligations. 
Incidents vary widely in scale and meaning. Some are quickly contained technical anomalies. 
Others become organisation-wide crises with legal, communicative, and operational 
consequences.¹⁰ 

A breach is usually a more specific term, frequently used where confidentiality, access 
control, or personal data have been compromised. Yet the line between a suspicious event, an 
incident, and a confirmed breach is not always neat in practice. Organisations must frequently 
decide how to classify an event before they fully understand it. This makes terminology 
operationally important. If teams wait for perfect clarity before treating something as an 
incident, they may lose valuable response time. If they label everything a major breach too 
quickly, they may exhaust attention and credibility. Good incident handling depends partly on 
definitions, but even more on escalation logic and disciplined interpretation. 

We should also remember that not every security failure begins as a dramatic external 
attack. Some incidents arise from misconfiguration, accidental disclosure, poor process 
design, third-party dependency failure, or internal misuse. Others involve combinations of 
these. A phishing email becomes a breach only because someone clicked, a system accepted, 
monitoring failed, or segmentation was insufficient. A lost device becomes an incident 
because of what was on it, how it was protected, and what the organisation now has to do in 
response. Security failure is therefore rarely a single moment. It is usually a chain. 

Common Mistake 
Organisations often imagine incidents as extraordinary external events and therefore 
overlook the ordinary internal conditions that render them consequential. 

3.8 Security policies and the diƯerence between paper and practice 
A security policy is usually presented as a formal document that explains how an 

organisation intends to protect its physical and information assets. In practical terms, it sets 
out requirements, expectations, rules, restrictions, and governance arrangements relating to 
access, systems, classification, retention, incident management, external services, acceptable 
use, and related issues.¹¹ Most organisations need such policies. Without them, they struggle 
to define expectations, demonstrate due diligence, obtain insurance, or survive formal 
scrutiny. 

Yet having a security policy is not the same as being secure. In the course, we repeatedly 
emphasise this because organisations frequently confuse documentation with protection.¹² A 
policy may exist, be approved, and satisfy external auditors while remaining unfamiliar to 
staff, detached from workflow, poorly disseminated, or impossible to follow under real 
conditions. In such settings, the policy performs mainly symbolic and regulatory functions. It 
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appeases external requirements, supports claims of due diligence, and helps create an audit 
trail, but it does not necessarily produce live security. 

This does not make policy pointless. On the contrary, policies are necessary. What it 
means is that policies must be treated as part of a wider security practice rather than as 
substitutes for one. A good policy supports decision-making, clarifies expectations, and 
enables accountability. A bad policy creates friction, paper compliance, and ritualised 
hypocrisy. The difference depends not only on wording but on institutional fit, dissemination, 
training, revision, and leadership attention. 

Practical Lesson 
A security policy is necessary, but it becomes useful only when people know it, understand it, 
and can actually work with it. 

3.9 Standards, compliance, and ISO 27001 
No introduction to organisational security would be complete without mention of 

standards, especially ISO/IEC 27001. In the lectures, we present ISO 27001 as one of the 
principal standards through which organisations formalise and audit their information 
security management systems.¹³ It is important because it gives organisations a recognised 
structure for integrating security into governance, documentation, assessment, and control. 

At the same time, we should be realistic about what standards can and cannot do. A 
standard can create consistency, support due diligence, guide audits, and help organisations 
identify missing processes. It can also serve commercial and institutional purposes that have 
as much to do with insurability, external legitimacy, and procurement as with daily 
protection. This does not make the standard fraudulent or useless. It simply means that 
compliance and security are not identical. 

This distinction is important because many organisations treat standards as if certification 
solved the underlying problem. It does not. Certification may indicate that certain formal 
structures exist, but it does not guarantee that those structures are well understood, well used, 
or resilient under pressure. The more mature view is that standards are tools. They help 
organisations organise and evidence their security management. They do not remove the need 
for judgment, maintenance, training, and adaptation. 

We should therefore approach compliance with a double attitude: respect for its value and 
suspicion toward its limits. Compliance can support security. It can also become a substitute 
performance in which organisations learn to satisfy the form without inhabiting the 
substance. 

Key Insight 
Compliance may support security, but it is not the same thing as security. 



Security of organisations: A Practical Introduction 

29 
 

3.10 Due diligence, assurance, and organisational signalling 
Another concept that is relevant in organisational security is due diligence. Broadly 

speaking, due diligence refers to the expectation that an organisation has taken reasonable 
and appropriate steps to identify, manage, and document its security responsibilities. This is 
important in legal, contractual, regulatory, and insurance contexts, but it also matters 
internally because it shapes what counts as responsible leadership and defensible governance. 

Assurance is closely related. It concerns the organisation's ability to demonstrate to itself 
and others that its security arrangements are not purely aspirational. Assurance may be 
generated through audits, policies, standards, reporting structures, training records, logs, 
exercises, or external review. Yet assurance also has a signalling function. It tells partners, 
clients, regulators, insurers, and stakeholders that the organisation takes security seriously 
and can speak about it in structured terms.¹⁴ 

This signalling function can be beneficial, but it also creates a temptation. Organisations 
may begin to optimise for demonstrability rather than for real resilience. They may prioritise 
what can be shown in audits over what is important in practice. They may reward document 
production over institutional learning. A mature security culture uses due diligence and 
assurance as supports for practice rather than as replacements for it. 

3.11 Conclusion 
In this Chapter, we have introduced the core concepts that structure work in information 

and organisational security. We have argued that information security must be understood 
broadly in organisational settings, because confidentiality, integrity, and availability are 
embedded in wider questions of continuity, governance, and trust. We have examined assets, 
threats, vulnerabilities, exposure, risk, incidents, policies, standards, and due diligence not as 
isolated definitions, but as connected tools for thinking about organisational protection. 

Several lessons follow from this. First, concepts matter because they shape practice. The 
way organisations define threats, assets, or incidents affects what they notice and how they 
respond. Second, many security terms acquire their real meaning only in context. A 
vulnerability matters because of exposure. A policy is important because of institutional fit. A 
standard is relevant because of how it is inhabited. Third, security concepts are most useful 
when they support judgment rather than replace it. 

In the next Chapter, we move from concepts to conditions of harm and examine threats, 
vulnerabilities, and organisational exposure in greater depth. If this Chapter has provided the 
language of organisational security, the next Chapter explores the pathways through which 
that language becomes materially consequential. 

3.12 Notes 
1. Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 

Distributed Systems. Indianapolis: John Wiley and Sons. 
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John Wiley and Sons. 

8. Anderson, R., Barton, C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., 
& Savage, S. (2012). Measuring the Cost of Cybercrime. 11th Annual Workshop on 
the Economics of Information Security WEIS 2012, Berlin, Germany. 

9. The severity of a breach depends heavily on preparedness and post-event handling; 
see International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; and Anderson, R. 
(2021). Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 

10. Incidents in organisations are wider than purely technical anomalies and must be 
understood in operational and institutional terms; see Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons. 

11. A security policy is commonly understood as a formal document describing how an 
organisation intends to protect its physical and information assets; see International 
Organization for Standardization. (2013). Information technology — Security 
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techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office. 

12. The existence of a security policy does not by itself make an organisation secure; see 
International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; and Beautement, A., 
Sasse, A. M., & Wonham, M. (2008). The compliance budget: Managing security 
behaviour in organisations. Proceedings of the 2008 Workshop on New Security 
Paradigms. 

13. International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 

14. Due diligence and compliance also function as signalling mechanisms in 
organisational security; see Anderson, R. (2021). Security Engineering: A Guide to 
Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons; and 
Banoth, R., Gugulothu, N., & Godishala, A. K. (2023). A Comprehensive Guide to 
Information Security Management and Audit. 

 

  



Security of organisations: A Practical Introduction 

32 
 

4 Threats, Vulnerabilities, and Organisational Exposure 
If the previous Chapter gave us the basic language of organisational security, this Chapter 

asks what actually puts organisations in danger. Security practice often begins with a familiar 
list: threats, vulnerabilities, risks, attackers, controls. Yet in real organisations, these 
categories do not appear separately and politely. They interact. A vulnerability matters 
because an attacker can exploit it. A threat becomes significant because of what it can reach. 
Exposure increases not only because a weakness exists, but because dependencies, routines, 
incentives, and blind spots create conditions in which harm can travel.¹ 

In this Chapter, we focus in greater depth on threats, vulnerabilities, and organisational 
exposure. We begin by clarifying the difference between these terms and showing why they 
should not be collapsed into one another. We then examine the variety of threats organisations 
face, including external, internal, technical, social, and systemic threats. From there, we turn 
to vulnerabilities and explain why they are rarely limited to software flaws or technical 
defects. Finally, we bring these themes together through the concept of exposure and argue 
that organisations become insecure not only because they are attacked, but because their 
structures, dependencies, and practices allow harm to spread. 

4.1 Understanding the diƯerence between threats, vulnerabilities, and 
exposure 

Security conversations generally become muddled because threats and vulnerabilities are 
treated as interchangeable. They are not. A threat is a possible source of harm. It may be an 
actor, an event, a process, or a condition capable of causing damage. A vulnerability is a 
weakness that makes such harm possible or more likely. Exposure describes the degree to 
which an organisation is actually positioned to suffer from the interaction of threats and 
vulnerabilities in a given context.² 

This distinction is important because organisations often respond to one category while 
thinking they are addressing all three. They may focus on the threat and imagine that naming 
the attacker solves the problem. They may focus on the vulnerability and imagine that 
patching one flaw removes the wider exposure. Or they may focus on exposure only after 
something goes wrong, by which point the chain of dependence has already been revealed in 
the least pleasant way possible. 

To understand organisational exposure properly, we need to keep all three categories in 
view at once. A threat without a meaningful vulnerability may pose little practical danger. A 
vulnerability without a plausible threat may remain low priority, though never entirely 
irrelevant. Exposure emerges when the weakness sits in a place where it can actually be 
reached, exploited, or triggered in ways that matter. In that sense, exposure is not just a 
property of a system. It is a property of a system in context. 
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Key Insight 
Threats create the possibility of harm, vulnerabilities create the opportunity for harm, and 
exposure describes how close the organisation stands to the resulting damage. 

4.2 External threats and the danger of narrow attacker models 
When organisations think about threats, they frequently imagine external attackers first. 

This is understandable. Outsiders feel visible as enemies in a way that internal weakness does 
not. We can picture the malicious intruder, the criminal group, the opportunistic hacker, the 
industrial spy, the hostile competitor, or the state-backed actor. These figures matter, and 
many organisations do indeed face serious external threats.³ 

Yet even here, the danger is not only the attacker but the model of the attacker. 
Organisations sometimes defend against an imagined adversary who is either far too 
sophisticated or far too simple. If they imagine only elite attackers, they may ignore mundane 
but common attacks that exploit weak routines, poor password hygiene, untrained staff, 
careless configuration, or unprotected services. If they imagine only crude attackers, they 
may underestimate reconnaissance, patience, adaptation, and the strategic value of apparently 
minor information. 

In the course, we emphasise that attackers do not all operate in the same way, nor do they 
all seek the same thing. Some seek money, some seek disruption, some seek data, some seek 
leverage, and some seek embarrassment or influence. Some rely on automation, others on 
social engineering, and others on slow, deliberate intelligence gathering. The organisation 
therefore needs a threat model that is proportionate to its actual profile, not one borrowed 
lazily from a more glamorous or more dramatic sector.⁴ 

This becomes especially important when organisations justify security investment. A poor 
attacker model can lead to misplaced priorities. It can provide expensive protection against 
unlikely scenarios while leaving ordinary avenues of compromise unaddressed. The question 
is not simply who might attack, but who is likely to target this organisation, through what 
pathways, with what level of persistence, and toward what end. 

Common Mistake 
Organisations generally defend against the attacker they imagine most easily rather than the 
one they are most likely to face. 

4.3 Internal threats and the discomfort of looking inward 
External threats are easier to discuss because they come with a ready-made story of 

intrusion from outside. Internal threats are less comfortable. They force organisations to 
consider the possibility that harm may arise from employees, contractors, former staff, 
careless insiders, overprivileged administrators, frustrated managers, poorly supervised 
partners, or institutional routines that generate failure from within.⁵ 
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Internal threats do not always involve malice. They may involve negligence, 
misunderstanding, fatigue, poor training, unrealistic workload, rushed decision-making, or 
the ordinary erosion of attention that occurs when systems become familiar. Yet the 
distinction between malicious and non-malicious internal harm, while important, should not 
distract us from the practical point: insiders frequently possess access, legitimacy, and 
contextual knowledge that make certain forms of compromise easier and harder to detect. 

This is one reason why organisations struggle with internal threats. They rely on trust to 
function, but that trust creates an attack surface if it is not carefully structured. Too little trust 
makes work impossible. Too much unexamined trust creates blind spots. The challenge is not 
to turn every organisation into a paranoid machine. The challenge is to design authority, 
monitoring, access control, and review in ways that recognise that insiders can create or 
magnify harm without treating everyone as a suspect by default. 

Internal threats also reveal an organisational truth that external attacker stories often hide: 
many forms of insecurity are co-produced by routine institutional life. An employee clicks a 
phishing link, but perhaps the system tolerated unsafe defaults. A staff member retains 
excessive access after changing roles, but perhaps the organisation has weak offboarding and 
poor privilege review processes. A contractor handles sensitive information casually, but 
perhaps expectations were never defined clearly. In such cases, the threat is internal, but the 
exposure is organisational. 

Practical Lesson 
Internal threats are rarely solved by distrust alone. They are better managed through role 
design, privilege discipline, review, and realistic operational expectations. 

4.4 Social engineering and the exploitation of organisational normality 
Among the most important threat categories in modern organisations is social engineering. 

It is relevant because it targets not only systems, but the ordinary patterns through which 
organisations function: trust, responsiveness, hierarchy, urgency, and the expectation that 
communication must keep moving.⁶ 

Social engineering works precisely because organisations cannot suspend social life every 
time a request arrives. Staff must answer messages, transfer files, escalate issues, solve 
problems, and respond to superiors, colleagues, clients, or partners. Attackers exploit this 
necessity. They mimic authority, urgency, familiarity, or procedural legitimacy. They do not 
need to break every technical control if they can persuade someone to carry the compromise 
across the threshold. 

This is why social engineering should not be treated merely as the problem of gullible 
individuals. Of course, individual judgment is important. But the deeper lesson is 
organisational. If staff are constantly overloaded, if communication channels are noisy, if 
reporting suspicious requests feels awkward, if authority gradients are steep, or if security 
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warnings are generic and disconnected from real workflows, then the organisation has already 
prepared the soil for social engineering to grow. 

We should therefore treat social engineering as a security problem rooted in 
organisational normality. It exploits what the organisation usually rewards: speed, 
obedience, flexibility, politeness, and responsiveness. This means that good defences 
cannot rely only on awareness slogans. They must also create conditions in which 
checking, slowing down, escalating, and questioning authority are institutionally possible. 

Key Insight 
Social engineering succeeds not only because people make mistakes, but because attackers 
exploit the ordinary social logic through which organisations get work done. 

4.5 Technical threats and the illusion of purely technical failure 
Technical threats remain central to security practice. Malware, ransomware, denial-of-

service attacks, credential theft, exploitation of exposed services, insecure dependencies, poor 
segmentation, vulnerable software, and weak configuration all cause real, often severe harm. 
No serious account of organisational security can downplay this.⁷ 

However, we should still be careful with the phrase 'technical threat'. It suggests that the 
threat belongs entirely to a technical domain when, in practice, its consequences and, 
frequently, its enabling conditions are broader. Ransomware is technical in one sense, but it 
becomes organisational through backups, decision-making, communication, procurement, 
legal exposure, external reporting, and recovery planning. Credential theft may begin with a 
login, but it frequently depends on user behaviour, interface design, inconsistent identity 
governance, and the lack of monitoring or review. A denial-of-service event may target 
infrastructure, but its true impact is measured in interrupted obligations, frustrated users, 
service failure, and reputational damage. 

This is why organisations should resist a narrow division between technical and non-
technical risk. The initial mechanism of compromise may be technical, but the pathway 
through which damage expands is often organisational. A weak patching regime may reflect 
staffing shortages. An exposed service may reflect poor asset visibility. Inconsistent 
authentication may reflect institutional drift rather than coding failure. Technical threats 
require technical competence as well as organisational interpretation. 

Common Mistake 
Organisations sometimes describe an incident as purely technical to avoid confronting the 
institutional conditions that made the technical failure consequential. 

4.6 Systemic threats and dependency chains 
Not all threats come from attackers, mistakes, or local system flaws. Some arise from 

dependency itself. Organisations increasingly depend on cloud services, identity providers, 
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software vendors, payment processors, telecoms, external platforms, contractors, supply 
chains, and regulatory infrastructures they do not control directly. This means that a 
disruption elsewhere may become a security problem here.⁸ 

Systemic threats are difficult because they blur the boundary between external and internal 
responsibility. An organisation may do many things correctly and still suffer because a 
provider fails, a software dependency is compromised, an update breaks critical functionality, 
or an upstream service becomes unavailable. Such incidents remind us that exposure is not 
limited to what the organisation builds itself. It also includes what the organisation trusts, 
inherits, integrates, and cannot easily replace. 

This is relevant for two reasons. First, dependencies generally remain invisible until they 
fail. Organisations generally know they rely on external providers, but they may not know 
exactly which processes depend on which systems, in what order, and with what fallback 
options. Second, dependency failures can create cascading effects. A service outage can 
disrupt communication, delay decision-making, complicate incident response, increase 
reputational exposure, and invite regulatory scrutiny. The technical event is only the first 
domino. 

Organisational security requires awareness of dependencies. It requires asking what the 
organisation assumes will be there, what will happen if it is not, what alternatives exist, and 
how quickly those alternatives can be activated. This kind of thinking is less glamorous than 
attacker mythology, but frequently more useful. 

Practical Lesson 
Many organisations are less secure than they believe because they do not fully understand 
what they depend on. 

4.7 Vulnerabilities beyond software flaws 
When people hear the word vulnerability, they often think of software defects catalogued 

in technical databases, assigned severity scores, and fixed through patches. These matter, but 
they represent only one kind of vulnerability. In organisational settings, vulnerabilities appear 
wherever a weakness can be exploited, triggered, or amplified in ways that matter.⁹ 

A vulnerability may be structural. One person may hold critical knowledge with no 
backup. A department may rely on an undocumented workaround. A manager may combine 
excessive authority with little oversight. A system may be accessible from too many contexts 
because legacy permissions were not reviewed. An incident response process may exist only 
in theory. None of these is a software bug, yet each can create serious exposure. 

A vulnerability may also be procedural. Logging may exist but not be reviewed. Access 
requests may be approved automatically because the process is too cumbersome to challenge. 
Offboarding may be slow. Updates may be postponed because they disrupt operations. 
Sensitive information may move through informal channels because official channels are too 
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rigid or too inconvenient. Again, the vulnerability is not merely technical. It is embedded in 
the routine way work happens. 

This broader view is important because organisations can become dangerously narrow 
in their remediation habits. They patch visible technical flaws while leaving institutional 
weaknesses untouched. They buy tools to solve problems that are actually procedural in 
nature. They treat recurring workarounds as user misbehaviour rather than evidence of 
poor fit. A useful security practice seeks vulnerabilities across the entire arrangement of 
people, processes, infrastructure, and authority. 

Key Insight 
A vulnerability is any weakness that can be used, triggered, or magnified to produce harm, 
whether or not it appears in a technical vulnerability database. 

4.8 Misconfiguration, convenience, and everyday insecurity 
A large share of organisational insecurity is neither spectacular nor mysterious. It grows 

from convenience. Systems are deployed quickly, settings remain at defaults, permissions 
accumulate, exceptions become permanent, and informal habits take root because they make 
work easier in the short term. Over time, these small accommodations harden into exposure. 

Misconfiguration is a particularly good example. It is frequently described as a technical 
error, but in organisations it usually reflects more than that. It may reflect poor asset visibility, 
unclear ownership, rushed deployment, inadequate review, lack of expertise, missing 
documentation, or competing demands that reward speed over certainty. The insecure 
configuration is the visible symptom. The organisational conditions behind it are the deeper 
vulnerability. 

Convenience also shapes access practices. Shared accounts persist because they are easy to 
use. Legacy access remains because no one wants to interrupt work. Sensitive files are copied 
into informal locations because official systems feel slow or awkward. Monitoring is disabled 
because it generates noise. Backups are not tested because the test itself is inconvenient. Each 
choice appears modest in isolation. Together, they create a security environment full of brittle 
shortcuts. 

This is one reason why organisational exposure often grows quietly. It does not always 
arrive as a dramatic new threat. Sometimes it thickens gradually through tolerated deviation. 
The organisation becomes used to insecure normality and learns to interpret it as efficient 
pragmatism. By the time the consequences become visible, the insecurity has already been 
institutionalised. 

Common Mistake 
Organisations generally interpret insecure convenience as practical efficiency until an 
incident reveals the true price of that convenience. 
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4.9 Exposure as a property of the organisation in context 
Exposure is one of the most useful and least fully appreciated ideas in the Security of 

Organisations. It allows us to move beyond isolated weaknesses and ask a wider question: 
how positioned is this organisation, in its actual environment, to suffer from harm?¹⁰ 

This question cannot be answered by looking only at a technical system. We must also 
examine context. What assets are involved? How visible is the organisation? What 
dependencies exist? What kinds of adversaries are plausible? What assumptions are built into 
the workflow? How well can the organisation detect anomalies, contain failure, communicate 
internally, and recover? Exposure is therefore relational. It links weaknesses, threats, 
dependencies, timing, and institutional capacity. 

Two organisations may share the same technical weakness yet face very different 
exposures. One may have strong monitoring, segmentation, fallback options, and clear 
response structures. The other may have none of these. The flaw is the same, but the likely 
trajectory of harm is not. Likewise, an organisation may appear well defended in technical 
terms while remaining highly exposed because it cannot make decisions quickly, does not 
know its own dependencies, or cannot communicate under pressure. 

This is why exposure is a more useful organisational concept than vulnerability alone. 
Vulnerability tells us where weakness exists. Exposure tells us how much that weakness 
matters in the world the organisation actually inhabits. 

Practical Lesson 
To understand exposure, we must ask not only “what is weak?” but also “what does this 
weakness connect to, and what happens if it breaks?” 

4.10 Cascading failure and the spread of harm 
One of the reasons exposure matters so much is that harm rarely stays where it begins. A 

local weakness can become an organisational failure if the surrounding conditions allow it to 
spread. This is the logic of cascading failure. A compromised account becomes a broader 
incident because privileges are excessive. A system outage becomes a crisis because 
communication channels depend on the same infrastructure. A data leak becomes a 
governance failure because no one knows who should speak publicly. A modest technical 
event becomes a reputational disaster because the organisation is slow, evasive, or incoherent 
in response. 

Cascading failure reminds us that security incidents have pathways. They travel through 
dependency, authority, workflow, silence, delay, confusion, and overconfidence. This is why 
security cannot be reduced to prevention alone. Even when an initial compromise occurs, the 
organisation still has opportunities to limit spread, contain impact, preserve trust, and recover 
with discipline. But to do so, it must understand how harm moves through its own structure. 
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In the course, we repeatedly return to the idea that breaches are often made worse by 
handling.¹¹ This is not a cynical slogan. It is an organisational observation. Poor preparation, 
denial, delayed escalation, fragmented authority, and weak communication can transform a 
manageable incident into a major failure. Cascading harm depends not only on what enters 
the organisation, but on what the organisation does next. 

Key Insight 
The seriousness of an incident generally depends less on the first failure than on how many 
additional failures the organisation allows to follow it. 

4.11 From threat lists to organisational understanding 
Many organisations maintain threat lists, vulnerability lists, and risk registers. These can 

be useful, but they become dangerous when they replace thought. A list of known threats may 
create the illusion that the threat landscape has been captured. A list of vulnerabilities may 
imply that what is not listed does not matter. A register of risks may encourage the belief that 
all uncertainty has been translated into manageable categories. 

The deeper task is interpretive. Organisations need to understand how these elements 
connect in their own setting. Which threats are plausible here? Which vulnerabilities matter 
most because of our structure? Where are the dependencies that could magnify failure? 
Which assets would generate the greatest institutional damage if compromised? Where are 
we assuming competence, trust, or redundancy that we have never actually tested? 

This movement from lists to understanding is one of the central marks of mature security 
practice. It shifts the organisation from a compliance posture toward a reflective one. It also 
prepares the ground for later Chapters in this course companion, especially those dealing with 
incidents, crisis coordination, communication, and resilience. 

4.12 Conclusion 
In this Chapter, we have examined threats, vulnerabilities, and organisational exposure as 

interacting rather than separate concepts. We have argued that organisations face not only 
external attackers, but also internal threats, social engineering, technical compromise, 
systemic dependency, and the cumulative effects of everyday insecurity. We have also shown 
that vulnerabilities are broader than software flaws and that exposure depends on context, 
interdependence, and institutional capacity. 

Several lessons follow. First, organisations become insecure not only because harmful 
actors exist, but because organisational conditions allow harm to reach and spread. Second, 
exposure is a better guide to practical security than abstract weakness alone. Third, many 
serious incidents emerge from ordinary routines, tolerated convenience, and poorly 
understood dependency rather than from cinematic attack scenarios. Finally, security practice 
improves when organisations move beyond lists and begin to understand the pathways 
through which harm can travel in their own environment. 
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In the next Chapter, we turn from exposure to action and examine incident response and 
organisational preparedness. If this Chapter has asked how harm becomes possible, the next 
asks what organisations do when possibility becomes reality. 

4.13 Notes 
1. Threats, vulnerabilities, and exposure are best understood as connected rather than 

isolated categories; see Anderson, R. (2021). Security Engineering: A Guide to 
Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

2. A threat is distinct from a vulnerability, and exposure depends on their interaction in 
context; see Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

3. External threats vary widely in capability, motive, and persistence; see Anderson, R. 
(2021). Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons; and Anderson, R., Barton, C., Böhme, R., 
Clayton, R., van Eeten, M., Levi, M., Moore, T., & Savage, S. (2012). Measuring the 
Cost of Cybercrime. 11th Annual Workshop on the Economics of Information Security 
WEIS 2012, Berlin, Germany. 

4. Threat modelling should be proportionate to the organisation’s actual profile, assets, 
and dependencies rather than borrowed from more dramatic sectors; see O’Leary, M. 
(2019). Cyber Operations: Building, Defending, and Attacking Modern Computer 
Networks; and Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

5. Internal threats include not only malicious insider action but also ordinary 
institutional failures involving privilege, authority, training, and workflow; see 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons; and Beautement, A., Sasse, 
A. M., & Wonham, M. (2008). The compliance budget: Managing security behaviour 
in organisations. Proceedings of the 2008 Workshop on New Security Paradigms. 

6. Social engineering exploits ordinary organisational trust, hierarchy, urgency, and 
communication habits rather than only individual weakness; see Workman, M. (2008). 
Wisecrackers: A theory-grounded investigation of phishing and pretext social 
engineering threats to information security. Journal of the American Society for 
Information Science and Technology; and Mouton, F., Leenen, L., & Venter, H. S. 
(2016). Social engineering attack examples, templates and scenarios. Computers & 
Security. 

7. Technical threats such as malware, credential theft, denial-of-service, ransomware, 
and insecure configuration must be interpreted in organisational rather than purely 
technical terms; see O’Leary, M. (2019). Cyber Operations: Building, Defending, and 
Attacking Modern Computer Networks; and Anderson, R. (2021). Security 
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Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons. 

8. Many organisations underestimate the security implications of third-party and 
systemic dependencies; see Anderson, R. (2021). Security Engineering: A Guide to 
Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons; and 
Anderson, R., Barton, C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., 
& Savage, S. (2012). Measuring the Cost of Cybercrime. 11th Annual Workshop on 
the Economics of Information Security WEIS 2012, Berlin, Germany. 

9. Vulnerabilities should be understood broadly, including technical, procedural, 
structural, and communicative weaknesses; see International Organization for 
Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office; Beautement, A., Sasse, A. M., & 
Wonham, M. (2008). The compliance budget: Managing security behaviour in 
organisations. Proceedings of the 2008 Workshop on New Security Paradigms; and 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons. 

10. Exposure links weakness to context, dependency, and likely consequence; see 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons; and Anderson, R., Barton, 
C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., & Savage, S. (2012). 
Measuring the Cost of Cybercrime. 11th Annual Workshop on the Economics of 
Information Security WEIS 2012, Berlin, Germany. 

11. The severity of a breach frequently depends heavily on preparation, escalation, 
communication, and post-event handling rather than on the initial compromise alone; 
see International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; and Anderson, R. 
(2021). Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 
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5 Incident Response and Organisational Preparedness 
No organisation remains secure simply because it hopes to avoid incidents. However well-

designed its controls may be, however carefully it trains staff, however confidently it speaks 
about risk management, the possibility of disruption remains. Systems fail, people misjudge, 
attackers adapt, dependencies break, and small weaknesses align at the wrong moment. For 
that reason, the Security of Organisations cannot stop at prevention. It must also address the 
response.¹ 

In this Chapter, we examine incident response and organisational preparedness. We begin 
by asking what an incident is and why organisations frequently recognise one too late. We 
then turn to the phases of incident response, including detection, escalation, containment, 
investigation, recovery, and learning. Throughout, we argue that incident response is not only 
a technical activity. It is also an organisational practice shaped by authority, communication, 
role clarity, and institutional discipline. Preparedness is important because the severity of an 
incident depends not only on the initial compromise, but also on how the organisation 
notices, interprets, and handles what follows.² 

5.1 What counts as an incident 
At first glance, the concept of an incident seems obvious. Something goes wrong, security 

is affected, and the organisation responds. In practice, however, the classification is rarely 
that simple. Organisations do not always encounter incidents in a neat and recognisable form. 
They often encounter signs, anomalies, complaints, warnings, inconsistencies, system 
behaviour that seems slightly unusual, or fragments of information that do not yet amount to 
a confirmed problem. 

This ambiguity is important because incident response begins before certainty is achieved. 
If an organisation waits until a breach is fully understood before treating the situation as an 
incident, it will frequently respond too late. At the same time, it cannot escalate every 
anomaly as a major crisis without exhausting attention and credibility. The practical question 
is therefore not only what an incident is, but when an organisation has seen enough to move 
from observation to organised response.³ 

In the lectures, we treat an incident as an event, or a reasonably suspected event, that 
compromises, threatens, or materially endangers the confidentiality, integrity, availability, or 
controlled operation of organisational assets, processes, or obligations. This definition is 
intentionally broad. It allows the organisation to respond to plausible security events before 
all details are known, while still preserving the distinction between ordinary technical noise 
and matters that require coordinated action. 

This broader approach is useful because incidents vary in scale, form, and consequence. A 
malware infection, suspicious login pattern, missing device, data leak, unauthorised 
disclosure, service outage, privilege misuse, or failed update may all become incidents, but 
not in identical ways. What makes them organisationally important is not only what happened 
technically, but what the organisation now has to do in response. 
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Key Insight 
Incident response should begin when there is enough reason to act, not only when there is 
enough certainty to feel comfortable. 

5.2 Detection and the problem of recognition 
Incident response begins with detection, but detection is not just a technical event. 

Organisations generally imagine that systems detect incidents: a log triggers an alert, a 
dashboard shows anomalous traffic, an antivirus flags malware, and a monitoring platform 
reports failure. These mechanisms matter, and in some cases they are decisive. Yet many 
incidents are first noticed by people who see something odd, receive a strange message, 
realise that access is behaving differently, notice that data are missing, or simply sense that a 
routine process has gone out of shape.⁴ 

This is relevant because recognition is interpretive. A signal does not automatically 
become an incident. Someone must notice it, take it seriously, decide that it is important, and 
know what to do next. That chain is fragile. Signals are often ignored because they are 
ambiguous, inconvenient, embarrassing, or easily explained away. Organisations may also 
train themselves not to see problems by creating reporting channels that are cumbersome, 
punitive, or socially awkward. 

Detection depends not only on tooling but also on organisational attention. Do staff know 
which behaviours are worth flagging? Do they trust that reporting will be taken seriously? Do 
they know where to report? Are those receiving reports able to distinguish noise from 
significance without demanding impossible certainty? These questions are organisational as 
much as technical. 

We should also remember that detection is affected by prior assumptions. If the 
organisation believes a certain kind of incident is unlikely, it may interpret warning signs too 
narrowly. If it assumes that a partner is trustworthy, that an internal process is stable, or that 
an outage must be accidental rather than malicious, those assumptions may delay recognition. 
Incident response begins not with a perfect sensor, but with the capacity to interpret weak 
signals without paralysis or denial. 

Practical Lesson 
The first failure in incident response is frequently not a technical compromise, but a failure to 
recognise that something unusual deserves organised attention. 

5.3 Escalation and the problem of hesitation 
Once a possible incident has been detected, the next question is whether and how to 

escalate it. This is one of the most delicate stages in incident response, because escalation 
decisions are generally made under uncertainty. Escalate too slowly, and the incident may 
spread. Escalate too aggressively, and the organisation may waste resources, generate 
confusion, or desensitise itself to urgency. 
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The problem is not only procedural, but social. People hesitate to escalate for many 
reasons. They may be unsure whether the matter is serious enough. They may fear looking 
foolish. They may not want to interrupt a senior colleague or trigger a disruptive process. 
They may suspect that the issue will resolve on its own. They may worry about being blamed, 
especially if their own actions contributed to the situation. These are entirely ordinary 
organisational pressures, and they help explain why incident response often begins later than 
policies assume.⁵ 

This is why escalation pathways matter so much. An organisation cannot rely on abstract 
expectations such as “report anything suspicious” if it has not made it clear what suspicious 
means, who should be contacted, what information is needed, and what kind of response will 
follow. Escalation works best when thresholds are practical, reporting routes are simple, and 
the first recipient of concern knows how to classify, route, and support the response. 

A good escalation culture also reduces shame. If staff believe that reporting a possible 
issue will automatically invite blame, they will delay. If managers treat uncertainty as 
incompetence, people will wait until they feel certain. But certainty frequently arrives only 
after the best response window has narrowed. A mature organisation rewards timely reporting 
of plausible concerns even when the initial interpretation later proves incomplete. 

Common Mistake 
Organisations generally say they want early escalation, while socially rewarding silence until 
certainty appears. 

5.4 Incident response as a sequence of phases 
Although real incidents rarely unfold in perfectly tidy stages, it is still useful to think of 

incident response as involving several recurring phases. These usually include detection, 
initial assessment, escalation, containment, investigation, recovery, and post-incident 
learning. The value of this structure is not that it captures every case exactly, but that it 
provides the organisation with a practical sequence for action.⁶ 

The initial assessment asks basic questions. What seems to have happened? What is 
affected? What is still unknown? What is the likely severity? What immediate risks exist? 
What evidence should be preserved? Who needs to be informed now, and who can wait? At 
this stage, the organisation is not expected to know everything yet. What is important is that it 
moves from confusion toward a disciplined temporary picture of the event. 

Containment aims to stop harm from spreading. This may involve isolating systems, 
revoking access, segmenting networks, suspending accounts, disabling services, or slowing 
certain activities until the situation becomes clearer. In organisational terms, containment 
often involves painful trade-offs. A service may need to be interrupted. A team may lose 
access. A workflow may be slowed. These choices are rarely purely technical because they 
affect business continuity, leadership tolerance, and institutional priorities. 
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Investigation seeks to establish what happened, how it happened, what is affected, what 
remains uncertain, and what obligations now arise. Recovery then shifts attention toward 
restoration of service, integrity, confidence, and operational normality. Finally, learning asks 
what should change, not only at the level of the specific flaw, but at the level of preparedness, 
communication, authority, and institutional design. 

We should be careful not to treat these phases as a rigid ladder. In real incidents, they 
overlap. Investigation may begin during containment. Communication may need to begin 
before the scope is fully known. Recovery decisions may affect evidence. New findings may 
force renewed containment. The point of the phase model is not to create false neatness, but 
to give structure to a situation that would otherwise become shapeless under pressure. 

Key Insight 
Incident response is not a single action. It is a sequence of partially overlapping decisions 
that move the organisation from uncertainty toward controlled recovery. 

5.5 Containment, continuity, and diƯicult trade-oƯs 
Containment is frequently portrayed as obviously desirable and technically 

straightforward. In practice, it can be one of the hardest parts of incident response because it 
forces the organisation to choose between competing harms. Should a system be shut down 
immediately, even if that interrupts a critical service? Should a suspicious account be disabled 
at once, even if this reveals that the organisation has detected a problem? Should access be 
restricted broadly to stay safe, or narrowly to preserve operational continuity? 

These are not merely technical questions. They are organisational decisions made under 
uncertainty that usually involve trade-offs among security, continuity, trust, evidence 
preservation, and public obligations. A hospital, a university, a bank, and a government 
ministry may all face containment choices, but not under the same constraints. Context 
matters, which is why incident response plans that look elegant on paper often strain when 
real institutional commitments collide.⁷ 

Containment decisions require both authority and judgement. They require people who 
understand the technical implications and the operational consequences. If the technical team 
acts alone, it may contain the threat while creating unnecessary institutional damage. If 
leadership delays because it fears disruption, the threat may spread. Good incident response 
links these forms of understanding rather than treating one as subordinate to the other. 

We should also note that containment is frequently temporally uneven. The first 
containment action may be rough, broad, and imperfect because the organisation needs time. 
Later actions may become more precise as understanding improves. Preparedness helps here 
because organisations that have rehearsed containment logic are less likely to improvise 
blindly under time pressure. 
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Ethical Tension 
A containment measure may reduce one form of harm while immediately creating another. 
Good incident response makes these trade-offs visible rather than pretending they do not 
exist. 

5.6 Investigation, evidence, and the search for understanding 
Once the organisation has stabilised the immediate situation, at least partially, it must 

begin to understand what has happened. Investigation is not only about assigning blame or 
satisfying curiosity. It is about producing a reliable account that can support legal decisions, 
communication, remediation, reporting, and future prevention. 

This requires evidence discipline. Logs may need to be preserved. Devices may need to be 
imaged. Communications may need to be documented. Access changes may need to be 
recorded. If this is not done carefully, the organisation may lose the ability to reconstruct the 
incident later. At the same time, evidence work must coexist with operational pressure. The 
organisation cannot always freeze everything in place. It may need to keep functioning while 
also preserving the material needed to understand the event.⁸ 

Investigation is also interpretive. Organisations do not simply collect facts; they build 
narratives from fragments. This is why they must resist the temptation to settle too quickly on 
a comforting explanation. The first explanation is often wrong, or at least incomplete. It may 
focus on the most visible actor, the most obvious mistake, or the most technically salient 
component, while neglecting deeper organisational conditions. Good investigation remains 
open long enough to test its own assumptions. 

We should also distinguish investigation from punishment. Misconduct, negligence, or 
abuse may indeed require sanction. But if the investigation becomes mainly a search for 
someone to blame, the organisation will generally learn the wrong lesson. The aim should be 
to understand both the immediate pathway of harm and the organisational conditions that 
made that pathway viable. 

Practical Lesson 
A useful investigation asks not only “who did what?” but also “what conditions made this 
event possible, difficult to notice, or hard to contain?” 

5.7 Communication during incidents 
No serious incident response can succeed without communication. Yet communication is 

frequently treated as secondary, as something to be handled after the technical team has done 
the real work. This is a mistake. Communication is part of the response itself. It shapes 
coordination, trust, expectations, legal position, reputation, and the organisation’s own ability 
to act coherently under stress.⁹ 

Internal communication is relevant first. Teams need shared situational awareness. 
Leadership needs a defensible picture, even if incomplete. Staff need to know what has 
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changed, what they should do, what they should not do, and where uncertainty remains. If 
internal communication is fragmented, different parts of the organisation begin acting on 
different assumptions, and the response quickly loses coherence. 

External communication may also be necessary. Partners, regulators, customers, clients, 
students, patients, suppliers, or the public may need information. Here, the organisation faces 
a recurring tension: communicate too little, and it appears evasive or disorganised; 
communicate too much, too early, or too confidently, and it may later contradict itself or 
expose information that complicates the response. The answer is not silence or full disclosure 
as absolute principles. The answer is disciplined honesty in the face of uncertainty. 

This means saying enough, early enough, and clearly enough to support trust and action, 
while also acknowledging what is not yet known. Poor communication usually magnifies the 
incident. It generates rumours, confusion, resentment, avoidable repetition of mistakes, and 
reputational damage that exceeds the original technical compromise. Good communication 
cannot repair every failure, but bad communication can turn a manageable incident into a 
broader organisational crisis. 

Key Insight 
In an incident, communication is not an accessory to response. It is one of the mechanisms 
through which response becomes possible. 

5.8 Recovery and the danger of premature closure 
Organisations often long for the moment when they can declare an incident over. This is 

understandable. Incidents are tiring, expensive, politically awkward, and disruptive. Yet the 
desire for closure can itself become a risk if it pushes the organisation toward premature 
recovery. 

Recovery is not simply the restoration of service. It also involves restoring confidence in 
the integrity of systems, the reliability of data, the legitimacy of decisions, and the continuity 
of organisational work. Turning systems back on is therefore not enough if the organisation 
still does not understand what was affected, what remains uncertain, or what obligations are 
still pending. 

This is one reason why recovery can be deceptively difficult. Leaders may want speed, 
users may want access, and operational units may want normality. Meanwhile, technical 
teams may still be validating systems, investigating movement, checking backups, or 
ensuring that the same pathway of harm is not immediately reopened. Preparedness helps 
because organisations with predefined recovery criteria are less likely to treat restoration as a 
purely political demand. 

Recovery also includes trust repair. Staff, partners, and outside stakeholders may need 
reassurance, but reassurance must be earned. If the organisation rushes into declarations of 
safety without a sufficient basis, it may deepen rather than repair the damage. Credible 
recovery depends on both technical verification and communicative discipline. 
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Common Mistake 
Organisations frequently mistake the restoration of access for the restoration of security. 

5.9 Learning after the incident 
Perhaps the most repeated promise in security practice is that organisations will learn from 

incidents. Sometimes they do. Often, they learn only partially. The technical flaw is patched, 
a report is written, a few recommendations are circulated, and then institutional attention 
moves elsewhere. The visible lesson is captured, but the deeper one remains untouched. 

Real learning asks more of the organisation. It asks what warning signs were missed, what 
assumptions delayed response, what dependencies proved fragile, what communication paths 
broke down, what authority gaps appeared, and what forms of convenience had quietly 
become insecurity. It also asks which parts of the response worked, because not every 
incident is only a catalogue of failure. Learning should both preserve strengths and identify 
weaknesses.¹⁰ 

This is why post-incident review should be more than a technical debrief. It should include 
the organisational dimensions of the response. Were escalation pathways clear enough? Did 
people know who to call? Were decisions documented? Did leadership receive usable 
information? Did communication support action or create friction? Were external obligations 
understood in time? These questions generally matter as much as the initial point of 
compromise. 

We should also remember that learning requires conditions. If the review becomes blame 
theatre, people will become defensive. If recommendations are detached from resources, they 
will become symbolic. If no one owns the changes, the review will become a ritual. Prepared 
organisations build learning into governance, not just into rhetoric. 

Practical Lesson 
The most valuable lesson from an incident is frequently not the specific flaw that was 
exploited, but the organisational weakness that allowed the problem to grow. 

5.10 Preparedness before the incident 
Everything in this Chapter points back to one central reality: response quality depends 

heavily on what the organisation has done before the incident begins. Preparedness includes 
plans, roles, contact chains, authority structures, logging, backups, exercises, communication 
templates, escalation thresholds, and basic situational awareness about assets and 
dependencies.¹¹ 

Preparedness does not mean predicting the exact future. No organisation can rehearse 
every scenario. What it can do is reduce confusion, shorten decision time, and increase the 
chance that reasonable people can act coherently under pressure. That is the true value of 
preparation. It does not eliminate uncertainty. It makes uncertainty more manageable. 
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Exercises are especially useful here. They reveal where plans are unrealistic, where 
authority is unclear, where contact information is outdated, where assumptions differ between 
units, and where communication breaks down under pressure. Tabletop exercises may look 
modest compared to dramatic technical simulations, but they are often extremely valuable 
because they expose the organisational seams along which real incidents later split. 

We should therefore think of preparedness not as background administration, but as active 
security work. It is one of the ways organisations transform incident response from 
improvisation into capability. 

Key Insight 
Preparedness does not prevent every incident, but it determines whether the organisation 
meets uncertainty with panic, paralysis, or disciplined action. 

5.11 Incident response as organisational practice 
Taken together, these themes show that incident response is not a technical appendix to 

security. It is one of the clearest places where the nature of the Security of Organisations 
becomes visible. During an incident, technology, authority, communication, trust, legal 
obligation, institutional memory, and professional judgement all converge. The event reveals 
not only what systems the organisation has, but also how it actually works. 

This is why incident response deserves to be treated as an organisational practice in its 
own right. It depends on role clarity, social permission to escalate, interpretive discipline, 
cross-functional coordination, and the ability to make and communicate decisions under 
pressure. A response plan written by one department and ignored by the rest is not 
preparedness. A set of tools without clear authority is not a response capability. A technically 
brilliant team that cannot communicate with leadership or operations is not enough. 

When incidents occur, organisations do not rise to their aspirational self-image. They 
respond through the habits, structures, and understandings they already possess. Preparedness 
means shaping those habits before the day of strain arrives. 

5.12 Conclusion 
In this Chapter, we have examined incident response and organisational preparedness as 

central dimensions of Security of Organisations. We have argued that incidents are not always 
recognised clearly at first, that detection and escalation depend on interpretation as much as 
on tooling, and that response unfolds through overlapping phases of assessment, containment, 
investigation, recovery, communication, and learning. We have also shown that preparedness 
is not merely administrative support for response, but one of the conditions that makes 
disciplined response possible. 

Several lessons stand out. First, incident response begins before certainty and therefore 
depends on institutional willingness to act under ambiguity. Second, the seriousness of an 
incident often depends on how it is handled as much as on the initial compromise. Third, 
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communication, authority, and role clarity are not peripheral to response but constitutive of it. 
Finally, learning is only real when it changes organisational conditions rather than merely 
documenting them. 

In the next Chapter, we turn from incident response to crisis management and the role of 
coordination teams. If this Chapter has examined how organisations respond when something 
goes wrong, the next asks what happens when the incident becomes large enough, confusing 
enough, or consequential enough to require coordinated institutional leadership under 
pressure. 

5.13 Notes 
1. Prevention alone is not enough; serious security practice must also include response 

capability. See Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

2. The severity of an incident depends not only on the initial compromise but also on 
organisational preparedness, governance, and follow-through. See International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office; and Anderson, R. (2021). 
Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 

3. Incident handling needs to begin under plausible suspicion rather than only after full 
confirmation; this is consistent with the broader governance logic of security 
management in International Organization for Standardization. (2013). Information 
technology — Security techniques — Information security management systems — 
Requirements (ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 

4. Detection is both a technical and organisational matter, involving systems, staff 
judgement, and reporting culture. See Lee, J. D., & See, K. A. (2004). Trust in 
automation: Designing for appropriate reliance. Human Factors, 46(1), 50-80; and 
Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317. 

5. Hesitation and under-escalation are frequently products of uncertainty, social pressure, 
and non-action rather than simple ignorance. See Keinan, R., & Bereby-Meyer, Y. 
(2012). “Leaving it to chance”: Passive risk taking in everyday life. Judgment and 
Decision Making; and Tversky, A., & Kahneman, D. (1974). Judgment under 
uncertainty: Heuristics and biases. Science, 185(4157), 1124-1131. 

6. Incident response can be understood as a sequence of detection, assessment, 
escalation, containment, investigation, recovery, and review, even though real 
incidents rarely unfold in perfectly discrete phases. See International Organization for 
Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
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Geneva, Switzerland: ISO Copyright Office; and Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons. 

7. Containment is frequently an organisational trade-off involving continuity, authority, 
proportionality, and institutional consequence rather than a purely technical fix. See 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons; and Boin, A., ’t Hart, P., 
Stern, E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University Press. 

8. Investigation and evidence preservation matter not only for technical understanding 
but also for later organisational, legal, and communicative decision-making. See 
International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 

9. Communication is part of the response itself rather than a secondary public-relations 
layer added afterwards. See Kim, P. H., Ferrin, D. L., Cooper, C. D., & Dirks, K. T. 
(2004). Removing the shadow of suspicion: The effects of apology versus denial for 
repairing competence- versus integrity-based trust violations. Journal of Applied 
Psychology, 89(1), 104-118; and Metzger, M. J. (2004). Privacy, trust, and disclosure: 
Exploring barriers to electronic commerce. Journal of Computer-Mediated 
Communication, 9(4). 

10. Post-incident review should examine weak signals, authority gaps, communication 
failures, and institutional assumptions rather than only technical flaws. See Weick, K. 
E. (1988). Enacted sensemaking in crisis situations. Journal of Management Studies, 
25(4), 305-317; and Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

11. Preparedness includes plans, exercises, logging, contact structures, escalation 
pathways, and awareness of dependencies. See International Organization for 
Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office; and HM Government. (2013). 
Emergency Response and Recovery: Non-statutory guidance accompanying the Civil 
Contingencies Act 2004. London, UK: UK Government. 

12. Compliance with security procedures depends partly on whether institutional 
expectations are realistic and sustainable for staff. See Beautement, A., Sasse, A. M., 
& Wonham, M. (2008). The compliance budget: Managing security behaviour in 
organisations. Proceedings of the 2008 Workshop on New Security Paradigms. 
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6 Crisis Management and the Role of Coordination 
Teams 

Not every incident becomes a crisis. Many security events can be handled within 
established technical and administrative routines. A system is restored, an account is secured, 
a device is replaced, a misconfiguration is corrected, and the organisation continues with 
limited wider disruption. A crisis begins when the event exceeds those ordinary response 
mechanisms. It becomes large enough, ambiguous enough, visible enough, or consequential 
enough that the organisation can no longer rely on isolated local action. At that point, 
coordination becomes central.¹ 

In this Chapter, we examine crisis management and the role of coordination teams in the 
Security of Organisations. We begin by asking how a crisis differs from an incident and why 
that distinction is important. We then explore the practical logic of coordination under 
pressure, including situational awareness, role clarity, information flow, leadership, 
communication, and decision-making. Particular attention is given to coordination structures 
such as silver teams, which we discuss in the course as one model for managing serious 
incidents across organisational units.² Throughout, we argue that crises test not only systems, 
but the organisation’s ability to think, prioritise, and act collectively when certainty is limited, 
and consequences are rising. 

6.1 When an incident becomes a crisis 
The boundary between an incident and a crisis is not fixed in advance. The same type of 

event may remain local and manageable in one setting while becoming a wider institutional 
crisis in another. What is important is not only the technical nature of the event, but its 
consequences for continuity, visibility, trust, and organisational control. 

An incident becomes a crisis when ordinary response structures are no longer sufficient. 
This may happen because the disruption spreads across multiple units, the consequences 
escalate beyond the technical domain, external scrutiny intensifies, decision-making becomes 
politically sensitive, or the organisation faces several urgent demands at once.³ In such 
circumstances, the problem is not merely that something has gone wrong. The problem is that 
the organisation must now coordinate multiple forms of response under pressure, generally 
while still trying to understand what has happened. 

This distinction matters because crises are frequently mishandled when organisations keep 
treating them as enlarged technical incidents. They ask the technical team to continue 
carrying the response alone, even though the problem now involves leadership decisions, 
operational continuity, legal obligations, communication with external actors, and 
institutional reputation. The reverse error is also possible: organisations may declare a crisis 
too early and impose heavy coordination structures on events that still require mainly local 
technical handling. The challenge is therefore interpretive. The organisation must recognise 
when the event has crossed a threshold that demands coordinated institutional leadership 
rather than isolated specialist action. 



Security of organisations: A Practical Introduction 

53 
 

Key Insight 
A crisis begins when the organisation can no longer rely on routine local response and must 
coordinate across functions, authorities, and consequences. 

6.2 Crisis management as organisational coordination 
Crisis management is sometimes imagined as heroic command exercised from the top of 

the organisation. In practice, it is more often a matter of disciplined coordination under 
imperfect conditions. The central question is not who appears strongest, but how the 
organisation links information, authority, expertise, and decision-making when events are 
moving quickly, and clarity is incomplete.⁴ 

This is why coordination matters so much. During a crisis, different units see different 
parts of the problem. Technical teams may understand system behaviour but not legal 
exposure. Communications staff may understand stakeholder expectations but not 
infrastructure constraints. Leadership may understand institutional priorities but not 
operational details. Legal advisers may understand reporting obligations but not the pace at 
which facts are emerging. Without coordination, each part of the organisation acts on a partial 
picture, and the crisis response fragments. 

Good crisis management creates a structure in which incomplete knowledge can still be 
organised into usable action. It links people with different knowledge and provides a shared 
process for updating one another, clarifying priorities, and making informed, timely 
decisions. This is not glamorous work. It depends on note-taking, disciplined briefings, clear 
tasking, explicit assumptions, and the ability to say both “this is what we know” and “this is 
what we do not yet know.” 

We should also remember that coordination is not only horizontal, across departments, but 
vertical, across levels of authority. A crisis may require local initiative, mid-level 
interpretation, and senior approval simultaneously. If these levels are poorly aligned, the 
organisation either freezes while waiting for permission or acts chaotically, lacking 
institutional coherence. 

Practical Lesson 
In a crisis, coordination is not a bureaucratic burden added to the response. It is the 
mechanism through which response becomes coherent. 

6.3 Situational awareness and the struggle against confusion 
A central task in crisis management is situational awareness. This phrase is frequently used 

casually, but in practice it refers to something quite demanding: the organisation’s ability to 
maintain a shared, continually revised picture of what is happening, what is affected, what 
remains uncertain, what actions are underway, and what choices now require a decision.⁵ 

Situational awareness is difficult because crises structurally generate confusion. 
Information arrives unevenly, usually from multiple sources and with differing reliability. 
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Facts change. Early assumptions prove wrong. Units use different languages for the same 
problem. Technical detail overwhelms strategic attention, while strategic urgency pressures 
technical teams to speak before they can verify. Under these conditions, it is easy for the 
organisation to mistake motion for clarity. 

This is why situational awareness must be actively produced. It does not arise 
automatically from being busy. It depends on disciplined information handling: regular 
briefings, defined reporting lines, explicit recording of assumptions, visible lists of actions 
and owners, and repeated clarification of what is confirmed, what is likely, and what remains 
unknown. In a well-run crisis response, these practices prevent the organisation from drifting 
into contradictory narratives or false confidence. 

We should also note that situational awareness is not only about collecting more 
information. More information can deepen confusion if it is not filtered and interpreted. A 
crisis team needs not only to have access to facts, but also has to have the ability to decide 
which facts matter now, which uncertainties are tolerable for the moment, and which missing 
pieces block action. In this sense, situational awareness is as much about judgment as it is 
about visibility. 

Common Mistake 
Organisations frequently confuse the accumulation of information with understanding. In a 
crisis, more data does not necessarily lead to greater clarity. 

6.4 Decision-making under pressure 
Crises force organisations to make consequential decisions before the situation is fully 

understood. This is one of the defining difficulties of crisis management. Delay carries cost, 
but so does premature certainty. Decisions about service interruption, external notification, 
public statements, internal restrictions, forensic preservation, third-party engagement, or 
leadership involvement may all have to be made while the picture is still incomplete.⁶ 

This means that crisis decision-making is rarely about choosing between a clearly right 
answer and a clearly wrong one. More often, it is about selecting the least damaging or most 
defensible option under uncertainty. A good crisis structure does not eliminate that difficulty. 
What it does is provide a process for making such decisions deliberately rather than 
impulsively. 

Several things help. First, the decision-maker should understand which uncertainties 
actually matter to the choice at hand. Not every unknown blocks action. Second, the 
organisation should separate description from recommendation where possible. What is 
happening, what is likely, and what should be done are related questions, but not identical 
ones. Third, decisions should be recorded clearly, including their rationale, because later 
phases of the response may depend on understanding why a particular choice was made at 
that moment. 
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We should also resist the myth that crises require purely centralised command in every 
case. Some decisions do require senior authority, especially when institutional reputation, 
legal reporting, or major operational sacrifice is involved. Others are better made close to the 
problem by those with the necessary expertise. Mature crisis management distributes action 
while coordinating consequences. It does not demand that every choice climb the same 
ladder. 

Key Insight 
Good crisis decision-making is not about eliminating uncertainty. It is the disciplined use of 
authority in the face of uncertainty. 

6.5 Leadership in crisis 
Leadership during a crisis is usually romanticised. We imagine calm figures making 

decisive calls while others carry out the plan. There is some truth in the need for clarity and 
steadiness, but the reality is less theatrical. In organisational crises, leadership is frequently 
less about dramatic decisions than about maintaining conditions for coordinated judgement.⁷ 

This means several things. Leaders must set priorities when trade-offs become 
unavoidable. They must decide what the organisation is trying to preserve first: continuity, 
safety, evidence, public trust, legal compliance, or some combination of these. They must 
create a culture that allows bad news to travel upward rather than being softened or delayed. 
They must also prevent panic and symbolic overreaction, both of which can damage the 
response. 

Good crisis leadership is therefore not merely commanding. It is interpretive and 
relational. Leaders need to ask the right questions, demand clarity without demanding 
impossible certainty, recognise when the response structure itself is failing, and protect the 
team’s ability to think. They also need to understand that visibility and action are not the 
same thing. A leader who constantly interrupts coordination to appear decisive may 
undermine the very response they are trying to strengthen. 

We should also note that leadership can fail through excess reassurance. Organisations 
under pressure often want to stabilise morale by projecting confidence. Some confidence is 
useful. False confidence is dangerous. If leaders publicly or internally overstate what is 
known, they may trap the organisation into later contradiction. Credible leadership balances 
steadiness with honesty about uncertainty. 

Practical Lesson 
In a crisis, leadership matters less for performance and more for protecting disciplined 
coordination, honest reporting, and defensible priority-setting. 
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6.6 The role of coordination teams 
Because crises exceed local response, organisations usually rely on coordination teams to 

structure the wider effort. These teams bring together relevant functions so that the response 
is not trapped inside one department’s perspective. Their purpose is not to replace specialist 
work, but to connect it.⁸ 

A coordination team typically helps the organisation do several things at once: maintain a 
shared picture, allocate tasks, prioritise decisions, escalate issues, track dependencies, and 
ensure that technical, operational, legal, and communicative elements remain aligned. This is 
especially important when the crisis affects multiple parts of the organisation or when 
external consequences are likely to expand. 

In the course, we discuss silver teams as one such coordination mechanism. The exact 
terminology varies across institutions, but the practical idea is consistent: a structured group 
sits between local operational response and the highest strategic level, translating 
information, clarifying action, and managing the wider institutional picture.⁹ This middle 
level is often crucial because it prevents both local overload and strategic detachment. 
Without it, senior leadership may receive raw technical fragments while local teams drown in 
decisions that should have been coordinated elsewhere. 

A coordination team is only useful, however, if its role is understood. If it becomes another 
site of confusion, duplication, or performative oversight, it will slow the response rather than 
strengthen it. The team needs a defined scope, a clear meeting rhythm, explicit decision 
rights, disciplined note-taking, and a stable interface with both operational responders and 
senior leadership. 

Key Insight 
A coordination team adds value by connecting expertise, authority, and information without 
duplicating the work of those already handling the crisis. 

6.7 Silver teams and middle-level coordination 
The value of the silver-team model lies in its position. It is close enough to operational 

work to understand evolving realities, but high enough in the organisation to coordinate 
across departments and consequences. This makes it especially useful during complex 
security events, where no single local unit can see or manage the entire problem.¹⁰ 

A well-functioning silver team usually performs several tasks. It receives updates from 
operational responders, turns them into a usable organisational picture, identifies decisions 
that require escalation, coordinates dependencies between units, supports communication 
planning, and tracks tasks over time. It also helps stabilise tempo. Crises are exhausting, and 
teams under pressure can easily lose continuity between meetings, shifts, and response 
phases. A middle coordination structure provides memory and rhythm. 
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This is important because crises frequently fail through disconnection. Technical teams 
know what they are doing, but not what others need. Communications staff draft statements 
without understanding investigative constraints. Leadership demands reassurance without 
appreciating ambiguity. Legal advisers raise obligations that no one has yet translated into 
action. A silver team helps reduce these disconnects by giving the organisation a place where 
partial views can be brought together without collapsing into noise. 

We should not treat silver teams as magic. They do not solve political conflict, lack of 
expertise, or weak leadership on their own. But they are often effective because they match 
the scale at which many institutional crises actually need to be managed: not entirely local or 
entirely strategic, but coordinated across functions with sufficient authority to shape action. 

Practical Lesson 
Many crises are mishandled not because expertise is absent, but because there is no structure 
to connect expertise across the organisation. 

6.8 Information flow and the danger of bottlenecks 
Crises create a strange relationship with information. On the one hand, the organisation 

needs a fast flow. On the other hand, it needs disciplined filtering. If information moves too 
slowly, decisions are delayed. If everything moves at once for everyone, the organisation 
chokes on noise. Good crisis management depends on information flow that is neither 
blocked nor indiscriminate. 

Bottlenecks are especially dangerous. A single person may become the gateway through 
which all significant updates must pass. A small team may monopolise knowledge because 
others do not know how to ask the right questions. A leader may insist on personal approval 
for too many decisions. A technical responder may become the sole interpreter of system state 
without support or translation. In each case, the crisis becomes more fragile because the flow 
depends too heavily on one node. 

This is why coordination structures should be designed to reduce dependence on informal 
heroics. Regular updates, role-specific reporting expectations, clear escalation routes, and 
shared records help the organisation avoid the trap in which one exhausted individual 
becomes the entire communications architecture. Information resilience is relevant just as 
much as technical resilience. 

We should also note that not all bottlenecks are accidental. Some are produced by status. 
Junior staff may hesitate to speak upward. Managers may soften uncomfortable facts before 
passing them on. Teams may withhold uncertain information out of fear of criticism. These 
patterns are common and dangerous. A crisis response structure must allow incomplete but 
important information to move without being punished for not arriving in polished final form. 
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Common Mistake 
Organisations frequently lose coherence in crisis because they rely on informal information 
heroes instead of robust information pathways. 

6.9 Communication and message discipline in crisis 
Crisis management requires communication not only as an external function, but as a 

central coordination discipline. Internally, the organisation needs alignment. Externally, it 
needs credibility. Both are difficult when facts are moving, and institutional anxiety is high. 

Message discipline does not mean rigid scripting detached from reality. It means that the 
organisation should know what it is saying, why it is saying it, what uncertainty remains, and 
who is authorised to say it. Without this, different units may issue conflicting interpretations, 
reassure too early, deny too much, or speak in ways that complicate legal or operational 
work.¹¹ 

This is particularly important when the crisis is visible beyond the organisation. External 
stakeholders usually interpret silence, inconsistency, and overconfidence as signals in their 
own right. A technically manageable incident can become a reputational crisis if the 
organisation appears evasive, unprepared, or self-contradictory. Conversely, organisations can 
preserve a degree of trust even in severe events if they communicate with discipline, clarity, 
and honesty about uncertainty. 

Coordination teams play an important role here because communication should not be 
improvised separately from the operational response. Public statements, staff guidance, 
regulator contact, and partner notification all need to reflect the same evolving understanding 
of the event. Message discipline is therefore not an optional communications polish. It is part 
of institutional coherence. 

Key Insight 
In a crisis, communication is not only about reputation. It is also about synchronising the 
organisation’s understanding of reality. 

6.10 Tempo, fatigue, and the erosion of judgement 
Crises are not only cognitively difficult. They are exhausting. Time pressure, uncertainty, 

repeated meetings, incomplete sleep, emotional strain, and institutional visibility all wear 
down judgment. This is one reason why crises that last beyond the initial burst often become 
more dangerous in their later stages. The first response may be energetic and focused, while 
later phases suffer from drift, impatience, and the quiet erosion of discipline. 

Fatigue is important because it changes how people process information. They become 
less tolerant of ambiguity, more likely to accept convenient explanations, more emotionally 
reactive, and more prone to losing track of dependencies or forgotten tasks. Teams may also 
begin skipping process steps because they feel repetitive or burdensome. At exactly the 
moment when sustained discipline is most needed, exhaustion makes it harder to maintain.¹² 
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Good crisis management attends to tempo. It sets meeting rhythms that are useful rather 
than performative. It records decisions so memory does not depend on exhaustion. It rotates 
roles where possible. It distinguishes urgent from merely noisy demands. It preserves space 
for the organisation to think rather than simply react. 

This may sound like a luxury, but it is not. Fatigue is a risk factor. An organisation that 
ignores it may mistake deteriorating judgment for decisiveness or commitment. A more 
mature response recognises that protecting the team's decision-making capacity is part of 
crisis management itself. 

Practical Lesson 
In a prolonged crisis, tired teams do not merely work more slowly; they also make mistakes. 
They begin to think less clearly, and the response degrades from within. 

6.11 Transitioning out of crisis 
A crisis does not end simply because one decisive meeting declares it over. The transition 

out of crisis is itself a delicate phase. The organisation must determine when coordinated 
crisis structures are no longer necessary, which decisions can return to routine governance, 
what remains under investigation, what communications are still pending, and how lessons 
will be captured without losing continuity.¹³ 

Ending crisis coordination too early can recreate confusion. Units may assume normality 
has returned while important tasks remain unresolved. Evidence work may be neglected. 
External follow-up may drift. Recovery measures may be mistaken for full restoration. Yet 
maintaining crisis structures too long also has a cost. It exhausts senior attention, locks the 
organisation into emergency tempo, and can blur accountability once the acute phase has 
passed. 

A good transition requires explicit criteria. What has stabilised? What remains open? 
Which functions return to ordinary lines of management, and which remain under 
coordinated oversight? Who owns the aftermath? These questions should be answered clearly 
rather than left to assumption. Otherwise, the organisation may perform crisis closure without 
actually completing crisis work. 

Transition is also relevant for learning. Once the immediate pressure eases, there is usually 
a brief window in which memories remain fresh and institutional attention still exists. If that 
window is missed, the review may become thin, sanitised, or delayed into irrelevance. Crisis 
management includes not only getting through the event but also transitioning into recovery 
and reflection with discipline. 

6.12 Conclusion 
In this Chapter, we have examined crisis management as an organisational practice of 

coordination under pressure. We have argued that a crisis begins when routine local responses 
are no longer sufficient, and the organisation must align information, authority, expertise, and 
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consequences across functions. We have also shown that crisis response depends on 
situational awareness, disciplined information flow, defensible decision-making, realistic 
leadership, message coordination, and attention to fatigue and tempo. 

Several lessons stand out. First, crises are not merely larger incidents. They are events that 
test the organisation’s collective capacity to think and act coherently in the face of 
uncertainty. Second, coordination teams, including silver teams, matter because they connect 
operational reality to institutional decision-making. Third, many crisis failures arise not from 
a lack of effort but from fragmentation, bottlenecks, and performative certainty. Finally, the 
transition out of crisis deserves as much discipline as the transition into it. 

In the next Chapter, we turn to privacy, data protection, and organisational responsibility. 
If this Chapter has examined how organisations coordinate under acute pressure, the next 
asks how they should think about visibility, data, limits, and responsibility even before the 
crisis begins. 

6.13 Notes 
1. Not every incident becomes a crisis; a crisis emerges when ordinary response 

structures are no longer sufficient and wider organisational coordination 
becomes necessary. See Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). 
The Politics of Crisis Management: Public Leadership Under Pressure (2nd 
ed.). Cambridge: Cambridge University Press. 

2. Crisis coordination requires the linking of information, authority, expertise, 
and institutional consequence under pressure. See Boin, A., ’t Hart, P., Stern, 
E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University 
Press. 

3. The distinction between incident and crisis depends not only on technical 
severity but on continuity, visibility, trust, and organisational control. See 
Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). The Politics of Crisis 
Management: Public Leadership Under Pressure (2nd ed.). Cambridge: 
Cambridge University Press. 

4. Crisis management is better understood as disciplined coordination under 
imperfect conditions than as heroic top-down command. See Weick, K. E. 
(1988). Enacted sensemaking in crisis situations. Journal of Management 
Studies, 25(4), 305-317; and Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. 
(2017). The Politics of Crisis Management: Public Leadership Under Pressure 
(2nd ed.). Cambridge: Cambridge University Press. 

5. Situational awareness requires an actively maintained shared picture rather 
than passive accumulation of information. See Endsley, M. R. (1995). Toward 
a theory of situation awareness in dynamic systems. Human Factors, 37(1), 
32-64.; and Weick, K. E. (1988). Enacted sensemaking in crisis situations. 
Journal of Management Studies, 25(4), 305-317. 
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6. Crisis decision-making is action under uncertainty rather than the execution of 
a fully informed choice. See Tversky, A., & Kahneman, D. (1974). Judgment 
under uncertainty: Heuristics and biases. Science, 185(4157), 1124-1131. 

7. Leadership in crisis is better understood in terms of priority-setting, 
disciplined questioning, and protection of honest reporting than merely visible 
decisiveness. See Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). The 
Politics of Crisis Management: Public Leadership Under Pressure (2nd ed.). 
Cambridge: Cambridge University Press. 

8. Coordination teams add value when they connect expertise, authority, and 
information without duplicating specialist operational work. See HM 
Government. (2013). Emergency Response and Recovery Non statutory 
guidance accompanying the Civil Contingencies Act 2004. London, UK: UK 
Government. Retrieved from 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/at
tachment_data/file/253488/Emergency_Response_and_Recovery_5th_edition
_October_2013.pdf 

9. Silver teams are used in the course as one practical model of middle-level 
coordination between local operational response and higher strategic 
leadership. See HM Government. (2013). Emergency Response and Recovery 
Non statutory guidance accompanying the Civil Contingencies Act 2004. 
London, UK: UK Government. Retrieved from 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/at
tachment_data/file/253488/Emergency_Response_and_Recovery_5th_edition
_October_2013.pdf 

10. Information bottlenecks are especially dangerous in a crisis because they 
create dependence on a small number of exhausted individuals or blocked 
reporting paths. This is consistent with Weick, K. E. (1988). Enacted 
sensemaking in crisis situations. Journal of Management Studies, 25(4), 305-
317; and Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). The Politics of 
Crisis Management: Public Leadership Under Pressure (2nd ed.). Cambridge: 
Cambridge University Press. 

11. Communication during a crisis is part of institutional coherence rather than 
merely external messaging. See Kim, P. H., Ferrin, D. L., Cooper, C. D., & 
Dirks, K. T. (2004). Removing the shadow of suspicion: The effects of apology 
versus denial for repairing competence- versus integrity-based trust 
violations. Journal of Applied Psychology, 89(1), 104-118; and Metzger, M. J. 
(2004). Privacy, trust, and disclosure: Exploring barriers to electronic 
commerce. Journal of Computer-Mediated Communication, 9(4). 

13. Fatigue and tempo affect judgement quality, interpretation, and coordination 
during prolonged crisis. See Tversky, A., & Kahneman, D. (1974). Judgment 
under uncertainty: Heuristics and biases. Science, 185(4157), 1124-1131. 

14. Transition out of crisis should be managed as a handover rather than treated 
as a simple declaration that the event is over. See Boin, A., ’t Hart, P., Stern, 
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E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University 
Press; and HM Government. (2013). Emergency Response and Recovery Non 
statutory guidance accompanying the Civil Contingencies Act 2004. London, 
UK: UK Government. Retrieved from 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/253488/Emergency_Response_and_Recovery_5th_editi
on_October_2013.pdf 
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7 Privacy, Data Protection, and Organisational 
Responsibility 

Security and privacy are often presented as if they stood in permanent opposition. In one 
version of this story, security demands visibility, monitoring, control, and intervention, while 
privacy demands concealment, restraint, and limits on access. Organisations are then forced 
to choose between them: either they protect themselves effectively or they respect privacy 
properly, but they cannot do both at once. This is a familiar narrative, and sometimes a 
convenient one. It allows poor security to blame privacy for its weaknesses, and poor privacy 
practice to dismiss security as inherently overreaching. In reality, the relationship is more 
complex.¹ 

In this Chapter, we examine privacy, data protection, and organisational responsibility as 
connected rather than mutually exclusive concerns. We begin by asking what privacy means 
in organisational settings and why it should not be reduced to legal compliance or individual 
secrecy. We then consider data protection as one institutional response to privacy obligations, 
while also showing that it does not exhaust the ethical and organisational meanings of 
privacy. From there, we turn to the practical tensions organisations face when they monitor, 
collect, retain, analyse, and share information in the name of security. Throughout, we argue 
that responsible organisations do not treat privacy as an obstacle external to security practice. 
They treat it as one of the conditions under which security remains legitimate, proportionate, 
and sustainable.² 

7.1 Privacy in organisational settings 
Privacy is frequently invoked in broad and imprecise ways. People say that privacy is 

important, that it is under threat, that organisations should respect it, or that digital systems 
erode it. These claims may all be true, but in organisational settings, they require sharper 
interpretation. Privacy does not simply mean that information is hidden. Nor does it mean 
that all observation is inherently illegitimate. Organisations cannot function without 
collecting, processing, storing, and sharing information. Employees, customers, students, 
patients, contractors, and citizens all interact with institutions that necessarily handle data. 
The question is not whether information will be handled at all. The question is under what 
conditions, for what purposes, with what limits, and under what forms of accountability.³ 

In the lectures, we define privacy in broad socio-technical terms as involving the 
relationships among data collection and dissemination, technology, public expectations, 
contextual information norms, and the legal and political issues surrounding them.⁴ This 
definition is useful because it reminds us that privacy is not merely an internal psychological 
preference. It is also a matter of context, institution, power, and expectation. The same act of 
observation may appear reasonable in one setting and excessive in another, depending on 
who is observing, what is being observed, why the observation occurs, how long the 
information is kept, who can access it, and what consequences may follow. 
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This is why privacy should not be understood only as the individual's desire to be left 
alone. In organisations, privacy also concerns boundary maintenance, role differentiation, 
contextual integrity, informational fairness, and control over the conditions under which 
personal data and personal behaviour become visible. A person may be willing to share 
information for one purpose but not for another. They may accept some logging for security 
reasons while rejecting indefinite retention, repurposing, or broad internal dissemination. 
Organisational privacy depends not only on the collection itself, but on the fit between 
purpose, expectation, access, and use. 

Key Insight 
Privacy in organisations is not the absence of information handling. It is the disciplined 
organisation of visibility, access, purpose, and restraint. 

7.2 Why privacy is not the enemy of security 
A persistent weakness in organisational thinking appears when privacy is treated as what 

remains after security has already taken what it needs. In this view, privacy becomes a soft 
value that must yield whenever security claims urgency. This framing is both conceptually 
lazy and practically dangerous. 

It is lazy because it assumes that security and privacy belong to separate moral worlds. In 
fact, they overlap substantially. Privacy can support security by limiting unnecessary 
exposure, narrowing access, reducing opportunities for abuse, and reinforcing trust in 
institutional systems. If data are minimised, retained only as long as necessary, and accessed 
only through defined roles, the organisation usually becomes more secure rather than less. 
Poor privacy practice, by contrast, can create a security risk. Overcollection produces more 
sensitive material to protect. Broad internal access creates more routes of leakage or misuse. 
Weak retention discipline leaves unnecessary information available for compromise.⁵ 

The framing is also dangerous because it encourages overreach. Once privacy is cast as the 
adversary of safety, organisations may begin to normalise measures that are excessive, poorly 
justified, or institutionally corrosive. They may collect more than they need, monitor more 
than they can meaningfully interpret, retain more than they can responsibly protect, and 
justify each expansion by invoking potential threat. Over time, this creates a culture in which 
visibility is treated as self-legitimating. The more the organisation can see, the safer it 
believes itself to be. This is not always true. 

We should therefore reject the simplistic opposition. Privacy does place limits on some 
security practices, and that is appropriate. But those limits are not signs of institutional 
weakness. They are part of what prevents organisations from turning security into unbounded 
surveillance or routine overcollection. Security remains legitimate in part because privacy 
provides a discipline against excess. 
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Practical Lesson 
Privacy does not merely constrain security. It helps distinguish necessary security from lazy 
or excessive control. 

7.3 Data protection as organisational obligation 
If privacy names a broader ethical and institutional concern, data protection names one of 

the principal ways organisations formalise their responsibilities toward personal information. 
It includes rules, processes, safeguards, governance structures, and legal obligations relating 
to how personal data is collected, stored, used, shared, corrected, retained, and deleted. In 
many settings, data protection is initially established through law and regulation. This is 
important because legal obligations give privacy institutional force. But legal compliance 
does not by itself resolve the deeper organisational questions.⁶ 

A responsible organisation does not treat data protection only as a compliance layer added 
after systems and workflows are already designed. It treats it as part of design and 
governance from the beginning. What data are actually needed? Who really requires access? 
How will use be documented? What happens when the original purpose changes? How long 
should the data remain? What rights do data subjects have, and how will those rights be 
supported in practice rather than merely in policy language? These are organisational 
questions before they become legal paperwork. 

This point is important because organisations frequently drift toward data accumulation. 
They collect because they can, retain because deletion is inconvenient, and expand access 
because multiple units claim practical need. None of these steps may seem dramatic in 
isolation. Still, together they produce fragile data environments in which responsibility 
becomes diffused, and personal information becomes both more valuable and more 
vulnerable. Data protection interrupts this drift by requiring that organisations justify the 
informational world they are building. 

We should also note that data protection is not only about preventing breaches. It is also 
about preventing misuse, purpose ambiguity, unfair processing, inappropriate repurposing, 
and unjustified institutional memory. In that sense, data protection is not a narrow technical 
exercise. It is a form of organisational self-discipline. 

Key Insight 
Data protection is not simply the management of sensitive data. It is the management of 
organisational responsibility toward persons whose data the organisation holds. 

7.4 Personal data, sensitivity, and context 
One reason privacy and data protection are difficult is that the meaning of personal data is 

broader than many organisations assume. Some data are obviously personal: names, 
identifiers, contact details, financial records, health information, employment records, 
academic records, credentials, and location data. But personal meaning does not always lie in 
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a single field. It may also emerge from combination, correlation, inference, and context. 
Information that appears harmless in isolation may become highly revealing when linked 
with other datasets or interpreted through behavioural patterns.⁷ 

This matters because organisations sometimes classify sensitivity too crudely. They focus 
on clearly protected categories while underestimating how much can be inferred from 
metadata, logs, schedules, communications patterns, device identifiers, or behavioural 
signals. In digital environments, inference is as relevant as disclosure. A system may reveal 
not only who a person is, but what they are likely to do, where they have been, whom they 
interact with, what routines they follow, or what vulnerabilities they may have. 

Sensitivity is therefore contextual. The same information may matter differently depending 
on the setting, the individual, the institution, and the possible consequences of exposure. A 
timetable may appear trivial until it reveals predictable location patterns. A list of device IDs 
may appear technical until it allows tracking. A set of access logs may appear administrative 
until it is used to reconstruct relationships, routines, or suspicion. Responsible organisations 
must therefore think beyond formal labels and ask what can be learned, inferred, or misused 
from the data they handle. 

Common Mistake 
Organisations frequently underestimate privacy risk by focusing only on obviously personal 
fields and ignoring what can be inferred from context and correlations. 

7.5 Monitoring, logging, and institutional visibility 
No modern organisation can secure itself without some degree of monitoring and logging. 

Systems generate events; access must be recorded; suspicious behaviour must be detectable; 
and incidents cannot be investigated properly if the organisation has no evidence of what 
happened. This makes monitoring a normal and often necessary part of security practice.⁸ 

Yet necessity does not answer the whole question. Monitoring is also a practice of 
visibility, and visibility has moral and organisational consequences. When organisations log 
activity, inspect traffic, review access histories, track user behaviour, or correlate signals 
across systems, they shape the conditions under which persons and roles become knowable to 
the institution. That may be justified, but it is never neutral. 

This is why monitoring must be disciplined by purpose, scope, proportionality, and 
governance. What exactly is being logged? Why? Who can access it? Under what triggers is 
it reviewed? How long is it retained? What secondary uses are prohibited? What forms of 
oversight exist? What protections apply against curiosity, mission creep, or managerial 
misuse? Without such questions, necessary security logging can easily expand into broad 
institutional visibility whose practical value is uncertain and whose ethical cost is real. 

We should also remember that more visibility is not always better visibility. An 
organisation may collect enormous volumes of data without improving security, simply 
because the volume exceeds its interpretive capacity. In such cases, the institution increases 
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both privacy and security burdens simultaneously. It accumulates more personal information 
than it can responsibly govern and still fails to derive an actionable understanding from it. 
Good monitoring is therefore selective, purposeful, and reviewable rather than indiscriminate. 

Practical Lesson 
Logging becomes a responsible security practice only when the organisation can explain 
what it collects, why it collects it, who may use it, and when it will stop keeping it. 

7.6 Purpose limitation, minimisation, and retention 
Three ideas are especially important for responsible organisational data practice: purpose 

limitation, minimisation, and retention discipline. Each is simple in principle and difficult in 
practice. 

Purpose limitation asks that data be collected and used for defined, legitimate purposes 
rather than treated as a reservoir of future possibilities. This is important because institutional 
temptation usually moves in the opposite direction. Once information exists, someone will 
want to use it for something else. Data originally collected for access control may later be 
used for performance management. Logs gathered for security may be repurposed for 
disciplinary fishing. Contact records retained for administrative convenience may become 
available for broader profiling. Purpose limitation resists this drift by insisting that collection 
is not a blank cheque for future organisational curiosity. 

Minimisation requires the organisation to collect only what is genuinely needed. This is 
valuable for several reasons. It reduces the burden of governance, lowers the cost of 
protection, limits exposure in the event of a breach, and disciplines the organisation’s 
assumptions about necessity. Minimisation is often resisted because future usefulness cannot 
be predicted. That is true, but it proves too much. If future usefulness alone justified 
collection, there would be no meaningful limit. 

Retention discipline asks how long the organisation should keep what it has collected. This 
is one of the most neglected areas of practical responsibility. Data tend to persist because 
deletion feels risky, inconvenient, or administratively awkward. Yet indefinite retention 
creates exactly the kind of institutional memory that later becomes difficult to justify and 
difficult to secure. Responsible organisations know not only how to collect, but how to let 
go.⁹ 

Key Insight 
Data that an organisation never needed to collect, or no longer needs to retain, cannot later 
be leaked, misused, or repurposed in a way that undermines its original context. 

7.7 Privacy, trust, and the social conditions of security 
Privacy is not only a matter of rights and rules. It also shapes trust. In organisations, trust 

is a practical resource. It affects willingness to report problems, acceptance of procedures, 
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confidence in digital systems, and cooperation across units. When privacy is handled badly, 
trust deteriorates. People begin to assume that information given for one reason will be used 
for another, that internal visibility is broader than admitted, or that security language serves 
as cover for managerial convenience.¹⁰ 

This matters because organisations frequently seek security through cooperation. They 
want staff to report suspicious behaviour, follow procedures, raise uncertainty early, and 
disclose mistakes before they grow into incidents. But these behaviours depend partly on 
institutional trust. If people experience security and data governance as opaque, opportunistic, 
or overly intrusive, they may comply outwardly while withholding judgment, initiative, or 
candour. 

A privacy-respecting organisation gains more than moral legitimacy. It also builds the 
social conditions under which security can function. This does not mean that every measure 
must be negotiable or that no intrusive step is ever justified. It means only that organisations 
should understand privacy as part of their own operational credibility. A system that secures 
infrastructure while corroding trust may be solving one problem by feeding another. 

Practical Lesson 
Trust does not eliminate the need for security controls, but poor privacy practice can quietly 
undermine the willingness on which those controls usually depend. 

7.8 Data breaches and organisational responsibility 
When a data breach occurs, privacy and security become visibly entangled. Confidentiality 

may have been compromised, but the organisational problem is wider than the technical 
event. The institution must now determine scope, preserve evidence, contain harm, 
communicate internally, assess reporting obligations, and address the consequences for 
affected persons.¹¹ 

This is why a data breach should not be treated merely as a technical loss of information. 
It is also a test of organisational responsibility. Did the organisation know what it held? Did it 
protect access appropriately? Did it retain more than it needed? Could it identify affected 
individuals? Did it understand legal and institutional obligations in time? Could it 
communicate honestly without speculation or minimisation? The answers to these questions 
reveal whether the organisation treated privacy and data protection as serious governance 
concerns before the breach occurred. 

We should also be careful not to frame responsibility too narrowly. Organisations 
sometimes respond to data breaches by focusing on the immediate actor, system, or 
misconfiguration while ignoring the wider informational environment that made the event 
consequential. A lost device is one story. The fact that the device held unnecessarily sensitive 
data is another. A malicious access event is one story. The fact that permissions were too 
broad and retention too long is another. Responsible breach analysis asks not only how data 
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were accessed, but why the organisation held them in that form and under those conditions in 
the first place. 

Common Mistake 
After a data breach, organisations generally focus on the moment of compromise and neglect 
the broader chain of collection, retention, access, and governance that enabled the breach. 

7.9 Privacy by design and organisational foresight 
One of the most useful ideas in this area is privacy by design. In broad terms, it means that 

privacy should not be bolted on after systems, processes, and services are already operational. 
It should be considered during design, procurement, governance, and revision.¹² 

This sounds straightforward, but its significance is deeper than the slogan suggests. 
Privacy by design requires foresight. It asks the organisation to imagine not only how a 
system will function when used as intended, but how it may alter visibility, create new 
records, invite secondary uses, shift informational power, or accumulate future risks. In that 
sense, privacy by design is not simply a technical design principle. It is a discipline of 
organisational imagination. 

This is particularly important in environments where institutions adopt digital systems 
quickly. Procurement may prioritise convenience, analytics, integration, or cost while treating 
privacy as a box to be ticked later. But once a system has been embedded into a workflow, its 
informational logic becomes harder to undo. Fields become habitual, permissions become 
normalised, reporting paths become dependent on data that were never truly necessary, and 
“temporary” collection becomes structurally permanent. Privacy by design tries to intervene 
earlier, before convenience hardens into architecture. 

We should not overstate its power. Good design cannot eliminate later misuse or 
institutional drift. But it can reduce the likelihood that privacy problems are built into systems 
from the start. It can also help organisations distinguish between what truly needs to be 
visible and what merely became visible because nobody asked early enough whether it 
should. 

Key Insight 
Privacy by design is not only about adding safeguards. It is about deciding, early enough, 
what should never become visible in the first place. 

7.10 Responsibility across the organisation 
Privacy and data protection are sometimes assigned to a specific office, such as a data 

protection officer, compliance function, or legal team. These roles matter, but the 
responsibility cannot rest solely with them. An organisation processes data through systems, 
departments, procurement decisions, HR practices, administrative routines, teaching 
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platforms, research environments, customer services, communications systems, and security 
infrastructures. Responsibility is therefore distributed, even if oversight is centralised.¹³ 

This means that a privacy-respecting organisation needs more than one specialist function. 
It needs shared responsibility with clear accountability. Technical teams must understand 
logging, access control, and retention implications. Managers must understand how workflow 
choices affect visibility and data burden. Procurement must understand which platforms 
create which informational environments. Communications teams must understand what 
should and should not be disclosed. Leadership must understand that privacy failures are not 
only legal inconveniences but institutional failures of responsibility. 

At the same time, distribution does not mean vagueness. If everyone is responsible in the 
abstract, no one may feel responsible in practice. Good governance links distributed 
awareness to defined roles, escalation routes, and review mechanisms. It creates a structure in 
which privacy concerns can be raised, interpreted, and acted upon before they become 
incidents or scandals. 

Practical Lesson 
Privacy responsibility must be distributed across the organisation, but accountability for 
decisions must remain visible and explicit. 

7.11 Conclusion 
In this Chapter, we have argued that privacy, data protection, and organisational 

responsibility should be treated as connected concerns within the Security of Organisations. 
Privacy is not merely secrecy, nor is data protection merely compliance. Together, they 
concern the conditions under which organisations collect, govern, limit, and justify the 
visibility of information. We have shown that personal data gain meaning through context 
and inference, that monitoring requires discipline as well as necessity, and that purpose 
limitation, minimisation, retention, and trust all belong to responsible institutional practice. 

Several conclusions follow. First, privacy is not the enemy of security. It helps define the 
limits within which security remains legitimate and sustainable. Second, data protection is a 
form of organisational self-discipline rather than a secondary legal afterthought. Third, data 
breaches reveal long chains of responsibility that begin well before the moment of 
compromise. Finally, privacy-respecting organisations are not weaker organisations. They are 
frequently clearer about what they truly need to know, what they should never have collected, 
and what kinds of visibility they can actually govern responsibly. 

In the next Chapter, we turn to communication and ask how organisations communicate 
security within and beyond their own boundaries. If this Chapter has examined visibility as a 
question of data and institutional limits, the next examines visibility as a question of meaning, 
trust, and message. 

 



Security of organisations: A Practical Introduction 

71 
 

7.12 Notes 
1. Privacy should not be framed as inherently opposed to security; this broader socio-

technical view is also reflected in Anderson, R. (2021). Security Engineering: A Guide 
to Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

2. Privacy can function as a condition of legitimate and sustainable security practice 
rather than as an external obstacle; see Goodwin, C. (1992). A conceptualisation of 
motives to seek privacy for nondeviant consumption. Journal of Consumer 
Psychology; and Acquisti, A., & Grossklags, J. (2005). Privacy and rationality in 
individual decision making. IEEE Security & Privacy. 

3. Privacy in organisational settings concerns conditions of collection, use, access, and 
accountability rather than secrecy alone; see Goodwin, C. (1992). A conceptualisation 
of motives to seek privacy for nondeviant consumption. Journal of Consumer 
Psychology. 

4. Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons, p. 14. 

5. Overcollection, broad internal access, and weak retention discipline can create both 
privacy and security problems; see Acquisti, A., Gross, R., & Stutzman, F. (2014). 
Face recognition and privacy in the age of augmented reality. Journal of Privacy and 
Confidentiality; and Hann, I.-H., Hui, K.-L., Lee, T. S., & Png, I. P. L. (2003). The 
value of online information privacy: An empirical investigation. 

6. Data protection is an organisational governance obligation as well as a compliance 
requirement; see International Organization for Standardization. (2013). Information 
technology — Security techniques — Information security management systems — 
Requirements (ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 

7. The meaning of personal data depends heavily on context, inference, and data linkage; 
see Malhotra, N. K., Kim, S. S., & Agarwal, J. (2004). Internet users’ information 
privacy concerns (IUIPC): The construct, the scale, and a causal model. Information 
Systems Research; and Acquisti, A., & Grossklags, J. (2005). Privacy and rationality 
in individual decision making. IEEE Security & Privacy. 

8. Monitoring and logging may be necessary, but they require limits, governance, and 
proportionality; see International Organization for Standardization. (2013). 
Information technology — Security techniques — Information security management 
systems — Requirements (ISO/IEC 27001). Geneva, Switzerland: ISO Copyright 
Office; and Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

9. Purpose limitation, minimisation, and retention discipline are central to responsible 
data governance; see Sovern, J. (1999). Opting in, opting out, or no options at all: The 
fight for control of personal information. Washington Law Review; and Acquisti, A., 
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& Grossklags, J. (2005). Privacy and rationality in individual decision making. IEEE 
Security & Privacy. 

10. Privacy handling shapes trust, cooperation, and willingness to engage honestly with 
institutional systems; see Metzger, M. J. (2004). Privacy, trust, and disclosure: 
Exploring barriers to electronic commerce. Journal of Computer-Mediated 
Communication; Lee, J. D., & See, K. A. (2004). Trust in automation: Designing for 
appropriate reliance. Human Factors, 46(1), 50-80; and Murphy, K. (2004). The role 
of trust in nurturing compliance: A study of accused tax avoiders. Law and Human 
Behavior. 

11. Data breaches should be understood as tests of broader organisational responsibility 
rather than merely technical confidentiality failures; see International Organization for 
Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office. 

12. Privacy by design requires early organisational and technical foresight rather than a 
late compliance add-on; this is consistent with Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons. 

13. Privacy and data protection responsibilities extend across systems, units, workflows, 
and leadership structures rather than resting on one office alone; see International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office. 
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8 Communicating Security Within and Beyond the 
Organisation 

Security is generally imagined as a field of controls, systems, standards, and restrictions. 
Communication then appears only at the margins, as something that happens after the 
important work is done. A policy is written and communicated. An incident is handled and 
then communicated. A breach is contained and then communicated. This sequence is 
attractive because it suggests that communication is secondary, something added once the 
real security work has already been completed. In organisations, however, that view does not 
hold for long. Communication is not merely what follows security practice. It is one of the 
ways security practice becomes possible.¹ 

In this Chapter, we examine how organisations communicate security within and beyond 
their own boundaries. We begin with internal communication and show how security depends 
on shared expectations, reporting pathways, and the ability to move meaning across technical 
and non-technical roles. We then turn to external communication and ask how organisations 
should communicate incidents, uncertainty, obligations, and responses to outside 
stakeholders. Throughout, we argue that security communication is not just the transmission 
of information. It is also the organisation of trust, interpretation, legitimacy, and coordinated 
action under conditions that are often imperfect and time-sensitive.² 

8.1 Why communication belongs inside security practice 
Communication is important in the Security of Organisations because security depends on 

interpretation. Controls are not self-explanatory. Risks are not self-announcing. Incidents do 
not arrive with labels attached. Even the best technical systems still require people to 
understand signals, follow expectations, report problems, and act on guidance. This means 
that security fails not only when systems are weak, but also when meaning does not travel.³ 

This can happen in several ways. A policy may exist but remain unread. A warning may be 
sent but interpreted as routine noise. A reporting route may be known formally but avoided in 
practice because using it feels socially costly. A technical team may understand the 
significance of an issue, but leadership may hear only jargon, without any consequences. A 
communications office may ask for certainty when no one yet has it. In each case, the 
problem is not simply a lack of information. The problem is the failed translation between 
parts of the organisation. 

This is why communication should be treated as part of organisational security 
architecture. It shapes whether expectations are understood, whether concerns are addressed 
early enough, whether different units can build a shared picture, and whether security remains 
a living practice rather than a pile of disconnected documents. Organisations do not 
communicate security only when something goes wrong. They communicate it continuously, 
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through training, policy language, interface design, reporting culture, managerial tone, and 
the ordinary ways in which security is spoken about or ignored. 

Key Insight 
Security depends not only on what the organisation knows, but also on whether that 
knowledge can move, be understood, and be acted upon. 

8.2 Internal communication and the problem of shared understanding 
Internal security communication begins long before any incident. It includes policies, 

onboarding, awareness messages, briefings, guidance, escalation instructions, interface cues, 
acceptable use expectations, and countless small signals about what matters and what should 
happen when something seems wrong. Yet organisations often overestimate how much shared 
understanding these messages actually create.⁴ 

One reason is that internal communication is frequently written from the sender's 
perspective rather than the user's. Policies are drafted to satisfy formal requirements, not to 
support practical understanding. Awareness messages repeat generic slogans without 
connection to the local workflow. Instructions are buried in long documents that few read, 
and fewer remember under pressure. Managers invoke security when they want compliance, 
but do not create conditions in which staff can ask questions, report uncertainty, or admit 
mistakes without embarrassment. 

Shared understanding depends on more than dissemination. It depends on fit. The 
language of security communication must match the organisation’s actual work, authority 
structures, and rhythms of attention. People need to know not only what the rule is, but what 
it means in practice, how it interacts with competing demands, and what to do when ideal 
procedure collides with reality. If security communication does not address these questions, it 
will generally remain ceremonial. 

This is also why internal communication should be treated as relational rather than merely 
informational. Staff do not just receive security messages. They interpret the messages to 
reveal institutional priorities, trust, blame, and legitimacy. A message that sounds punitive 
may discourage reporting. A message that sounds detached from reality may invite quiet 
disregard. A message that respects the difficulty of actual work is more likely to be taken 
seriously. 

Practical Lesson 
Internal security communication works best when it does not merely announce rules, but 
helps people understand what those rules mean in the conditions under which they actually 
work. 
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8.3 Reporting pathways, escalation, and communicative friction 
One of the most important forms of internal communication in security is reporting. 

Organisations want staff to report suspicious messages, odd system behaviour, accidental 
disclosures, lost devices, mistaken access, and other anomalies before these grow into larger 
incidents. Yet wanting reporting is not the same as making reporting possible. 

Reporting fails when pathways are unclear, socially awkward, overly formal, or associated 
with blame. A staff member may notice something unusual and remain silent because they do 
not know whom to contact, doubt that the issue is serious enough, fear looking incompetent, 
or assume that reporting will create inconvenience without benefit. These are not rare 
exceptions. They are ordinary features of organisational life.⁵ 

This means that reporting is a communicative design problem. The organisation must 
decide how concerns are handled, how much evidence is expected, how uncertainty is 
addressed, and what kind of response the reporter can expect. If the threshold feels too high, 
people will wait. If the route feels punitive, people will hide. If the first recipient treats partial 
information as a nuisance, future reporting will decline. 

Good escalation culture depends on communicative permission. People need to know that 
a plausible concern is enough to begin a conversation. They need to believe that raising 
uncertainty will not automatically mark them as careless or troublesome. In this sense, 
reporting pathways are not just channels. They are organisational signals about whether the 
institution prefers early ambiguity or late embarrassment. 

Common Mistake 
Organisations frequently ask for early reporting while designing communication pathways 
that reward hesitation, self-censorship, and delay. 

8.4 Security awareness and the limits of one-way messaging 
Security awareness programmes are among the most visible forms of internal 

communication. Posters, emails, short trainings, phishing reminders, compliance prompts, 
and annual modules all attempt to shape behaviour through repeated exposure to security 
themes. Some of this is useful. Awareness can establish vocabulary, normalise caution, and 
make certain categories of risk more visible. But awareness communication usually fails 
when organisations treat messaging as if it were a substitute for design, workflow, or 
institutional responsibility.⁶ 

One-way messaging is especially limited because security behaviour is rarely determined 
solely by knowledge. Staff may know that phishing exists and still click under pressure. They 
may understand password guidance and still adopt workarounds if systems are too 
cumbersome. They may remember the reporting instructions but remain silent if the reporting 
culture is poor. In these situations, communication is important, but not in the simplistic sense 
that more reminders will solve the problem. 
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This is why awareness communication should be realistic about human and organisational 
limits. Its purpose is not to produce perfect users. Its purpose is to support better judgment in 
actual work conditions. That means keeping messages specific, actionable, proportionate, and 
connected to the organisation’s real environment rather than relying on abstract fear or ritual 
repetition. 

It also means that awareness should not become the place where organisations dump 
responsibility onto individuals. The more an organisation communicates security as a matter 
of constant personal vigilance without improving systems, processes, and support, the more it 
turns communication into symbolic blame management. Staff are told to be careful in an 
environment that may not be designed to support careful action. 

Key Insight 
Awareness communication is useful when it supports realistic judgment. It becomes 
counterproductive when it is used to shift institutional responsibility onto individual vigilance 
alone. 

8.5 Technical language, translation, and cross-functional 
misunderstanding 

Many security communication failures occur not because information is absent, but 
because it is trapped inside the wrong register. Technical teams may accurately describe a 
problem yet still fail to communicate its significance to leadership, operations, legal staff, or 
communications professionals. Conversely, non-technical stakeholders may seek certainty, 
simplicity, or assurances in forms that do not align with the state of knowledge available 
during an evolving event. 

This is not merely a vocabulary problem. It is a translation problem. Different parts of the 
organisation ask different questions. Technical responders may ask what happened, what is 
affected, and how to contain it. Leaders may ask what this means for continuity, exposure, or 
public consequence. Legal advisers may ask what obligations are triggered. Communications 
teams may ask what can be said now without later contradiction. Each set of questions is 
valid, but none can answer itself.⁷ 

Effective security communication requires translation between consequence and 
mechanism. Technical detail must be rendered into organisational meaning without distortion. 
Organisational pressure must be translated back into operationally sensible questions rather 
than vague demands for certainty or reassurance. This is one reason coordination teams are so 
valuable during serious incidents: they help convert specialised fragments into a shared 
working picture. 

We should also note that translation is not simplification at any cost. Oversimplification 
can be dangerous. If the organisation reduces a complex issue to a slogan too early, it may 
create false confidence, incorrect assumptions, or poorly scoped action. Good translation 
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preserves enough complexity to support sound decisions while removing the details that do 
not help. 

Practical Lesson 
Good security communication does not eliminate complexity. It translates complexity into 
forms that different parts of the organisation can actually use. 

8.6 External communication and organisational legitimacy 
When security communication moves beyond the organisation, additional pressures 

appear. External audiences may include customers, users, partners, suppliers, regulators, 
journalists, insurers, oversight bodies, or the general public. These groups do not all need the 
same information, nor do they interpret silence, speed, or uncertainty in the same way. Yet the 
organisation cannot usually afford to treat them as entirely separate worlds. What it says 
externally shapes trust, reputation, regulatory exposure, and later institutional memory.⁸ 

External security communication involves legitimacy as much as information. 
Stakeholders judge not only whether the organisation was breached, delayed, or affected, but 
also whether it appears honest, competent, proportionate, and capable of governing itself 
responsibly. In that sense, communication is part of the event. The organisation’s message 
becomes one of the ways the breach, outage, or investigation is socially understood. 

This is why external communication should not be improvised after a technical response 
has already taken shape elsewhere. It must remain connected to operational reality, evidence 
discipline, legal obligation, and institutional priorities. A statement that sounds reassuring but 
outruns the facts may create later distrust. A statement that hides too much may look evasive. 
A statement that says nothing until certainty is complete may allow others to define the event 
in the meantime. There is no perfect formula, but there is a clear requirement: the 
organisation must communicate with discipline under uncertainty rather than hiding behind 
either silence or false precision. 

Key Insight 
External communication during security events is not only about informing others. It is one of 
the ways the organisation demonstrates whether it deserves to be trusted. 

8.7 Disclosure, uncertainty, and the problem of timing 
Few questions are more difficult in security communication than when to disclose. 

Disclose too early, and the organisation may speak before it understands the event, reveal 
information that complicates the investigation, or later contradict itself in damaging ways. 
Disclose too late, and stakeholders may feel misled, excluded, or strategically managed.⁹ 

Timing decisions require more than legal awareness, although legal obligations may be 
decisive in some cases. They also require judgment about harm, uncertainty, stakeholder 
expectations, and the organisation’s own communicative credibility. A useful question is not 
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simply “Do we know enough?” but “Do we know enough to say something truthful, limited, 
and useful now?” If the answer is yes, silence may be harder to justify. If the answer is no, the 
organisation should still prepare to explain why uncertainty remains and what it is doing to 
reduce it. 

This is one reason disciplined provisional language is important. Organisations should 
learn how to communicate without pretending to know more than they know. Phrases that 
acknowledge ongoing assessment, limited confirmed scope, precautionary action, and 
continuing investigation are generally more credible than premature categorical assurance. 
Communication under uncertainty is not weak because it admits uncertainty. It is weak when 
it uses vagueness to avoid responsibility. 

We should also distinguish between disclosure as an event and disclosure as a process. In 
many incidents, communication will unfold through several stages rather than a single 
definitive statement. The organisation may first acknowledge an issue, then clarify the scope, 
then explain the response, then update on recovery and lessons. Treating disclosure as a 
process rather than a dramatic moment helps organisations remain honest without waiting for 
an impossible level of completeness. 

Practical Lesson 
The goal of disclosure is not to speak only when uncertainty disappears. The goal is to 
communicate honestly, early, and carefully while uncertainty still exists. 

8.8 Apology, denial, and trust repair 
When security failures become visible, organisations generally face a secondary problem: 

damaged trust. At that point, communication is no longer only informational. It becomes 
relational. The organisation must decide how to acknowledge harm, explain itself, and begin 
rebuilding confidence among those affected. 

Research on trust repair is useful here because it suggests that not all failures or responses 
are interpreted the same way. Apology and denial do not function identically across contexts. 
Their effect depends partly on whether the failure is perceived as one of competence or 
integrity.¹⁰ If stakeholders believe the organisation made an honest mistake or fell short 
technically, certain kinds of acknowledgement and repair may help. If they believe the 
organisation misled, concealed, or acted opportunistically, the communicative challenge is 
different and usually harder. 

This is relevant for security communication because organisations sometimes jump too 
quickly to a formula. They apologise because apology sounds humane, or deny because 
denial feels legally safer, without asking what kind of trust has actually been damaged. Yet 
trust repair requires interpretive accuracy. It is not enough to sound contrite or firm. The 
response must fit the nature of the violation as perceived by those affected. 

We should also note that trust repair depends on more than wording. A good statement 
without visible action may deepen cynicism. Conversely, even strong technical remediation 
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may fail to repair trust if the organisation communicates defensively or evasively. 
Communication and action thus need to align. The message should neither overperform 
regret nor underperform responsibility. 

Common Mistake 
Organisations frequently treat apologies, reassurances, or denials as generic communication 
tools rather than asking what kind of trust has actually been damaged. 

8.9 Reputation, signalling, and public interpretation 
Security communication also shapes reputation through signalling. What the organisation 

says, how quickly it says it, how confidently it says it, and how well it aligns with later 
updates all create signals about institutional reliability. In environments where outsiders 
cannot directly observe the technical reality, these signals matter greatly.¹¹ 

This does not mean organisations should optimise for appearance over truth. That would 
be self-defeating. It does, however, mean that public interpretation follows patterns of trust, 
reputation, and prior expectations. If an organisation has previously appeared competent and 
transparent, some uncertainty may be tolerated. If it has previously appeared evasive or 
disorganised, even modest communication failures may be read harshly—reputation 
conditions how messages are received, not only how they are sent. 

This is one reason why security communication should not begin only in a crisis. 
Organisations communicate their security posture over time through consistency, candour, 
governance, and the way they handle minor issues in everyday life. Public credibility 
accumulates or erodes long before a major event makes it visible. In this sense, crisis 
communication is always partly constrained by pre-crisis communication history. 

Key Insight 
In security communication, people do not interpret only the message itself. They also 
interpret what the message signals about the organisation behind it. 

8.10 Silence, overcommunication, and the burden of coherence 
Organisations usually imagine they must choose between two extremes: silence until 

certainty is available, or constant outward communication in the name of transparency. Both 
extremes can fail. 

Silence is tempting because it seems safe. If the organisation says little, it cannot easily 
contradict itself. But silence also creates an interpretive vacuum. Others begin filling the gap, 
rumours expand, internal and external narratives diverge, and the organisation risks appearing 
inactive, evasive, or confused. Overcommunication has the opposite danger. If the 
organisation releases every fragment as it arrives, it may create instability, expose unverified 
details, and trap itself in a stream of statements that are individually plausible but collectively 
incoherent. 



Security of organisations: A Practical Introduction 

80 
 

The real challenge is coherence. Security communication should be paced, connected, and 
cumulative. Each message should fit what was said before, what is known now, and what 
may need to be said next. This is especially important when multiple units communicate 
simultaneously. Without message discipline, the organisation may not lie, but it may still 
fracture into contradictory truths delivered from different directions. 

Coherence matters internally as much as externally. Staff who receive mixed signals from 
management, technical teams, and communications offices quickly lose confidence. Partners 
and regulators may tolerate uncertainty more readily than inconsistency. Good 
communication asks not only “What should we say now?” but also “How does this statement 
fit the picture we are building across time?” 

Practical Lesson 
Communication fails not only when it says too little or too much, but when it loses coherence 
across messages, audiences, and phases of response. 

8.11 Security communication as organisational culture 
The way an organisation communicates security reveals something deeper than its style. It 

reveals its culture. Does it treat security as a shared responsibility or as a specialised burden? 
Does it invite questions or punish ambiguity? Does it use communication to support 
judgment or merely to enforce compliance? Does it speak honestly about limits, or does it 
prefer ritual assurance? 

These cultural patterns matter because they shape how future communication will be 
heard. In an organisation where security messages are usually generic, staff stop listening. In 
an organisation where reporting is encouraged rhetorically but punished socially, escalation 
weakens. In an organisation where leadership equates certainty with competence, uncertainty 
will be hidden until it becomes embarrassing. Communication is not just a channel through 
which culture passes. It is one of the places where culture is made visible and reproduced.¹² 

This is why better security communication cannot be reduced to better templates or better 
wording. It also requires better institutional habits: more credible internal dialogue, more 
realistic acknowledgement of uncertainty, better alignment between messaging and action, 
and greater respect for the people expected to act on what they are told. Security 
communication improves when the organisation becomes more mature, not only when the 
communications office becomes more polished. 

8.12 Conclusion 
In this Chapter, we have argued that communication is a constitutive part of the Security 

of Organisations rather than a secondary layer added after technical work is complete. We 
have examined internal communication, reporting pathways, awareness messaging, cross-
functional translation, external communication, disclosure timing, trust repair, signalling, 
coherence, and organisational culture as interconnected dimensions of security 
communication. 
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Several conclusions follow. First, communication is important because security depends 
on shared interpretation and coordinated action. Second, internal communication fails when it 
privileges dissemination over understanding, or policy over practical fit. Third, external 
communication is inseparable from legitimacy, especially under uncertainty. Fourth, trust 
repair requires more than formulaic messaging; it requires alignment between explanation, 
responsibility, and action. Finally, security communication reveals and reproduces 
organisational culture over time. 

In the next Chapter, we turn to security culture, awareness, and organisational behaviour 
more directly. If this Chapter has examined how organisations communicate security, the next 
asks how security becomes embedded, resisted, normalised, or quietly undermined in 
everyday organisational life. 

 

8.13 Notes 
1. Security communication is part of security practice itself rather than a secondary 

activity that begins only after technical work is complete; see International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office. 

2. Security communication involves trust, interpretation, legitimacy, and coordinated 
action under imperfect conditions; see Metzger, M. J. (2004). Privacy, trust, and 
disclosure: Exploring barriers to electronic commerce. Journal of Computer-Mediated 
Communication, 9(4); and McKnight, D. H., Cummings, L. L., & Chervany, N. L. 
(1998). Initial trust formation in new organizational relationships. Academy of 
Management Review, 23(3), 473-490. 

3. Many security failures are also failures of interpretation, reporting, and translation 
rather than failures of raw information alone; this is consistent with Weick, K. E. 
(1988). Enacted sensemaking in crisis situations. Journal of Management Studies, 
25(4), 305-317. 

4. Internal security communication is effective only when expectations are intelligible 
and operationally usable, not merely documented; see Beautement, A., Sasse, A. M., 
& Wonham, M. (2008). The compliance budget: Managing security behaviour in 
organisations. Proceedings of the 2008 Workshop on New Security Paradigms; and 
International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 

5. Reporting pathways fail when they are socially costly, unclear, or punitive; this is also 
consistent with Murphy, K. (2004). The role of trust in nurturing compliance: A study 
of accused tax avoiders. Law and Human Behavior; and McKnight, D. H., Cummings, 
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L. L., & Chervany, N. L. (1998). Initial trust formation in new organizational 
relationships. Academy of Management Review, 23(3), 473-490. 

6. Awareness messaging is limited when it is treated as a substitute for design, workflow, 
and institutional support; see Beautement, A., Sasse, A. M., & Wonham, M. (2008). 
The compliance budget: Managing security behaviour in organisations. Proceedings 
of the 2008 Workshop on New Security Paradigms. 

7. Cross-functional security communication requires translation between technical 
mechanisms and organisational consequences; this is also consistent with Weick, K. 
E. (1988). Enacted sensemaking in crisis situations. Journal of Management Studies, 
25(4), 305-317. 

8. External security communication affects legitimacy as much as information sharing; 
see Metzger, M. J. (2004). Privacy, trust, and disclosure: Exploring barriers to 
electronic commerce. Journal of Computer-Mediated Communication, 9(4); and 
McKnight, D. H., Cummings, L. L., & Chervany, N. L. (1998). Initial trust formation 
in new organizational relationships. Academy of Management Review, 23(3), 473-490. 

9. Disclosure timing requires judgment under uncertainty rather than waiting for total 
certainty; see Tversky, A., & Kahneman, D. (1974). Judgment under uncertainty: 
Heuristics and biases. Science, 185(4157), 1124-1131; and International Organization 
for Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office. 

10. Trust repair after security failure depends in part on whether the violation is perceived 
as one of competence or integrity; see Kim, P. H., Ferrin, D. L., Cooper, C. D., & 
Dirks, K. T. (2004). Removing the shadow of suspicion: The effects of apology versus 
denial for repairing competence- versus integrity-based trust violations. Journal of 
Applied Psychology, 89(1), 104-118. 

11. Reputation systems and public signalling shape how organisational messages are 
interpreted when direct technical visibility is limited; see Resnick, P., Kuwabara, K., 
Zeckhauser, R., & Friedman, E. (2000). Reputation systems. Communications of the 
ACM, 43(12), 45-48; and Utz, S., Matzat, U., & Snijders, C. (2009). On-line 
reputation systems: The effects of feedback comments and reactions on building and 
rebuilding trust in on-line auctions. International Journal of Electronic Commerce, 
13(3), 95-118. 

12. Security communication reveals and reproduces organisational culture over time 
rather than simply transmitting isolated messages; see Weick, K. E. (1988). Enacted 
sensemaking in crisis situations. Journal of Management Studies, 25(4), 305-317; and 
Beautement, A., Sasse, A. M., & Wonham, M. (2008). The compliance budget: 
Managing security behaviour in organisations. Proceedings of the 2008 Workshop on 
New Security Paradigms. 
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9 Security Culture, Awareness, and Organisational 
Behaviour 

Organisations frequently speak about security culture as if it were a stable asset they either 
possess or lack. A good organisation has a good security culture. A weak organisation has a 
weak one. This language is understandable, but it can be misleading. Security culture is not a 
decorative attribute attached to the institution from the outside. It is produced continuously 
through expectations, routines, incentives, communication, leadership, technology, 
convenience, and the ordinary compromises through which work gets done.¹ 

In this Chapter, we examine security culture, awareness, and organisational behaviour as 
interconnected rather than separate concerns. We begin by asking what security culture 
actually means in practice and why it should not be reduced to slogans about “people being 
the weakest link.” We then turn to awareness efforts and their limits, before considering how 
workload, incentives, trust, friction, authority, and design shape behaviour. Throughout, we 
argue that organisations do not become secure simply by telling people to care more. They 
become more secure when the institutional conditions of everyday behaviour make secure 
action possible, realistic, and worth sustaining.² 

9.1 What do we mean by security culture? 
Security culture is often invoked as a broad explanation for why secure behaviour does or 

does not occur. When staff ignore policy, fail to report anomalies, reuse weak credentials, or 
adopt unsafe shortcuts, organisations may say that the culture is poor. When reporting works, 
controls are accepted, and security is treated seriously, organisations may say that the culture 
is strong. These observations are not wrong, but they do not yet tell us much.³ 

A useful understanding of security culture must go deeper. Culture concerns what an 
organisation normalises, rewards, tolerates, neglects, and silently teaches through practice. It 
includes explicit values, but also tacit assumptions. It includes policy language, but also what 
people learn from watching which rules actually matter, which are ignored, and which 
become negotiable when pressure rises. In that sense, security culture is not what the 
organisation says about security in the abstract. It is what members of the organisation come 
to expect security to mean in daily life. 

This is relevant because people rarely act only on formal instruction. They also act on 
social cues, managerial behaviour, institutional memory, and accumulated interpretations of 
what happens here. If staff see that reporting problems creates friction without support, they 
learn to be silent. If they see that convenience is consistently rewarded over a secure process, 
they learn workaround behaviour. If they see that security messages are detached from actual 
work, they learn that security language belongs to the ceremonial layer of the organisation 
rather than its operational core. 

We should therefore treat security culture not as a vague atmosphere, but as an 
organisational pattern of meaning and practice. It is visible in what people expect from one 
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another, what they think will happen when they raise concerns, how seriously they believe 
leadership takes the issue, and whether security is experienced as shared responsibility, 
external imposition, or symbolic burden. 

Key Insight 
Security culture is not what the organisation says it values. It is what people learn security 
really means from everyday organisational life. 

9.2 Beyond the “weakest link” story 
Few ideas in security are repeated more often than the claim that people are the weakest 

link. It survives because it contains a grain of truth. People do forget, misjudge, click, 
improvise, delay, trust too easily, and choose convenience when tired or rushed. But as an 
organising story, the weakest-link formula is frequently unhelpful. It narrows attention to 
individual failure while obscuring the organisational conditions in which that failure becomes 
likely, consequential, or even rational.⁴ 

This is important because weakest-link thinking encourages a distorted allocation of 
responsibility. If users are the primary problem, then the solution appears to be more training, 
more reminders, more discipline, or more control. Sometimes these help. Often they do not, 
at least not enough. A staff member who clicks a malicious link may indeed have made a 
mistake. But why was the message persuasive? Why did the workflow make a quick response 
feel necessary? Why was the reporting route unclear or socially costly? Why did the system 
allow the compromise to travel further? Why did the organisation depend on constant 
vigilance from people operating under ordinary pressure? 

The weakest-link story is attractive because it personalises what is usually systemic. It 
offers someone to blame and a familiar moral vocabulary of carelessness, negligence, and 
poor judgment. Yet organisational security improves more reliably when we ask a different 
question: what features of this institution make insecure behaviour easy, normal, necessary, or 
unrewarded? That question does not absolve individuals of all responsibility. It simply places 
behaviour inside the environment that shapes it. 

We should also note that treating people as the weakest link can become culturally self-
defeating. It signals mistrust, encourages defensive compliance, and frames security as 
protection against insiders rather than with them. Organisations that want honest reporting, 
careful judgement, and early escalation should be cautious about relying on narratives that 
primarily position their own members as latent failure points. 

Common Mistake 
Organisations often explain insecure behaviour as personal weakness when it is better 
understood as the result of a poor fit between security demands and organisational reality. 
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9.3 Awareness and its limits 
Awareness remains one of the most common responses to security problems. A new 

incident occurs, and the organisation decides that people must be made more aware. Posters 
appear, email warnings are circulated, mandatory training is scheduled, and staff are 
reminded to be vigilant. Some of this is useful. Awareness can create shared vocabulary, 
highlight neglected threats, and give people confidence to recognise certain patterns.⁵ 

However, awareness has limits that organisations frequently underestimate. It can increase 
recognition without changing behaviour. It can produce short-term attention that quickly 
decays. It can become background noise. It can also shift responsibility downward by 
implying that secure outcomes depend primarily on how attentive individuals choose to be, 
even in environments where distraction, overload, and conflicting demands are built into the 
work itself. 

This is why awareness should be treated as support rather than a solution. It can help 
people notice, interpret, and report. It cannot, by itself, repair badly designed systems, unclear 
authority, excessive friction, weak escalation pathways, or incentive structures that reward 
speed over care. If awareness becomes the default answer to every failure, it usually reveals 
not commitment, but institutional laziness. The organisation is communicating concern rather 
than redesigning conditions. 

A more mature use of awareness keeps it specific, contextual, and modest in its claims. 
Good awareness explains concrete risks in terms relevant to actual work. It offers practical 
cues rather than a generic alarm. It reinforces routes for asking, checking, and reporting. Most 
importantly, it does not pretend that knowledge alone will overcome poor systems or 
institutional contradictions. 

Practical Lesson 
Awareness is useful when it supports judgment in real work. It is weak when it is used as a 
substitute for fixing the conditions that make insecure behaviour likely. 

9.4 Behaviour under pressure 
To understand organisational security, we must understand behaviour under ordinary 

pressure rather than only behaviour under ideal conditions. People operate while busy, 
distracted, interrupted, uncertain, overloaded, tired, and frequently under multiple 
incompatible demands. In such conditions, secure action is not determined simply by values 
or knowledge. It is shaped by what feels possible, urgent, rewarded, and sustainable in the 
moment.⁶ 

This matters because many security expectations are formulated as if work occurred in a 
calm and spacious environment. Report immediately. Verify every unusual request. Never 
reuse credentials. Follow the full process. Escalate uncertainty. Use only approved tools. Do 
not bypass controls. Each instruction may be reasonable in isolation. But organisational life 
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often places people in circumstances where these expectations collide with deadlines, service 
commitments, managerial pressure, usability problems, or incomplete information. 

Under pressure, people tend to simplify. They rely on habit, familiarity, authority cues, and 
what has worked before. This is not a moral defect. It is a normal feature of cognition in 
constrained environments. The security question is therefore not how to eliminate human 
limitation, but how to design institutions so that ordinary pressure does not so easily produce 
insecure action. Can requests be verified without excessive friction? Can staff slow down 
without appearing uncooperative? Can uncertain cases be escalated without stigma? Can 
secure tools actually support the work they are meant to protect? 

Behaviour under pressure also reveals why post-incident judgment is usually unfair. Once 
the event is over, an insecure action may look obviously avoidable. At the time, however, the 
person involved may have been navigating urgency, ambiguity, and organisational signals 
that made the insecure option feel normal. A serious organisational analysis remembers this 
before converting hindsight into condemnation. 

Key Insight 
Security behaviour is shaped less by what people believe in the abstract than by what their 
organisational environment makes easy, urgent, and normal under pressure. 

9.5 Friction, convenience, and workarounds 
Few forces shape security behaviour more consistently than friction. When a control is 

cumbersome, slow, confusing, or poorly aligned with workflow, people search for ways 
around it. These workarounds are often described as non-compliance, but they are more 
informative than that. They reveal where the organisation has designed security against the 
grain of actual work.⁷ 

Convenience is not a trivial issue in this context. It is one of the central currencies of 
organisational behaviour. Staff compare the formal process with what they need to get done, 
and if the gap grows too large, informal solutions emerge. Files are copied into unofficial 
locations. Shared credentials persist. Sensitive data move through channels that “just work.” 
Approval steps are skipped. Documentation is postponed until later, then forgotten. The 
workaround solves an immediate problem while creating a deferred security issue. 

This does not mean that convenience should always prevail. Some friction is necessary. 
Verification, access control, encryption, review, and auditability all impose cost for good 
reason. The real question is whether the friction is proportionate and intelligible. People 
tolerate burden more readily when they understand it, when it fits the work, and when the 
organisation demonstrates that it is carrying the burden too, rather than merely pushing it 
downward. 

We should therefore interpret workarounds diagnostically. They are not just evidence of 
careless users. They are signs that the institutional arrangement may be failing to reconcile 
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security with function. A healthy organisation pays attention when workarounds become 
routine, because they indicate not only policy weakness, but design mismatch. 

Common Mistake 
Organisations frequently treat workarounds as proof of bad attitudes when they are better 
read as evidence that security and work have been badly fitted together. 

9.6 Trust, compliance, and organisational legitimacy 
Security behaviour is shaped not only by rules and systems, but also by trust. Trust is 

important because compliance is rarely a purely mechanical act. People follow expectations 
more readily when they believe the institution is acting competently, fairly, and with a 
legitimate purpose. They are more likely to report concerns, accept inconvenience, and 
cooperate with controls when they see security as something done with organisational 
members rather than only to them.⁸ 

This is one reason legitimacy is important. If security measures are introduced abruptly, 
explained poorly, applied unevenly, or associated with blame and opacity, staff may comply 
minimally while withdrawing broader goodwill. Formal obedience may remain, but active 
cooperation diminishes. People stop volunteering uncertainty, stop surfacing weak signals, 
and stop treating security as a shared task. They do what is necessary to avoid trouble and no 
more. 

Trust also affects how people interpret mistakes. In low-trust environments, small 
incidents are hidden because early disclosure feels unsafe. In higher-trust environments, the 
same events are more likely to be surfaced while still manageable. This does not mean that 
trust alone creates security. It means that security depends partly on the social conditions 
under which information moves, and responsibility is negotiated. 

We should also distinguish trust from naivety. Organisations should not eliminate 
oversight in the name of culture. Rather, they should build forms of control that remain 
compatible with legitimacy. Appropriate trust is not the absence of structure. It is the presence 
of structures that people can live with without feeling treated as adversaries by default. 

Practical Lesson 
People comply more robustly when security is experienced as legitimate, intelligible, and 
fairly applied rather than as arbitrary institutional pressure. 

9.7 Leadership, example, and the politics of attention 
Security culture is strongly influenced by leadership, not only through major decisions, but 

through example and attention. What leaders ask about, what they ignore, what they reward, 
and what they excuse all send signals about whether security matters and in what way.⁹ 



Security of organisations: A Practical Introduction 

89 
 

If leadership treats security as essential only after an incident, members of the organisation 
quickly learn that it belongs to the reactive layer of institutional life. If leaders bypass 
controls for reasons of speed or status, others notice. If managers demand vigilance from staff 
while dismissing concerns that create inconvenience, people learn that security is rhetorically 
important but practically negotiable. Conversely, when leaders respect process, respond 
constructively to reporting, and acknowledge uncertainty without punishing it, security 
begins to feel more real and less ceremonial. 

Attention is political here because organisations have limited cognitive bandwidth. What 
gets discussed gets noticed. What gets noticed gets resourced. What gets resourced begins to 
shape behaviour. Security culture is therefore influenced by whether security appears only as 
a compliance demand, as a cost centre, as a reputational risk, or as part of responsible 
organisational practice. Leadership does not determine culture alone, but it powerfully affects 
which patterns become normal and which become optional. 

We should also be realistic. Leadership support is necessary, but not sufficient. A leader 
can speak convincingly about security while leaving contradictory incentives untouched. A 
better culture emerges when leadership attention is accompanied by structural support, 
realistic process, and willingness to absorb some organisational cost in order to make secure 
behaviour sustainable. 

Key Insight 
Organisations learn what security really means by watching what leaders prioritise, excuse, 
model, and ignore. 

9.8 Organisational memory and the normalisation of deviance 
Over time, organisations develop habits of interpretation. Certain shortcuts come to feel 

normal. Certain exceptions become permanent. Certain risks stop appearing as risks because 
nothing bad has happened yet. This is one way insecurity becomes embedded in culture 
without anyone deciding openly that it should. 

A useful concept here is the normalisation of deviance. Practices that began as temporary 
departures from ideal procedure gradually become accepted as ordinary because they appear 
to work, save time, or solve local problems.¹⁰ Once this happens, the organisation no longer 
experiences them as deviant. They become part of how things are done. The absence of 
visible failure reinforces the belief that the deviation is harmless. 

This pattern matters greatly for security. Shared credentials, incomplete reviews, delayed 
patching, informal data storage, partial documentation, ignored alerts, or weak escalation 
habits may persist for years without obvious consequence. Each survival reinforces 
confidence. Then, when harm finally occurs, the organisation is tempted to describe the event 
as surprising or exceptional, even though the underlying conditions were longstanding and 
culturally tolerated. 
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Organisational memory also shapes whether past lessons survive. After incidents, 
institutions usually promise learning. But unless that learning is embedded in process, 
training, leadership behaviour, and design, it fades. Staff change roles, urgency passes, 
documents are archived, and the old culture reasserts itself. Sustainable security culture 
depends not only on reacting to events but on remembering them in ways that alter routine. 

Practical Lesson 
Insecurity usually becomes cultural not through dramatic disregard but through repeated 
survival of small deviations that gradually come to feel normal. 

9.9 Measuring culture without mistaking metrics for reality 
Because security culture is difficult to see directly, organisations frequently seek to 

measure it. They use surveys, phishing simulations, policy attestation rates, training 
completion, audit findings, incident reports, password strength, or behavioural proxies. Some 
of this is useful. Measurement can reveal patterns, identify neglected areas, and support 
discussion about where the organisation is vulnerable.¹¹ 

However, metrics have limits. A high training completion rate does not prove 
understanding. A low click rate on simulated phishing does not prove secure behaviour in all 
contexts. Strong attestation numbers do not show whether the policy is workable. A growing 
number of reports may indicate worsening security, or improving willingness to report, or 
both. The meaning of the metric depends on interpretation. 

This is why culture measurement should be handled cautiously. It can support reflection, 
but it should not replace it. Organisations that become too attached to measurable proxies 
may begin optimising for appearances: training as completion, awareness as exposure, 
compliance as signature, and culture as dashboard. A more mature approach uses metrics as 
prompts for inquiry rather than final verdicts. 

We should also remember that culture contains contradictions. The same organisation may 
show strong reporting in one area and heavy workaround behaviour in another. Staff may 
trust local managers but not central processes. Security may be taken seriously in technical 
units and treated as symbolic elsewhere. Good analysis accepts unevenness rather than 
demanding a single cultural score. 

Common Mistake 
Organisations often mistake the ability to measure some aspects of security behaviour for the 
ability to understand security culture as a whole. 

9.10 Building a healthier security culture 
If security culture is produced through ordinary organisational life, then improving it 

requires more than messaging. It requires alignment between expectations, systems, 
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incentives, leadership, communication, and workflow. A healthier security culture emerges 
when secure action is not only demanded but made realistic.¹² 

Several things help. Reporting should be easy, socially legitimate, and taken seriously. 
Controls should be proportionate to the work they shape. Awareness should support judgment 
rather than replace design. Leadership should model the behaviour it expects. Workarounds 
should be investigated as signs of mismatch, not only punished as non-compliance. Lessons 
from incidents should be carried into the process rather than left in after-action documents. 
Staff should understand not only the rule, but the reason the rule exists and the conditions 
under which uncertainty may be raised. 

This kind of culture does not remove conflict. Security will still impose burdens, create 
friction, and require prioritisation. But the burdens will be more understandable, the friction 
more justifiable, and the expectations more believable. The result is not a perfectly secure 
organisation. It is an organisation in which secure behaviour is less lonely, less ceremonial, 
and less dependent on exceptional personal virtue. 

Key Insight 
A healthier security culture emerges when the organisation reduces the gap between what it 
asks people to do and what its structures make possible. 

9.11 Conclusion 
In this Chapter, we have argued that security culture, awareness, and organisational 

behaviour should be understood together rather than in isolation. Security culture is produced 
through everyday practice, not only through formal statements of value. Awareness can be 
useful, but it cannot compensate for a poor fit between security expectations and real work. 
Behaviour under pressure reflects institutional conditions as much as individual judgement. 
Trust, legitimacy, leadership, organisational memory, and friction all shape what people 
actually do. 

Several conclusions follow. First, the “weakest link” story is too narrow to explain 
organisational insecurity well. Second, workarounds and non-compliance generally reveal a 
design mismatch rather than simply a bad attitude. Third, a stronger security culture depends 
on legitimacy, not only instruction. Fourth, cultural improvement requires more than 
measurement and messaging; it requires structural alignment. Finally, organisations become 
more secure when secure behaviour is woven into the realities of work rather than imposed as 
an ideal that daily life makes difficult to sustain. 

In the next Chapter, we turn to penetration testing and organisational security assessment. 
If this Chapter has explored how security is embedded, resisted, or normalised in everyday 
organisational life, the next asks how organisations examine themselves more deliberately 
through testing, assessment, and structured attempts to reveal weakness before others do. 
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9.12 Notes 
1. Security culture is produced through everyday organisational practice rather than 

existing as a static institutional attribute; see Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons; and Beautement, A., Sasse, A. M., & Wonham, M. (2008). The 
compliance budget: Managing security behaviour in organisations. Proceedings of the 
2008 Workshop on New Security Paradigms. 

2. Awareness, behaviour, leadership, trust, and workflow should be understood as 
interdependent rather than separate layers of the security problem; see Beautement, 
A., Sasse, A. M., & Wonham, M. (2008). The compliance budget: Managing security 
behaviour in organisations. Proceedings of the 2008 Workshop on New Security 
Paradigms. 

3. Organisational culture is visible in what is normalised, rewarded, tolerated, and 
ignored in practice rather than only in formal statements; see Anderson, R. (2021). 
Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 

4. The “weakest link” framing is too narrow when it obscures systemic and 
organisational contributors to insecurity; this is also consistent with Beautement, A., 
Sasse, A. M., & Wonham, M. (2008). The compliance budget: Managing security 
behaviour in organisations. Proceedings of the 2008 Workshop on New Security 
Paradigms. 

5. Awareness is useful but limited, especially when organisations attempt to use 
messaging as a substitute for redesigning systems, processes, and support; see 
Beautement, A., Sasse, A. M., & Wonham, M. (2008). The compliance budget: 
Managing security behaviour in organisations. Proceedings of the 2008 Workshop on 
New Security Paradigms. 

6. Security behaviour under pressure is shaped by bounded judgement, convenience, and 
uncertainty rather than knowledge alone; see Acquisti, A., & Grossklags, J. (2005). 
Privacy and rationality in individual decision making. IEEE Security & Privacy; and 
Lee, J. D., & See, K. A. (2004). Trust in automation: Designing for appropriate 
reliance. Human Factors, 46(1), 50-80. 

7. Workarounds often reveal poor fit between security demands and real work rather 
than simply bad attitudes; see Beautement, A., Sasse, A. M., & Wonham, M. (2008). 
The compliance budget: Managing security behaviour in organisations. Proceedings 
of the 2008 Workshop on New Security Paradigms; and Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons. 

8. Compliance is shaped in part by trust, legitimacy, and perceptions of fair institutional 
treatment; see Murphy, K. (2004). The role of trust in nurturing compliance: A study 
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of accused tax avoiders. Law and Human Behavior; and McKnight, D. H., Cummings, 
L. L., & Chervany, N. L. (1998). Initial trust formation in new organizational 
relationships. Academy of Management Review, 23(3), 473-490. 

9. Leadership is culturally significant not only through major decisions but through 
example, response to reporting, and the practical politics of attention; see Anderson, 
R. (2021). Security Engineering: A Guide to Building Dependable Distributed 
Systems. Indianapolis: John Wiley and Sons. 

10. Insecure deviations can become normal through repeated survival and institutional 
accommodation; this broader organisational dynamic is also consistent with 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons; and Beautement, A., Sasse, 
A. M., & Wonham, M. (2008). The compliance budget: Managing security behaviour 
in organisations. Proceedings of the 2008 Workshop on New Security Paradigms. 

11. Easily measurable proxies such as training completion, phishing click rates, or policy 
attestation do not by themselves capture security culture; see Beautement, A., Sasse, 
A. M., & Wonham, M. (2008). The compliance budget: Managing security behaviour 
in organisations. Proceedings of the 2008 Workshop on New Security Paradigms. 

12. A healthier security culture depends on alignment between institutional expectations, 
design, workflow, leadership, and support rather than messaging alone; see 
Beautement, A., Sasse, A. M., & Wonham, M. (2008). The compliance budget: 
Managing security behaviour in organisations. Proceedings of the 2008 Workshop on 
New Security Paradigms; Murphy, K. (2004). The role of trust in nurturing 
compliance: A study of accused tax avoiders. Law and Human Behavior. 
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10 Penetration Testing and Organisational Security 
Assessment 

Most organisations would prefer to discover their weaknesses before someone else does. 
This preference is obvious, but it becomes meaningful only when the organisation is willing 
to examine itself in ways that are disciplined, realistic, and sometimes uncomfortable. 
Security assessment exists for precisely this reason. It allows organisations to move from 
vague reassurance to structured scrutiny. Penetration testing is one part of that broader effort, 
but it is not the whole of it.¹ 

In this Chapter, we examine penetration testing and organisational security assessment as 
related but distinct practices. We begin by asking what penetration testing is, what it can 
reveal, and what it cannot. We then place testing within the wider landscape of assessment, 
including audits, vulnerability scanning, configuration review, policy evaluation, architectural 
analysis, and organisational preparedness exercises. Throughout, we argue that penetration 
testing is valuable not because it produces dramatic technical findings, but because it can help 
organisations identify how technical weaknesses, poor design, weak coordination, and 
unrealistic assumptions combine into practical exposure. At the same time, we stress that 
testing must remain bounded by ethics, scope, governance, and institutional purpose.² 

10.1 What penetration testing is, and what it is not 
Penetration testing is generally imagined in dramatic terms. A skilled tester simulates the 

attacker, breaks into the system, reveals the weakness, and thereby makes the organisation 
safer. There is some truth in this image, but it is incomplete. A penetration test is not simply 
an authorised hack. It is a structured and bounded assessment activity designed to identify 
and demonstrate exploitable weaknesses in systems, services, processes, or configurations 
under agreed conditions.³ 

This distinction is relevant because penetration testing is frequently misunderstood in two 
opposite directions. One misunderstanding treats it as glamorous proof of security 
seriousness. The organisation commissions a test, receives a report, and feels reassured that 
real security work has been done. The other misunderstanding treats it as inherently 
dangerous or ethically dubious, as though any form of controlled offensive activity is already 
too close to the thing it is meant to prevent. Both views are too simple. 

A well-designed penetration test is neither theatrical trespass nor automatic assurance. It is 
one tool among others, useful because it can reveal how weaknesses behave when 
approached from the perspective of exploitation rather than abstract policy or configuration 
review. But its value depends entirely on scope, method, judgment, and institutional follow-
through. A test that merely proves that one skilled professional can compromise a system 
under artificial conditions may still tell the organisation very little unless the result is 
interpreted in context. 
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Key Insight 
Penetration testing is useful not because it mimics drama, but because it turns possible 
weakness into demonstrated consequence under controlled conditions. 

10.2 Penetration testing inside the wider assessment landscape 
Organisations generally speak about “doing a pen test” as if that exhausted the idea of 

security assessment. It does not. Security assessment is broader. It includes vulnerability 
scanning, code review, architectural review, configuration analysis, policy evaluation, access 
review, logging review, dependency assessment, tabletop exercises, audit work, incident 
readiness testing, and other forms of structured scrutiny.⁴ 

This matters because different methods answer different questions. A vulnerability scan 
can reveal known technical issues at scale, but it cannot, by itself, explain organisational 
significance. An audit can show whether certain controls exist, but it may not show whether 
they are implemented meaningfully in practice. A tabletop exercise can expose decision-
making weaknesses without proving technical exploitability. A penetration test can show 
exploit paths, but not necessarily the wider governance failures that made them possible. No 
single method should therefore be mistaken for the whole of security understanding. 

A mature organisation treats these methods as complementary. Penetration testing may 
help answer “Could this be exploited?” Policy review may answer “Do we have governance 
for this?” A logging review may answer “Would we notice?” Access review may answer 
“Who can already do too much?” Tabletop exercises may answer “Would we respond 
coherently if this happened?” Each question is important. The danger begins when 
organisations use one assessment method symbolically, as though it can stand in for all the 
others. 

Practical Lesson 
A penetration test can reveal important weaknesses, but it cannot substitute for the broader 
work of understanding systems, governance, dependencies, and response. 

10.3 Why organisations commission penetration tests 
There are several reasons organisations seek penetration testing. Some are strong reasons, 

others less so. A good reason is that the organisation wants to understand whether known or 
suspected weaknesses can actually be exploited in ways that matter. Another good reason is 
that it wants an external perspective on systems that have become too familiar to internal 
teams. Another is that it wants to test assumptions about exposure before those assumptions 
are challenged by a real attacker.⁵ 

Less good reasons also exist. Some organisations seek penetration tests because 
procurement expectations, compliance demands, or board-level optics make them feel 
necessary. Others want a visible security ritual that signals seriousness without requiring a 
bigger change. Some want reassurance rather than scrutiny and become disappointed when 
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the test reveals discomfort. Others, paradoxically, want spectacular findings because 
spectacular findings feel like real work, while quieter results are interpreted as anticlimax. 

These motives matter because they shape how the assessment is designed and received. An 
organisation seeking reassurance may scope the test too narrowly, resist realistic scenarios, or 
under-resource remediation afterwards. An organisation seeking spectacle may overvalue and 
exploit drama while underestimating more mundane but consequential weaknesses. A more 
mature motive is curiosity linked to responsibility: we want to know where our real exposure 
lies, and we are prepared to act on what we learn. 

Common Mistake 
Organisations frequently commission penetration tests for signalling reasons and then treat 
uncomfortable findings as public relations problems rather than security opportunities. 

10.4 Scope, authorisation, and rules of engagement 
No part of penetration testing is more important than the scope. Before any technical work 

begins, the organisation and the testing team must agree what is being tested, what is 
excluded, what level of aggressiveness is acceptable, what hours or conditions apply, what 
credentials or starting access are permitted, how evidence will be handled, what kinds of 
techniques are prohibited, and what happens if the test begins to create real operational risk.⁶ 

This is not bureaucratic decoration. It is the ethical and operational boundary that turns a 
potentially dangerous exercise into a legitimate one. Without a clear scope and authorisation, 
penetration testing risks becoming reckless, misleading, or institutionally indefensible. A 
successful exploit inside an ill-defined engagement proves very little except that governance 
failed before testing even began. 

Rules of engagement also matter because they shape the meaning of findings. A test 
conducted with no credentials, no prior knowledge, and no internal assistance answers a 
different question from a test conducted with insider access or partial privilege. A test limited 
to production-safe methods answers a different question from one that allows destructive 
proof. A social engineering component tests different assumptions from a purely technical 
assessment. None of these choices is inherently right in all cases. What matters is that the 
organisation understands what question the engagement is actually designed to answer. 

We should also remember that scope is not only technical. It includes people, 
communication, authority, and fallback procedure. Who in the organisation knows the test is 
happening? Who receives urgent notifications if the testers discover something actively 
dangerous? Who can stop the exercise? Who owns the findings? Good scope answers these 
questions before the first packet moves. 

Key Insight 
Scope is not the thing that limits the value of a penetration test. It is the thing that makes the 
value interpretable and the exercise legitimate. 
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10.5 Realism, artificiality, and the meaning of results 
Penetration testing always involves a tension between realism and artificiality. On the one 

hand, organisations want testing that reflects plausible attack paths, meaningful constraints, 
and the actual environment they inhabit. On the other hand, every test is still an artificial 
exercise. It occurs under time limits, contractual boundaries, known dates, and a defined 
methodology. The testers are authorised, not hostile. The organisation may be partially 
prepared simply because the assessment exists.⁷ 

This is important because findings are often overinterpreted. A dramatic exploit may be 
treated as proof that a real attacker would certainly succeed in the same way. A clean result 
may be treated as proof that the system is robust. Neither conclusion follows automatically. 
The test reveals what happened under the conditions of this assessment, using these methods, 
with this scope, against this target, at this time. It is informative, but not metaphysical. 

The right interpretive question is therefore not “Did the tester get in?” in isolation. It is 
“What does this result tell us about our real exposure?” Sometimes the answer is substantial. 
An exploit path may show that apparently separate weaknesses combine dangerously. 
Sometimes the answer is narrower. A highly skilled attack chain may be technically possible, 
but less relevant to the organisation’s likely threat profile. Conversely, a test may find little 
while still leaving major organisational weaknesses untouched because they were outside the 
scope. 

Realism is valuable, but it must remain purposeful. A test does not become better simply 
by becoming more aggressive or more dramatic. It becomes better when its design matches 
the organisational question being asked, and its findings can be translated into meaningful 
action. 

Practical Lesson 
The value of a penetration test lies not only in what was exploitable, but in how well the 
result helps the organisation understand its actual exposure. 

10.6 Social engineering, phishing, and human-in-the-loop testing 
Some penetration tests include social engineering components such as phishing, 

pretexting, or physical access attempts. These can be valuable because they examine how 
technical controls, workflow, authority, and human judgment interact in practice. They 
remind the organisation that exposure usually travels through persons, routines, and ordinary 
institutional trust rather than through code alone.⁸ 

However, social engineering in assessment raises special questions. It can easily become 
ethically clumsy or institutionally counterproductive if it is designed mainly to embarrass 
staff, produce spectacle, or confirm that “people are the problem.” Such approaches may 
generate memorable anecdotes while undermining trust and obscuring the deeper lesson, 
which is usually about design, communication, authority, or reporting culture. 
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For this reason, human-in-the-loop testing should be handled with particular care. The 
organisation must decide what it is trying to learn. Is the aim to test detection? To test 
reporting? To examine the plausibility of certain lures? To assess whether procedures support 
verification under pressure? These are all legitimate questions. Public humiliation, blame 
theatre, and punitive gotcha exercises are not. 

A mature organisation interprets social engineering findings systemically. If staff complied 
with a persuasive, malicious request, what conditions made that plausible? Did the message 
exploit urgency, hierarchy, workload, interface design, or poor escalation norms? What 
enabled the compromise to travel further? The point is not to deny personal responsibility. It 
is to prevent the organisation from learning the shallowest possible lesson from a deeper 
institutional weakness. 

Common Mistake 
Social-engineering tests are often misread as proof that staff are careless when they more 
frequently reveal organisational conditions that make insecure compliance understandable. 

10.7 Findings, severity, and organisational interpretation 
Penetration-test reports usually present findings with descriptions, evidence, and severity 

ratings. These ratings are useful, but they do not interpret themselves. A “high” severity 
finding may matter greatly in one environment and only moderately in another. A “medium” 
issue may become strategically significant because of where it sits, what depends on it, or 
how it combines with other weaknesses.⁹ 

This is why reports should not be read as self-executing truth. They require organisational 
interpretation. What is the finding actually about? A software flaw? A permissions problem? 
A monitoring gap? A design assumption? A dependency issue? A reporting weakness? In 
many cases, the technical finding is only the visible entry point into a larger organisational 
problem. If interpretation stops at patching the exact issue named in the report, the 
organisation may leave the underlying pattern untouched. 

We should also be cautious with severity inflation and severity blindness. Some 
assessment providers may overdramatise language to ensure attention. Some client 
organisations do the opposite and downplay findings that would require uncomfortable 
remediation. A healthier approach asks not only how “severe” the finding sounds, but what 
kind of consequence it enables, what conditions it reflects, and what priority it should receive 
relative to the organisation’s real profile and obligations. 

Key Insight 
A finding is not only a technical fact. It is a prompt for organisational interpretation about 
consequence, pattern, and priority. 
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10.8 Remediation and the gap between report and change 
The true value of a penetration test usually becomes visible only after the report is 

delivered. Many assessments fail at this stage. Findings are documented, discussed, and 
perhaps even acknowledged seriously, but remediation stalls. Ownership is unclear, timelines 
drift, budgets shrink, and the report becomes a historical artefact rather than a trigger for 
change.¹⁰ 

This gap is relevant because testing without remediation can become a strange 
performance of awareness without responsibility. The organisation knows more than it did 
before, but its exposure remains materially similar. In some cases, the situation becomes 
worse in one sense: the institution now possesses explicit knowledge of a weakness and still 
fails to act. That may matter ethically, operationally, and sometimes legally. 

Good remediation requires more than assigning tickets. It requires interpreting the findings 
at the right level. Some issues can be fixed locally and quickly. Others require policy 
revision, process redesign, architectural change, budget, or leadership attention. Some 
weaknesses will recur unless the organisation changes how it procures, configures, reviews, 
or governs systems more generally. A good testing programme links findings to ownership, 
deadlines, retest logic, and institutional oversight. 

We should also remember that remediation priorities are rarely purely technical. 
Organisations must decide what to fix first, what to mitigate differently, what to accept 
temporarily, and what to redesign over time. These decisions should be explicit. Quiet 
deferral disguised as prioritisation is one of the common ways testing loses its practical value. 

Practical Lesson 
A penetration test improves security only when the organisation converts findings into owned, 
prioritised, and verified change. 

10.9 Red teams, audits, and other forms of structured challenge 
Penetration testing is sometimes confused with red teaming, but the two are not identical. 

A penetration test usually examines defined systems or services for exploitable weaknesses 
within an agreed scope. Red teaming is typically broader, more adversarial in style, and more 
concerned with testing the organisation’s ability to detect, interpret, and respond across 
multiple layers of defence.¹¹ 

This distinction is important because organisations sometimes demand “red team realism” 
when what they actually need is basic penetration testing, and sometimes demand a simple 
penetration test when what they really need is a broader challenge to assumptions, detection, 
communication, or response. The methods should match the organisational question. If the 
issue is whether a web application exposes obvious exploit paths, a conventional penetration 
test may be appropriate. If the issue is whether the organisation would notice and coordinate 
under a more complex adversarial scenario, a different kind of exercise may be needed. 
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Audits also matter here. They are often seen as dull compared to offensive testing, but they 
answer questions that penetration tests do not. They can reveal whether governance exists, 
whether access is reviewed, whether logging policy is defined, whether retention is 
disciplined, and whether institutional claims of control are actually documented. A mature 
assessment programme values these quieter methods rather than treating offensive technique 
as the only form of seriousness. 

Practical Lesson 
Offensive realism is not always the right answer. The right assessment method is the one that 
addresses the organisation’s real unanswered question. 

10.10 Ethics, restraint, and the responsibilities of testers 
Because penetration testing deliberately explores weakness, it must be governed by 

professional ethics and restraint. Authorisation is necessary, but it is not sufficient. Testers 
still exercise power. They decide how aggressively to probe, how to interpret boundaries, 
how to handle discovered data, how much proof is necessary, when to stop, and how to 
communicate what they found.¹² 

This is relevant because testing can itself create harm if performed carelessly. Services 
may be interrupted. Sensitive data may be exposed unnecessarily. Staff may be embarrassed. 
Systems may be destabilised. Organisational trust may be damaged if the engagement is 
experienced as trickery without purpose. For this reason, a good tester is not the one who 
pushes as far as possible in every direction. A good tester is the one who achieves meaningful 
findings while remaining proportionate, disciplined, and faithful to the purpose of the 
engagement. 

Ethics also matter in reporting. Findings should be communicated clearly without 
exaggeration, but also without euphemism. The goal is neither spectacle nor comfort. It is 
understanding. This requires respect for both technical accuracy and organisational 
consequence. An ethically serious testing practice helps the institution see itself more clearly 
without turning the exercise into theatre or domination. 

Key Insight 
Authorised testing is still an exercise of power. Its legitimacy depends on restraint, purpose, 
and proportionality as much as on permission. 

10.11 Assessment as organisational self-knowledge 
Taken together, these themes show that security assessment is not only a technical service. 

It is also a form of organisational self-knowledge. Through assessment, the organisation 
learns what it assumes, what it neglects, what it has normalised, what it can detect, and what 
it still does not fully understand. Penetration testing contributes to this by revealing 
exploitability, but its broader value lies in what it exposes about the institution itself. 
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A finding about an exposed service may also be a finding about asset visibility. A 
successful phish may also be a finding about reporting culture. A weak credential path may 
also be a finding about identity governance. A delayed remediation cycle may also be a 
finding about institutional priorities. The mature organisation reads its assessments this way: 
not only as lists of flaws, but as structured reflections of how security actually lives within 
the institution.¹³ 

10.12 Conclusion 
In this Chapter, we have examined penetration testing and organisational security 

assessment as related but distinct practices. We have argued that penetration testing is 
valuable when it is carefully scoped, ethically governed, realistically interpreted, and 
connected to remediation. We have also shown that testing sits within a wider assessment 
landscape that includes audits, scans, reviews, exercises, and other methods of structured 
challenge. No single method is sufficient on its own. 

Several conclusions follow. First, penetration testing should not be confused with security 
theatre or with total assurance. Second, the meaning of findings depends on organisational 
context and interpretation. Third, remediation is where the value of testing is either realised 
or wasted. Fourth, social engineering and other human-in-the-loop methods must be used 
carefully if they are to generate learning rather than blame. Finally, the deepest value of 
assessment lies in self-knowledge: the organisation learns not only where a flaw exists, but 
what kinds of institutional arrangements make such flaws consequential. 

In the next Chapter, we turn to case studies in organisational security. If this Chapter has 
examined how organisations test and assess themselves deliberately, the next will examine 
what organisations can learn when security failure, response, communication, and 
responsibility are viewed through concrete cases. 

10.13 Notes 
1. Penetration testing should be understood as one component of a broader assessment 

landscape rather than as the whole of security evaluation; see International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office; and O’Leary, M. (2019). Cyber 
Operations: Building, Defending, and Attacking Modern Computer Networks. 

2. Penetration testing is valuable when it is carefully scoped, ethically governed, and 
connected to organisational interpretation rather than treated as spectacle; see 
Wilhelm, T., & Andress, J. (2011). Ninja Hacking: Unconventional Penetration 
Testing Tactics and Techniques; and O’Leary, M. (2019). Cyber Operations: Building, 
Defending, and Attacking Modern Computer Networks. 

3. A penetration test is a structured and bounded assessment activity rather than an 
unqualified simulation of attacker behaviour; see Wilhelm, T., & Andress, J. (2011). 
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Ninja Hacking: Unconventional Penetration Testing Tactics and Techniques; and 
Prasad, P. (2016). Mastering Modern Web Penetration Testing. 

4. Security assessment also includes audits, scans, review, exercises, and governance 
checks that answer different questions from penetration testing; see International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office; and Banoth, R., Gugulothu, N., 
& Godishala, A. K. (2023). A Comprehensive Guide to Information Security 
Management and Audit. 

5. Organisations generally seek testing partly to understand whether suspected 
weaknesses are actually exploitable in ways that matter; see Wilhelm, T., & Andress, 
J. (2011). Ninja Hacking: Unconventional Penetration Testing Tactics and 
Techniques; Prasad, P. (2016). Mastering Modern Web Penetration Testing; and 
O’Leary, M. (2019). Cyber Operations: Building, Defending, and Attacking Modern 
Computer Networks. 

6. Scope, authorisation, and rules of engagement are essential because they make 
findings interpretable and the exercise legitimate; see International Organization for 
Standardization. (2013). Information technology — Security techniques — 
Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office; Wilhelm, T., & Andress, J. (2011). Ninja 
Hacking: Unconventional Penetration Testing Tactics and Techniques; and O’Leary, 
M. (2019). Cyber Operations: Building, Defending, and Attacking Modern Computer 
Networks. 

7. The results of a penetration test must be interpreted in relation to the conditions of the 
engagement rather than treated as a universal truth about all attacker outcomes; see 
Prasad, P. (2016). Mastering Modern Web Penetration Testing; and Wilhelm, T., & 
Andress, J. (2011). Ninja Hacking: Unconventional Penetration Testing Tactics and 
Techniques. 

8. Social engineering assessments reveal organisational conditions as much as individual 
weakness; see Workman, M. (2008). Wisecrackers: A theory-grounded investigation 
of phishing and pretext social engineering threats to information security. Journal of 
the American Society for Information Science and Technology; Mouton, F., Leenen, 
L., & Venter, H. S. (2016). Social engineering attack examples, templates and 
scenarios. Computers & Security; and Wilhelm, T., & Andress, J. (2011). Ninja 
Hacking: Unconventional Penetration Testing Tactics and Techniques. 

9. Severity ratings do not interpret themselves and must be read in an organisational 
context; see O’Leary, M. (2019). Cyber Operations: Building, Defending, and 
Attacking Modern Computer Networks; and International Organization for 
Standardization. (2013). Information technology — Security techniques — 
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Information security management systems — Requirements (ISO/IEC 27001). 
Geneva, Switzerland: ISO Copyright Office. 

10. Testing creates value only when findings lead to owned and verifiable remediation; 
see International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; and Banoth, R., 
Gugulothu, N., & Godishala, A. K. (2023). A Comprehensive Guide to Information 
Security Management and Audit. 

11. Penetration testing should be distinguished from broader adversarial exercises and 
from quieter but necessary forms of audit and governance review; see O’Leary, M. 
(2019). Cyber Operations: Building, Defending, and Attacking Modern Computer 
Networks; International Organization for Standardization. (2013). Information 
technology — Security techniques — Information security management systems — 
Requirements (ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office; and 
Banoth, R., Gugulothu, N., & Godishala, A. K. (2023). A Comprehensive Guide to 
Information Security Management and Audit. 

12. The ethics of testing involve restraint, proportionality, handling of discovered data, 
and disciplined reporting rather than merely formal authorisation; see Wilhelm, T., & 
Andress, J. (2011). Ninja Hacking: Unconventional Penetration Testing Tactics and 
Techniques; and O’Leary, M. (2019). Cyber Operations: Building, Defending, and 
Attacking Modern Computer Networks. 

13. Assessment can be read as a form of organisational self-knowledge rather than merely 
a mechanism for producing technical findings; see O’Leary, M. (2019). Cyber 
Operations: Building, Defending, and Attacking Modern Computer Networks; and 
International Organization for Standardization. (2013). Information technology — 
Security techniques — Information security management systems — Requirements 
(ISO/IEC 27001). Geneva, Switzerland: ISO Copyright Office. 
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11 Case Studies in Organisational Security 
Security becomes easiest to discuss when it is abstract. We can define concepts, classify 

threats, distinguish incidents from crises, explain governance structures, and recommend 
good practice in clean and orderly terms. All of this is important. Yet organisational security 
rarely presents itself in such neat form. In practice, it appears through concrete situations in 
which technical weakness, uncertainty, communication, responsibility, timing, and 
institutional pressure become entangled. This is one reason case studies matter so much. They 
allow us to see security not only as theory or prescription, but as action, failure, and 
interpretation in context.¹ 

In this Chapter, we examine the role of case studies in the Security of Organisations and 
explain why they are central to learning. We begin by asking what case studies can reveal that 
definitions and frameworks cannot. We then consider several recurring analytical dimensions 
through which security cases can be read: technical weakness, organisational exposure, 
communication, trust, authority, timing, and aftermath. Throughout, we argue that the 
purpose of a case study is not merely to tell a cautionary story or identify a culprit. Its 
purpose is to help us interpret how security actually works in institutions, why failures 
spread, and what kinds of lessons are worth carrying forward.² 

11.1 Why case studies matter 
Case studies matter because organisational security is always situated. The same control 

may function well in one environment and poorly in another. The same technical flaw may 
remain manageable in one organisation and become catastrophic in another. The same 
incident may generate limited disruption in one setting and a full crisis in another, depending 
on dependency, communication, preparedness, leadership, and public visibility.³ 

This means that general principles, though necessary, are never quite enough on their own. 
They tell us what categories to look for, but not how those categories interact in lived 
circumstances. Case studies fill that gap. They show us how vulnerabilities become exposure, 
how uncertainty shapes action, how internal culture affects response, how communication 
can either preserve or destroy trust, and how institutional weakness is generally revealed 
through sequences rather than isolated moments. 

Case studies also slow down the temptation toward oversimplification. After incidents, 
organisations and observers alike frequently search for the single decisive explanation: a 
phishing email, a misconfiguration, a rogue insider, a weak password, a poor manager. These 
explanations are attractive because they are narratively efficient. Case study analysis, when 
done properly, resists that pressure. It asks how multiple elements aligned and why the 
outcome became possible, visible, and consequential in the way that it did. 

Key Insight 
Case studies matter because organisational security failures rarely come as isolated events. 
They emerge through context, sequence, and interaction. 
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11.2 What a case study is for 
It is useful to clarify the purpose of case studies in a course like this one. A case study is 

not merely an illustrative anecdote added to make theory more interesting. Nor is it simply a 
dramatic story about what happens when security fails. A good case study is an analytical 
device. It allows us to reconstruct a situation, identify relevant factors, and ask what kinds of 
organisational lessons can reasonably be drawn from it.⁴ 

This means that case studies are not valuable only when they involve spectacular breaches 
or famous public scandals. Smaller cases can be equally instructive if they reveal how routine 
weakness, poor escalation, design mismatch, or communicative failure operate in practice. 
Indeed, some of the most useful cases are not the most dramatic ones, but those in which the 
organisational mechanics remain visible enough for analysis. 

A case study should therefore help us do at least three things. First, it should allow us to 
identify the relevant technical, organisational, and communicative elements of the situation. 
Second, it should allow us to examine sequence: what happened first, what happened next, 
what was noticed, what was missed, and how the organisation responded. Third, it should 
allow us to interpret consequences without collapsing complexity into a single moral or 
technical slogan. 

Practical Lesson 
A case study is useful when it helps us analyse how an event unfolded, not merely when it 
gives us something memorable to point at. 

11.3 Reading beyond the initial compromise 
One of the most important habits in case analysis is learning to read beyond the initial 

compromise. Public reporting usually highlights the moment of entry or failure: the malicious 
email, the exposed server, the stolen credential, the lost device, the vulnerable dependency. 
These details matter, but they are rarely the whole story.⁵ 

If we focus too narrowly on the entry point, we risk misunderstanding the organisational 
meaning of the event. A phishing message matters, but so do reporting culture, escalation 
practice, access design, segmentation, monitoring, and post-incident communication. An 
exposed database is important, but so are retention decisions, classification, external 
interfaces, and the organisation’s knowledge of what it holds. A disruptive malware event is 
relevant, but so are backup discipline, containment choices, continuity planning, and 
leadership response. 

For this reason, case studies should not be organised only around the first error or the first 
exploit. They should also ask what allowed the event to become consequential. What systems 
or routines amplified the problem? What dependencies were revealed? Which assumptions 
failed? Where did information move poorly? What kind of decisions were made under 
uncertainty? In many cases, the later phases of an incident are at least as educational as the 
first one. 
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Common Mistake 
Case analysis frequently stops at the entry point, even though the deeper lesson lies in what 
allowed the problem to spread and matter. 

11.4 Technical weakness and organisational consequence 
Case studies are especially useful for showing that technical weakness and organisational 

consequence are not identical. A technically modest flaw can create major institutional 
damage if it sits in the wrong place, interacts with poor governance, or touches critical 
operations. Conversely, a technically sophisticated attack may remain relatively contained if 
the organisation has strong segmentation, clear authority, and good response discipline.⁶ 

This is why case analysis should avoid the easy equation between technical 
impressiveness and practical significance. Some incidents look dramatic from the perspective 
of the exploitation method, but are limited in consequence. Others seem mundane in technical 
terms, yet become severe because they expose deeper institutional dependence. The real 
analytical question is not only how advanced the mechanism was, but how the organisation 
was positioned to absorb or amplify its effects. 

This point also helps students avoid a common bias in information security learning: 
overvaluing what looks technically clever while undervaluing ordinary institutional 
weakness. Case studies remind us that a boring misconfiguration, a stale permission structure, 
or a poorly designed reporting route can do more organisational damage than a technically 
elegant but improbable attack path. 

Key Insight 
In organisational security, consequence does not scale neatly with technical sophistication. It 
scales with context, dependency, and response. 

11.5 Time, sequence, and missed opportunities 
Every security case unfolds through time. Signals appear, choices are made, options close, 

uncertainty changes shape, and consequences either accumulate or are contained. This 
temporal structure is one of the most educational parts of case study analysis because it 
reveals not only what happened, but when the organisation had opportunities to recognise, 
interrupt, or redirect the event.⁷ 

This is important because hindsight compresses time. Once an incident is over, the chain 
can appear inevitable. We see the compromise, the delay, the public fallout, and we narrate it 
backwards as though the logic had always been obvious. But for the people inside the event, 
clarity was usually partial, delayed, and contested. Case studies help us recover that 
uncertainty and ask more serious questions about recognition, escalation, timing, and 
judgment. 

A strong case analysis maps the sequence carefully. When did the first signal appear? Who 
saw it? What did they think it meant? When was it escalated? What was known at each stage? 
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Which actions bought time, and which lost it? Where did the organisation hesitate? Where 
did it act too late, too early, or in the wrong direction? These questions help transform the 
case from moral theatre into organisational learning. 

Practical Lesson 
A case study becomes more useful when we analyse not only what happened, but which 
moments of possibility existed before the outcome hardened into fact. 

11.6 Communication, visibility, and trust in cases 
Many of the most instructive security cases become memorable not only because of what 

was compromised, but because of how the organisation communicated. An incident may be 
technically serious yet institutionally survivable if the organisation communicates with 
discipline, honesty, and credibility. Another may be technically manageable but reputationally 
disastrous because communication is fragmented, delayed, defensive, or misleading.⁸ 

Case studies provide an excellent lens for examining visibility and trust. Who had to be 
informed? What was said internally, and when? What was said externally? How was 
uncertainty handled? Did the organisation acknowledge what it did not yet know, or did it 
overstate confidence? Did communication support action, or did it create confusion? Did later 
updates align with earlier claims? 

These questions matter because trust is frequently repaired or damaged through 
communication during the case itself. Observers do not evaluate only the technical event. 
They also evaluate the organisation’s stance toward responsibility. Did it appear evasive? 
Competent? Defensive? Honest? Organised? Uncertain but disciplined? Case studies allow us 
to see how these impressions form and how they affect longer-term consequences. 

Common Mistake 
Security case analysis frequently treats communication as secondary, even though 
communication frequently determines how the event is publicly understood and institutionally 
remembered. 

11.7 Authority, coordination, and organisational shape 
Security cases are also revealing because they show us how the organisation is shaped. 

When things go wrong, authority becomes visible. So do its gaps. A well-coordinated 
response shows that reporting routes, leadership structures, and cross-functional relationships 
can carry strain. A fragmented response shows that the organisation did not know how to 
think together under pressure.⁹ 

This is one reason case studies are valuable for examining not only failure, but also 
structure. Who was empowered to decide? Who had relevant knowledge but insufficient 
authority? Which functions were included too late? Did technical, legal, operational, and 
communications roles align, or did they pull in different directions? Was there a middle 
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coordination layer capable of translating between specialist work and institutional 
consequence? 

Cases usually show that authority problems are not merely about whether someone was 
“in charge.” More often, they concern mismatches between where information sits and where 
decisions must be made. A technical team may understand the problem without being able to 
trigger the needed action. Senior leadership may have formal authority without interpretive 
grasp. Middle managers may block escalation because they fear reputational or operational 
disruption. These patterns are generally hard to see in the abstract but very visible in concrete 
cases. 

Key Insight 
Security cases reveal the real shape of organisational authority by showing who could act, 
who understood, and how those two things did or did not meet. 

11.8 Blame, accountability, and analytical discipline 
Case studies generally invite blame. A person clicked, a manager delayed, a team 

misconfigured, a contractor failed, a vendor shipped insecure code. Accountability is 
important, and case analysis should not become so systemic that nobody is ever responsible 
for anything. But there is a difference between accountability and analytical laziness.¹⁰ 

Blame becomes analytically lazy when it substitutes for explanation. If we identify one 
individual or one mistake and stop there, we may miss the conditions that made the mistake 
likely, survivable, or dangerous. Case studies should therefore hold two thoughts together. 
Individuals can act badly. Institutions shape what actions are likely, tolerated, visible, and 
consequential. Good analysis does not dissolve the first into the second, nor exaggerate the 
first at the expense of the second. 

This is especially important in teaching. Students frequently want the answer to the case to 
be a clean judgment about what someone should have done. Sometimes such judgments are 
appropriate. But the deeper value of a case study lies in showing why organisational security 
cannot be reduced to heroism or incompetence. Cases teach complexity without requiring 
moral vagueness. 

Practical Lesson 
Good case analysis asks where accountability lies, but it also asks what organisational 
conditions made the accountable action matter. 

11.9 Learning the right lesson 
One of the persistent dangers in case-based learning is lesson overreach. A breach caused 

by one kind of weakness becomes an argument for a single preferred control. A 
communication failure becomes an argument for more secrecy. A phishing case becomes an 
argument for stronger user discipline. A ransomware case becomes an argument for more 
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backup without examining governance, segmentation, or escalation. In each instance, the 
lesson extracted may be too narrow, too convenient, or too familiar.¹¹ 

A better approach asks what level of lesson the case supports. Is the lesson technical, 
procedural, communicative, cultural, or strategic? Does the case show a flaw in one system, 
or in a pattern of governance? Does it justify one concrete fix, or a wider institutional 
change? Not every case should be stretched into a grand theory, but neither should it be 
reduced to the smallest possible patch. 

We should also be wary of cases being used rhetorically rather than analytically. Famous 
incidents can become institutional myths, repeatedly invoked to justify existing preferences 
rather than to illuminate new understanding. A strong case-based pedagogy resists this by 
returning to sequence, evidence, and interpretation instead of relying on iconic status alone. 

Key Insight 
The right lesson from a case is not always the loudest or most convenient one. It is the one 
that the structure of the event can actually support. 

11.10 Comparative reading and recurring patterns 
Case studies become even more valuable when read comparatively. One case may show 

how a technical weakness became severe through poor communication. Another may show 
how similar technical weakness was contained by better coordination. A third may show that 
the deeper issue was not the exploit itself, but governance of third-party dependency. Through 
comparison, patterns begin to emerge.¹² 

These patterns are pedagogically important. Students start to see recurring structures: 
delayed escalation, normalised workaround behaviour, weak privilege discipline, unclear 
responsibility, overconfident communication, underdeveloped preparedness, or excessive 
dependence on one provider or one individual. Case-based learning becomes stronger when 
cases are not treated as isolated curiosities but as windows into recurring organisational 
dynamics. 

Comparative reading also reduces the temptation to overlearn from a single dramatic 
event. One case may be unusual. Several cases showing related patterns suggest something 
more robust about how organisations become exposed, how they respond, and how they fail 
to learn. 

Practical Lesson 
The educational power of case studies grows when we read them together and ask what 
patterns recur across different contexts, institutions, and forms of failure. 
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11.11 Using case studies responsibly in teaching 
Because this course companion accompanies a course, it is also worth asking how case 

studies should be used pedagogically. The goal is not merely to entertain, shock, or confirm 
what students already assume. The goal is to help students practice structured interpretation. 
This means asking them not only what happened, but what categories from the earlier 
Chapters help them understand what happened.¹³ 

A good teaching use of case studies links the concrete back to the conceptual. Which 
assets were at stake? What kind of threat was involved? What vulnerabilities mattered? Was 
the organisation prepared? How did communication shape the consequences? What role did 
trust, leadership, authority, or culture play? In this way, case studies become a bridge between 
theory and judgment. 

They also help students develop humility. Security cases show how quickly certainty can 
dissolve, how incomplete information shapes decision-making, and how often organisations 
discover too late that their assumptions were weaker than they believed. This is not a reason 
for fatalism. It is a reason for seriousness. 

11.12 Conclusion 
In this Chapter, we have argued that case studies are central to learning in Security of 

Organisations because they reveal how technical, organisational, communicative, and ethical 
elements interact in context. We have shown that cases are most useful when they move 
beyond dramatic entry points, trace sequence carefully, attend to timing and communication, 
and resist the temptation to reduce failure to a single cause or a single person. We have also 
argued that the strongest lessons come from comparative reading and from linking concrete 
events back to the conceptual structures introduced earlier in the present course companion. 

Several conclusions follow. First, case studies matter because organisational security is 
always situated. Second, the deepest lessons in a case frequently lie not in the first 
compromise but in the spread of consequence, the handling of uncertainty, and the quality of 
organisational response. Third, blame is not analysis, though accountability remains 
important. Fourth, cases teach best when they are used to practice interpretation rather than 
simply to reinforce slogans. Finally, case studies remind us that security is not only 
something organisations design in advance. It is also something they reveal about themselves 
when events unfold under pressure. 

In the final Chapter, we turn from individual themes and cases to synthesis. If this Chapter 
has shown how concrete events can illuminate the field, the next will ask what it means, 
overall, to build resilient organisations under conditions of uncertainty, dependency, and 
imperfect control. 

11.13 Notes 
1. Case studies are useful because they connect conceptual discussion with concrete 

organisational situations in which technical, institutional, and communicative 
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elements interact; see Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons; and Weick, K. 
E. (1988). Enacted sensemaking in crisis situations. Journal of Management Studies, 
25(4), 305-317. 

2. A case study is best treated as an analytical tool rather than merely an illustrative 
anecdote or cautionary story; this broader interpretive approach is also consistent with 
Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317. 

3. The same technical weakness may produce very different consequences depending on 
organisational context, dependency, and response; see Anderson, R. (2021). Security 
Engineering: A Guide to Building Dependable Distributed Systems. Indianapolis: 
John Wiley and Sons; and Boin, A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). The 
Politics of Crisis Management: Public Leadership Under Pressure (2nd ed.). 
Cambridge: Cambridge University Press. 

4. Case analysis should reconstruct sequence, identify interacting factors, and interpret 
consequences rather than merely retell events; see Weick, K. E. (1988). Enacted 
sensemaking in crisis situations. Journal of Management Studies, 25(4), 305-317. 

5. It is analytically weak to reduce a case to its initial compromise while neglecting the 
organisational conditions that allowed the problem to spread; see Anderson, R. 
(2021). Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 

6. Technical sophistication and organisational consequence do not map neatly onto one 
another; see Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons; and Anderson, 
R., Barton, C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., & 
Savage, S. (2012). Measuring the Cost of Cybercrime. 11th Annual Workshop on the 
Economics of Information Security WEIS 2012, Berlin, Germany. 
http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf 

7. Case analysis is strengthened when it pays attention to time, sequence, missed 
opportunities, and the interpretation of uncertainty at different stages of an event; see 
Tversky, A., & Kahneman, D. (1974). Judgment under uncertainty: Heuristics and 
biases. Science, 185(4157), 1124-1131; and Weick, K. E. (1988). Enacted 
sensemaking in crisis situations. Journal of Management Studies, 25(4), 305-317. 

8. Communication generally shapes how security events are publicly understood and 
institutionally remembered; see Kim, P. H., Ferrin, D. L., Cooper, C. D., & Dirks, K. 
T. (2004). Removing the shadow of suspicion: The effects of apology versus denial 
for repairing competence- versus integrity-based trust violations. Journal of Applied 
Psychology, 89(1), 104-118; and Metzger, M. J. (2004). Privacy, trust, and disclosure: 
Exploring barriers to electronic commerce. Journal of Computer-Mediated 
Communication, 9(4). 
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9. Cases reveal the real shape of organisational authority by showing who understood 
the problem, who could act, and how those two things did or did not meet; see Boin, 
A., ’t Hart, P., Stern, E., & Sundelius, B. (2017). The Politics of Crisis Management: 
Public Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University 
Press. 

10. Accountability is important, but blame should not substitute for explanation of the 
organisational conditions that made an action consequential; this is also consistent 
with Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317. 

11. It is easy to draw overly narrow or overly convenient lessons from dramatic incidents; 
stronger analysis asks what level of lesson the structure of the case actually supports. 
See Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317; and Anderson, R. (2021). Security Engineering: 
A Guide to Building Dependable Distributed Systems. Indianapolis: John Wiley and 
Sons. 

12. Comparative reading across cases helps identify recurring organisational patterns 
rather than treating each event as unique and isolated; see Boin, A., ’t Hart, P., Stern, 
E., & Sundelius, B. (2017). The Politics of Crisis Management: Public Leadership 
Under Pressure (2nd ed.). Cambridge: Cambridge University Press; and Weick, K. E. 
(1988). Enacted sensemaking in crisis situations. Journal of Management Studies, 
25(4), 305-317. 

13. Case studies are pedagogically strongest when they reconnect concrete events to 
concepts such as threats, vulnerabilities, incidents, crisis response, privacy, 
communication, and culture; see Anderson, R. (2021). Security Engineering: A Guide 
to Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 
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12 Conclusion: Building Resilient Organisations 
Security is usually imagined as a finished state. An organisation becomes secure by 

acquiring the right controls, adopting the right standards, writing the right policies, training 
the right behaviours, and preventing the wrong things from happening. This image is 
understandable because it promises closure. It suggests that enough effort, enough expertise, 
or enough discipline can eventually deliver a stable condition in which uncertainty is 
contained, and disruption is kept at a distance. Yet the longer we study organisational 
security, the harder this image becomes to sustain.¹ 

Throughout this course companion, we have argued that the Security of Organisations is 
not best understood as the achievement of perfect protection. It is better understood as the 
ongoing organisation of protection under conditions of uncertainty, dependency, friction, and 
imperfect control. In this concluding Chapter, we draw together the central themes of the 
present course companion and ask what it means, in practical terms, to build resilient 
organisations. We argue that resilience does not mean invulnerability. It means the capacity to 
anticipate, absorb, interpret, coordinate, recover, and learn without losing institutional 
coherence.² 

12.1 Security as an organisational practice, not a technical add-on 
One of the most persistent themes in this course companion has been that security cannot 

be reduced to technical control. Technical measures matter deeply. Systems must be 
configured, monitored, segmented, patched, reviewed, and tested. But no technical 
arrangement operates in a vacuum. Security is always carried by organisational structures, 
roles, expectations, communication paths, routines, and decisions.³ 

This point matters because many institutional failures occur when organisations speak 
about security as though it belonged mainly to the technical layer while expecting the rest of 
the institution to remain unchanged. In practice, security is shaped by governance, 
procurement, workload, escalation culture, communication discipline, leadership attention, 
and the social life of work. It emerges from the interaction between systems and institutions. 
For that reason, building secure organisations requires more than better tools. It requires 
better alignment between technical arrangements and organisational reality. 

This is not a call to dilute technical seriousness into managerial abstraction. It is the 
opposite. It is a call to take technical measures seriously enough to recognise the conditions 
under which they succeed or fail. A technically strong control in a badly structured 
organisation may perform weakly. A technically modest control in a well-aligned organisation 
may perform surprisingly well. Security is therefore neither purely technical nor merely 
social. It is organisational in the strongest sense: it lives in the way these elements are 
connected. 
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Key Insight 
Security becomes sustainable when organisations stop treating it as a specialist add-on and 
start treating it as part of how the institution actually functions. 

12.2 The centrality of uncertainty 
Another recurring theme has been uncertainty. Organisations rarely know everything they 

would like to know. They operate with incomplete information, changing dependencies, 
evolving threats, limited attention, and imperfect foresight. Incidents are recognised late, 
risks are interpreted through contested assumptions, and decisions often have to be made 
before certainty arrives.⁴ 

This means that the ideal of total control is not merely unrealistic. It can be actively 
misleading. When organisations imagine that good security depends on eliminating 
uncertainty, they may become overconfident, rigid, or unprepared for ambiguity. A more 
resilient stance accepts uncertainty without surrendering to it. It builds structures that help the 
organisation function reasonably well even when the picture is incomplete. 

This is why preparedness, coordination, and communication matter so much. They do not 
eliminate uncertainty, but they help the organisation live with it more intelligently. A resilient 
organisation knows how to act before it knows everything, how to revise its understanding as 
new information arrives, and how to communicate uncertainty without collapsing into 
paralysis or false reassurance. It understands that disciplined incompleteness is frequently 
better than premature certainty. 

Practical Lesson 
Resilience does not require the organisation to know everything. It requires the organisation 
to remain coherent and capable when it does not. 

12.3 Exposure, dependency, and the limits of isolated control 
We have also argued that organisations become insecure not only because they possess 

weaknesses, but because those weaknesses sit inside larger structures of dependency and 
exposure. A flaw is important because of where it is, what it connects to, what depends on it, 
and how quickly harm can travel through the institution once something goes wrong.⁵ 

This point is especially important in contemporary organisational life, where dependence 
on external providers, digital platforms, integrated systems, contractors, data flows, and 
invisible infrastructures has become normal. Many organisations do not merely run systems. 
They inhabit ecosystems. This makes the fantasy of isolated control even less plausible. An 
organisation may manage its internal controls carefully and remain exposed through what it 
outsources, assumes, inherits, or cannot easily replace. 

Resilience depends partly on dependency awareness. What does the organisation rely on? 
What would happen if those supports failed? What kinds of fallback exist? Which 
assumptions have never been tested? Which forms of continuity are genuine, and which are 
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rhetorical? These questions belong at the heart of organisational security because they reveal 
whether the institution understands the environment in which its protections are meant to 
operate. 

Key Insight 
Organisations do not become resilient by controlling everything directly. They become more 
resilient by understanding what they depend on and how failure can propagate through those 
dependencies. 

12.4 Communication as a condition of resilience 
Communication has appeared repeatedly throughout this course companion, and for good 

reason. Organisations do not respond to incidents, govern privacy, build culture, or coordinate 
crises effectively without communication that is intelligible, disciplined, and trusted. 
Communication moves warnings, clarifies expectations, supports reporting, translates 
technical meaning, enables shared situational awareness, and shapes external legitimacy.⁶ 

Resilience depends on this because security failures are usually worsened by 
communicative weakness. Signals are ignored, concerns are softened, reporting routes are 
awkward, teams speak past one another, leadership asks the wrong questions, and external 
messaging outruns internal understanding. In such situations, technical competence may still 
exist somewhere in the organisation, but it cannot travel where it needs to go. 

A resilient organisation pays attention not only to what it knows, but to how that 
knowledge moves. It values translation across roles. It makes escalation possible. It creates 
space for uncertain but important information to surface. It recognises that external 
communication during incidents is not merely about optics, but about trust, coherence, and 
institutional credibility. In this sense, communication is not an optional soft layer resting on 
hard security. It is one of the infrastructures of resilience. 

Practical Lesson 
Organisations become more resilient when important information can move early, travel 
across boundaries, and remain interpretable under pressure. 

12.5 Trust, legitimacy, and the social life of security 
Security also depends on trust, though not in simplistic or romantic ways. Trust does not 

eliminate the need for controls, and resilient organisations are not naive organisations. Yet 
trust is important because institutional life depends on cooperation, reporting, interpretation, 
and willingness to absorb burden for collective purposes. People comply more robustly when 
systems feel legitimate, expectations are understandable, and authority is exercised in ways 
that seem proportionate and fair.⁷ 

This insight links several themes from earlier Chapters: privacy, communication, culture, 
leadership, and response. When organisations handle privacy badly, communicate poorly, 
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punish early uncertainty, or normalise symbolic compliance, they erode the very social 
conditions that security later depends on. People may continue following rules outwardly, but 
deeper cooperation weakens. Reporting becomes thinner, workarounds more normal, and 
institutional candour more fragile. 

Resilience has a social dimension. It depends on whether the organisation can sustain 
forms of trust compatible with security rather than hostile to it. This does not mean 
eliminating friction or making every measure comfortable. It means designing and explaining 
security in ways that preserve legitimacy. A resilient organisation asks not only whether a 
control can be imposed, but whether it can be lived with over time without undermining the 
institution’s own willingness to act honestly and collectively. 

Key Insight 
Trust is not the opposite of security. It is one of the conditions under which security can 
remain workable, reportable, and sustainable. 

12.6 Learning without illusion 
Many organisations claim to learn from incidents, assessments, exercises, and failures. 

Sometimes they do. But institutional learning is harder than it appears. It requires more than 
identifying a flaw, circulating a report, or adding one more policy line. It requires changing 
some part of organisational memory, design, governance, or expectation so that the lesson 
survives the fading of urgency.⁸ 

This is relevant because organisations are good at symbolic learning. They can produce 
reports, action lists, statements of commitment, and visible remediation while leaving deeper 
patterns untouched. The same escalation hesitation returns. The same workaround behaviour 
reappears. The same dependency remains poorly understood. The same communication 
failures recur in slightly different forms. In such cases, the institution learns narratively rather 
than structurally. 

A more resilient organisation learns at multiple levels. It fixes the immediate issue, but it 
also asks what broader condition made that issue likely, hard to notice, or difficult to contain. 
It does not confuse documentation with change. It recognises that some lessons are technical, 
others procedural, others cultural, and others strategic. Most importantly, it treats learning as 
a governance function rather than an emotional reaction immediately after visible failure. 

Practical Lesson 
Real organisational learning occurs when lessons change routine, not merely when they 
change the wording of the after-action report. 

12.7 Resilience without heroics 
Popular accounts of organisational failure often hinge on heroism. Someone noticed the 

anomaly in time. Someone worked all night. Someone made the decisive call. Someone 
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improvised brilliantly and prevented disaster. These stories are emotionally satisfying, and 
exceptional effort sometimes matters. But organisations should be cautious about building 
their security imagination around heroics.⁹ 

Heroic recovery is generally a sign that ordinary structure was insufficient. If resilience 
depends routinely on extraordinary personal effort, then the institution is functioning on 
borrowed time. A stronger model of resilience asks a different question: what routines, 
relationships, backup structures, communication pathways, and decision processes allow 
ordinary competent people to respond reasonably well without needing to become 
exceptional under pressure? 

This is one reason why mature organisational security frequently looks less dramatic than 
popular security stories suggest. It involves inventories, exercises, boring reviews, sensible 
defaults, clear escalation, documentation, cross-functional relationships, disciplined 
communication, modest but reliable backup practices, and willingness to examine awkward 
dependencies. None of this is glamorous. All of it matters. 

Key Insight 
The most resilient organisations are often not those that rely on heroic people, but those that 
make disciplined response possible without heroism. 

12.8 Security as balance, not perfection 
A final lesson of this course companion is that organisational security is full of tensions 

that cannot be dissolved once and for all. Security and usability. Visibility and privacy. 
Centralisation and local autonomy. Speed and verification. Openness and restriction. 
Continuity and containment. Trust and control. Disclosure and caution. These are not signs 
that something has gone wrong in theory. They are part of the field itself.¹⁰ 

Resilience depends on learning how to balance these tensions rather than pretending one 
side can permanently eliminate the other. Organisations that seek perfect control usually 
create brittleness, resentment, or hidden workarounds. Organisations that avoid friction 
altogether may create fragility of another kind. The goal is not a perfect point of equilibrium 
that never shifts. It is a continuing capacity to judge well, revise position, and remain 
proportionate as context changes. 

This is one reason we have treated Security of Organisations as a practical and interpretive 
field throughout this course companion. It requires knowledge, but also judgement. It 
requires standards, but also restraint. It requires control, but also legitimacy. It requires 
anticipation, but also recovery. It requires seriousness, but also humility. 

Practical Lesson 
Resilience grows when organisations treat security tensions as problems of ongoing 
judgement rather than as puzzles that can be solved once and for all. 
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12.9 Building resilient organisations 
If we ask, finally, what it means to build resilient organisations, the answer is not a single 

recipe. But several elements stand out. 

Resilient organisations understand that security is organisational rather than merely 
technical. They know what they depend on and which failures would hurt most. They prepare 
for incidents before those incidents occur. They create reporting pathways that can be used 
without fear. They communicate in ways that support interpretation rather than panic or 
theatre. They treat privacy and data protection as part of responsible governance rather than 
external obstacles. They test themselves without confusing testing for completion. They 
analyse cases and incidents without collapsing into blame or spectacle. They remember that 
trust, legitimacy, and learning are operational assets, not moral ornaments. 

Above all, resilient organisations remain governable under strain. They can still recognise 
problems, coordinate across functions, make decisions under uncertainty, explain themselves 
honestly, recover with discipline, and learn with enough humility to alter future practice. This 
is not a small ambition. It is also not the same as perfection. Resilience is what remains 
possible when perfection is unavailable and control is incomplete, which is to say: most of 
the time.¹¹ 

Key Insight 
A resilient organisation is not one in which nothing ever goes wrong. It is one that remains 
capable, intelligible, and responsible when things do. 

12.10 Final reflections 
This course companion began with the claim that security in organisations is broader than 

technical protection alone. It ends in the same place, but with greater precision. Security 
concerns systems, yes, but also dependency, communication, trust, privacy, culture, authority, 
and learning. It concerns what organisations protect, how they fail, how they respond, and 
what they become through the way they handle strain. 

If the present course companion has a single underlying message, it is this: organisations 
reveal their security not only in the controls they deploy, but in the way they live with 
uncertainty. They reveal it in how they interpret weak signals, how they communicate under 
pressure, how they treat those who report problems, how they balance visibility with restraint, 
how they learn from failure, and how honestly they confront the difference between symbolic 
security and lived security. 

Security of Organisations is therefore not a finished checklist. It is a practical discipline of 
responsible coordination under imperfect conditions. That is precisely what makes it difficult. 
It is also what makes it worth studying seriously. 
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12.11 Notes 
1. Security should not be understood as a final stable state achieved once enough 

controls are in place; see Anderson, R. (2021). Security Engineering: A Guide to 
Building Dependable Distributed Systems. Indianapolis: John Wiley and Sons. 

2. Resilience is better understood as the capacity to anticipate, absorb, interpret, 
coordinate, recover, and learn rather than as invulnerability; see Boin, A., ’t Hart, P., 
Stern, E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University Press. 

3. Security is organisational rather than merely technical because technical arrangements 
succeed or fail within structures of governance, communication, and practice; see 
Anderson, R. (2021). Security Engineering: A Guide to Building Dependable 
Distributed Systems. Indianapolis: John Wiley and Sons; and International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office. 

4. Uncertainty is a permanent feature of organisational security rather than a temporary 
defect that can be eliminated entirely; see Tversky, A., & Kahneman, D. (1974). 
Judgment under uncertainty: Heuristics and biases. Science, 185(4157), 1124-1131; 
and Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317. 

5. Vulnerability is important in relation to dependency, context, and exposure rather than 
in isolation; see Anderson, R. (2021). Security Engineering: A Guide to Building 
Dependable Distributed Systems. Indianapolis: John Wiley and Sons; and Anderson, 
R., Barton, C., Böhme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T., & 
Savage, S. (2012). Measuring the Cost of Cybercrime. 11th Annual Workshop on the 
Economics of Information Security WEIS 2012, Berlin, Germany. 
http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf 

6. Communication is one of the infrastructures of organisational resilience because it 
supports interpretation, escalation, coordination, and trust; see Metzger, M. J. (2004). 
Privacy, trust, and disclosure: Exploring barriers to electronic commerce. Journal of 
Computer-Mediated Communication, 9(4); Kim, P. H., Ferrin, D. L., Cooper, C. D., & 
Dirks, K. T. (2004). Removing the shadow of suspicion: The effects of apology versus 
denial for repairing competence- versus integrity-based trust violations. Journal of 
Applied Psychology, 89(1), 104-118; and Weick, K. E. (1988). Enacted sensemaking 
in crisis situations. Journal of Management Studies, 25(4), 305-317. 

7. Trust and legitimacy shape whether security remains workable, reportable, and 
sustainable over time; see Murphy, K. (2004). The role of trust in nurturing 
compliance: A study of accused tax avoiders. Law and Human Behavior; and 
McKnight, D. H., Cummings, L. L., & Chervany, N. L. (1998). Initial trust formation 
in new organizational relationships. Academy of Management Review, 23(3), 473-490. 
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8. Organisational learning is meaningful only when it changes routine, governance, 
design, or expectation rather than merely producing documentation; see International 
Organization for Standardization. (2013). Information technology — Security 
techniques — Information security management systems — Requirements (ISO/IEC 
27001). Geneva, Switzerland: ISO Copyright Office; and Anderson, R. (2021). 
Security Engineering: A Guide to Building Dependable Distributed Systems. 
Indianapolis: John Wiley and Sons. 

9. Resilience should not depend routinely on heroics, but on structures that allow 
ordinary competent people to respond well under strain; see Boin, A., ’t Hart, P., 
Stern, E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University Press; and 
Weick, K. E. (1988). Enacted sensemaking in crisis situations. Journal of 
Management Studies, 25(4), 305-317. 

10. Security tensions such as usability versus control, visibility versus privacy, and speed 
versus verification are ongoing matters of judgement rather than problems that can be 
solved once and for all; see Acquisti, A., & Grossklags, J. (2005). Privacy and 
rationality in individual decision making. IEEE Security & Privacy; Lee, J. D., & See, 
K. A. (2004). Trust in automation: Designing for appropriate reliance. Human 
Factors, 46(1), 50-80; and Beautement, A., Sasse, A. M., & Wonham, M. (2008). The 
compliance budget: Managing security behaviour in organisations. Proceedings of the 
2008 Workshop on New Security Paradigms. 

11. A resilient organisation remains governable, intelligible, and responsible under strain 
rather than requiring perfect control or perfect prevention; see Boin, A., ’t Hart, P., 
Stern, E., & Sundelius, B. (2017). The Politics of Crisis Management: Public 
Leadership Under Pressure (2nd ed.). Cambridge: Cambridge University Press). 
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